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Abstract 

Privacy Flag combines crowd sourcing, ICT technology and legal expertise to protect citizen 

privacy when visiting websites, using smart-phone applications, or living in a smart city 

leveraging user-friendly solutions provided as a smart phone application, a web browser 

add-on and a public website. It will:  

 

1. Develop a highly scalable privacy monitoring and protection solution with:  

 - Crowd sourcing mechanisms to identify, monitor and assess privacy-related risks; 

 - Privacy monitoring agents to identify suspicious activities and applications; 

 - Universal Privacy Risk Area Assessment Tool and methodology tailored to European 

norms on personal data protection; 

 - Personal Data Valuation mechanism; 

 - Privacy enablers against traffic monitoring and finger printing; 

 - User friendly interface informing about the privacy risks when using an application or 

website.  

2. Develop a global knowledge database of identified privacy risks, together with online 

services to support companies and other stakeholders in becoming privacy-friendly, 

including: 

 - In-depth privacy risk analytical tool and services; 

 - Voluntary legally binding mechanism for companies located outside of Europe to align 

with and abide to European standards in terms of personal data protection;  

- Services for companies interested in being privacy friendly; 

 - Labelling and certification process.  

3. Collaborate with standardization bodies and actively disseminate towards the public and 

specialized communities, such as ICT lawyers, policy makers and academics. Eleven  (-11-) 

European partners, including SMEs and a large telco operator (OTE), bring their 

complementary technical, legal, societal and business expertise; Privacy Flag intends to 

establish strong links with standardization bodies and international fora and it also intends 

to assess and incorporate outcomes from over 20 related research projects. It will build and 

ensure long-term sustainability and growth. 
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Executive Summary 
This document provides an overview and the main outcomes of the work done on the Privacy Flag (PF) 
system architecture design in WP1 during the first two years of the project. Personal data has become 
merchandisable asset, thus encouraging various stakeholders to collect such data and trade it without 
end-userΩǎ awareness and acceptance. The European Union (EU) has taken the lead in adapting the 
ƭŜƎŀƭ ŦǊŀƳŜǿƻǊƪ ǘƻ ōŜǘǘŜǊ ǇǊƻǘŜŎǘ ǘƘŜ ŎƛǘƛȊŜƴǎΩ ǊƛƎƘǘǎ ŀƴŘ ƛƴǘŜǊŜǎǘǎΦ IƻǿŜǾŜǊΣ ǘƘŜ popularity of the 
Internet and smart phone applications, the fact that data can be retrieved without the ownerΩǎ 
knowledge and the fact that the vast majority of those applications are developed from outside the EU 
jurisdiction, strongly limit the possibility to effectively impose a privacy-protection framework globally, 
with a conventional approach. Moreover, privacy norms are perceived as άcomplexέΣ by many citizens. 

The Privacy Flag intends to enable citizens to monitor and control their privacy with a user-friendly 
solution made available as a smart phone application, a web browser add-on, and a public website - 
all connected to a shared knowledge database. It benefits from outcomes of several related research 
projects so that ǘƻ ǇǊƻǾƛŘŜ ŀ ƴŜǿ ǇŀǊŀŘƛƎƳ ƻŦ ǇǊƛǾŀŎȅ ǇǊƻǘŜŎǘƛƻƴ ŎƻƳōƛƴƛƴƎ άŜƴŘƻ-ǇǊƻǘŜŎǘƛƻƴέ ǿƛǘƘ 
ƭƻŎŀƭƭȅ ŘŜǇƭƻȅŜŘ ǇǊƛǾŀŎȅ ŜƴŀōƭŜǊǎ ǇǊƻǘŜŎǘƛƴƎ ǘƘŜ ŎƛǘƛȊŜƴΩǎ ǇǊƛǾŀŎȅ ŦǊƻƳ ǳƴǿŀƴǘŜd external access to 
their data, and; άŜȄƻǇǊƻǘŜŎǘƛƻƴέ ǿƛǘƘ ŀ ŘƛǎǘǊƛōǳǘŜŘ ŀƴŘ ŎǊƻǿŘ-sourced monitoring framework, able to 
provide a collective protection framework together with increased citizen awareness and implicit 
pressures on companies to improve their privacy compliance. 

The present deliverable is linked to all the technical tasks in the PF project, which are part of the work-
packages 2 to 4. WP1 is focused on interaction with the Privacy Flag partners and potential end-users, 
to analyse their requirements and to adapt and design the Privacy Flag architecture and processes that 
will provide the framework for the activities in other WPs. The main purpose of this work-package is 
to ensure that the technical work carried out in the other WPs of the project is properly aligned with 
the overall vision, and fits well together, into a coherent architecture. Thus, WP1 takes an important 
role in coordinating, aligning the strategy and facilitating activities in the overall project. It is άcentralέ 
to the communication of a common technical vision and shared understanding of underlying concepts 
by the development of the technical requirements for other technical WPs. At the same time, it must 
ensure that the outcomes of the other technical WPs άfit well togetherέΣ in the overall system 
architecture. 
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Glossary 
 
ACRONYMS  MEANING 
AAA  Authentication and authorization 
AES  Advanced Electronic Signatures 
API  Application Programming Interface 
CE  Crowdsourcing Evaluation  
CMS  Content Management System 
CPU  Central Processing Unit  
DA  Distributed Agent  
DBS  Database and Server  
DP  Data Protection  
DM  Data Management  
DPA  Data Protection Authority  
DPO  Data Protection Officer  
EC  European Commission  
ETSI  European Telecommunications Standards Institute  
EU  European Union 
FP  Framework Programme 
FP7  7th Framework Programme 
FR  Functional Requirement 
GA  Grand Agreement  
GDPR  General Data Protection Regulation 
GR  Generic Functional Requirement 
HTML  Hypertext Markup Language 
HTTPS  Hypertext Transfer Protocol Secure 
I  Interoperability 
ICT  Information and Communication Technologies  
ID, id  Identifier 
IEt  In-depth Evaluation Tool 
IoT  Internet of Things 
IoT-A  IoT Architecture  
IP  Integrated Project 
IP  Internet Protocol 
ISO  International Standards Organization  
JSON  JavaScript Object Notation Syntax  
LR  Legal Requirement 
NFR  Non-functional and other Requirements 
OR  Other Requirement 
OS  Operating System 
MA  Monitoring Agent 
PAdES  PDF Advanced Electronic Signatures 
PC  Project Configuration 
PDF  Portable Document Format 
PF  Privacy Flag 
PRAAT  Privacy Risk Area Assessment Tool  
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PC  Project configuration 
PR  Privacy 
QoS  Quality of Service 
Q&A  Questions and Answers 
R  Reliability 
REST  Representational State Transfer 
SA  Smart-Phone Application 
SC  Scalability 
SDK  Software Developer Kit 
SE  Security 
SME  Small Medium Enterprise 
SPE  Security and Privacy Enabler 
SSL/TLS  Security Socket Layer/ Transport Layer Security 
TEU  Treaty of the European Union 
TFEU  Treaty on the Functioning of the European Union 
Tor  The Onion Router 
TR  Technical Requirement 
TRL  Technology Readiness Level 
TS  Technical Specification 
U  Usability  
UC  Use Case  
UI  User Interface  
VPN  Virtual Private Network 
UPRAAM  Universal Privacy Risk Area Assessment Methodology  
URL  Uniform Resource Locator  
VCT  Voluntary Compliance Commitment  
WA  Web browser Add-on 
WP  Work Package 
WP  Working Party 
WWW  World Wide Web 
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Introduction 
This deliverable is one of the outcomes of the Privacy Flag research project. It describes the ǇǊƻƧŜŎǘΩǎ 
updated architecture design, as created based upon the requirements and the outputs from άcross-
packageέ interactions within the project. The άkeyέ mechanisms and enablers are άcombinedέ into a 
proper working platform based on a methodology adopted from the FP7 IoT-A research project 
(http://www.iot -a.eu/), with suitable modifications to άsuitέ the purposes of the Privacy Flag. 

Purpose and scope of T1.2 
WP1 focuses on the architecture design of the Privacy Flag. It relies on active interaction between 
project partners as well as with potential end-users to collect and analyse their requirements. The 
definition of the project architecture represents one of the άkeyέ milestones of the project, as it 
provides a framework for the activities in other WPs. Indeed, the main purpose of this work-package 
is to ensure that the technical work carried out in the other project WPs is suitably aligned to the 
overall vision, and so it forms a άcoherentέ system. 

In order to do this, WP1 coordinates and aligns strategy and facilitates activities in the overall project, 
beginning with task T1.1 which provides a definition and analysis of Privacy Flag requirements from an 
end-user/player perspective. This work was then followed by T1.2 activities, aiming to define platform 
processes and the design of the guidelines for the envisaged components and, finally, the design of 
the initial Privacy Flag architecture. This initial architecture is further elaborated and detailed during 
the second year (Y2) of the PF project, considering the outcome(s) of other work packages.  

The main goal of task T1.2 is to provide the updated design of the Privacy Flag platform architecture, 

taking into account the progress of cross-package work to include all necessary components, functions 

developed during the second year of project as well as the application programming interfaces (APIs). 

The updated set of requirement with the progress and status of fulfillment of project requirements is 

given at the end of the document.  

In the Figure 1, deliverables and tasks are showed in the scope of WP1. A main relation of the 

documents in this WP is as follows: D1.1 with the requirement analysis was extracting the input in form 

of definition for functional components that are later to be used to άdriveέ the architecture work. More 

specifically, D1.2 document with definition of the architecture model was derived from IoT-A and the 

design of components and the architecture based on these requirements. The first version of interface 

model is provided in D1.2; this model was used in this document as a άbasisέ to specify the first version 

of API interfaces.  

http://www.iot-a.eu/
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Figure 1: WP1 Gantt chart 
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1. Privacy Flag Architecture 
The Privacy Flag architecture (Figure 2) is composed of application level components, monitoring 

agents (MAs) that run on the application level and the backend platform with services. Application 

level components used by the end-user are: Smartphone application, Browser add-on, Website, and 

tools for the risk assessment, i.e. the UPRAAM Tools. The UPRAAM tools are developed as a separate 

entity: Voluntary compliance commitment tools deployed as Privacy Pack website 

(http://privacypact.com/) and In-depth evaluation tool deployed as a Privacy Certificate website 

(http:// privacycertificate.com). 

Monitoring agents are present in the Smartphone application and Browser add-on, enabling 

automated aggregation and assessment of the data collected from the ǳǎŜǊǎΩ ŘŜǾƛŎŜǎΦ The result of the 

assessment is sent to the backend where these datasets are stored. 

A Backend platform with services is developed, based on the functional requirements extracted from 

each use case provided in the official Privacy Flag deliverables D1.1 [1] and D1.2 [2], to ensure that 

functional requirements conform to all components incorporated into the system.  

As privacy and security are important aspects of the Privacy Flag system,  a basic concept for routing 

Privacy Flag traffic through έTorέ -as described in official D4.2 deliverable [3]- is applied. The 

prerequisite is that the Add-on user installs "Tor Browser Bundle" [4] in order for the Add-on (in 

Chrome) to seamlessly use the Tor proxy server running on the localhost1. For the Android [5] app, the 

user needs to install the 'Orbot' app and start a Tor connection from Orbot2. While it is running, the PF 

app will use the proxy server provided by Orbot. For the frontend, the proxy settings route the traffic 

through the Tor proxy (i.e., localhost: 9150) if the requested URL is located on the PF domain, while 

the traffic routes directly otherwise. Therefore, the PF domain name must be passed in the frontend 

initialization to differentiate the user traffic from PF traffic.   

Since the Privacy Flag project aims to increase the usersΩ awareness about privacy and its enablers (i.e., 

Tor), the suggestion is to show an elegant warning message if the user is not using Tor and to give a 

link to a page on the PF website describing the Tor advantages. Then, the user could decide if he/she 

is going to continue using the PF frontend without using Tor.   

Based on the different aspects, we can divide the different components into the following groups: 

a. Authentication/Security: This defines components for access/authenticate user and 

tools over secure interfaces/over secure communication channels to be able to 

extract/contribute with the data in a secure manner. This also includes best practices 

                                                           
1  In computer networking, localhost is a host name that means άthis computerέ. It is used to access the 

network services that are running on the host via its loopback network interface. Using the loopback interface 

bypasses any local network interface hardware. Also see, for example, the context proposed in: 

https://en.wikipedia.org/wiki/Localhost  
2  Orbot is a free software project to provide anonymity on the internet for users of the Android operating 

system. It acts as an instance of the Tor network on such devices and allows traffic routing from a device's 
web browser, e-mail client, map program, etc., through the Tor network, providing anonymity for the user. 
More related information can be found, inter-alia, at: https://en.wikipedia.org/wiki/Orbot  

http://privacypact.com/
http://privacycertificate.com/
https://en.wikipedia.org/wiki/Localhost
https://en.wikipedia.org/wiki/Orbot
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to secure and anonymize exchange of information between the frontend (the add-on 

and smartphone applications) and the backend: 

b. Securing the Backend Server: HTTPS is configured on the server and all traffic goes 

through it. Also, all other unused or unsecured ports (e.g., HTTP) are disabled. A 

"Let's Encrypt" certification3 is used as a choice for issuing certificates. A domain 

name for the Privacy Flag backend is reserved and inserted in the certificate.   

c. Securing Communication: Secure communication between frontend and backend is 

accomplished through two security levels. The first level is to route the user traffic 

through the Tor network to maximize the security and privacy levels. Otherwise, if 

the user does not use Tor, the frontend will communicate through a direct HTTPS 

connection, but in this case the user anonymity is not guaranteed.    

 

d. User management: It defines the components for creation and management of the 

credentials for all users providing access to the tools, has and platform backend 

functionalities. 

 

e. User Registry: It defines the components that contain the service access to the 

assemble of users as well as access to the different part of the backend, including 

services for Smartphone, Browser Add-on and Website UI. 

 

f. Service Registry: This defines the components that enable discovery and execution 

of different backend services in the platform from the frontend. 

 

g. Notification Service: It is an automated service that aggregates different types of 

notifications such as email alerts and push/subscribe notifications in order to engage 

and alert users about certain events happening in the system, as a part of the end-

user tool. 

 

h. Questionnaire service: It defines components with an engine for generation of 

questionnaires for browser add-on and Mobile application based on the specific 

input dataset received from the backend platform. 

 

                                                           
3  For more related information see, for example: https:// letsencrypt.org/   

https://letsencrypt.org/
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i. Knowledge database: This defines components with different knowledge entity 

datasets used during different platform processes (i.e., generation of questionnaires, 

automatic and manual analysis, etc.). 

 

j. Enrolment service: This defines components with generated forms for user 

enrolment into the specific Privacy Flag services, e.g. Privacy Pact service. 

 

k. Privacy Scoring System: This defines components for automated assessment of the 

Privacy Entity Score which is generated based on the predefined algorithm. 

 

l. Data annotation: It is a component for manual annotation and labelling of the data, 

i.e. assessment of the entity by using Data annotation UI (forms) provided for expert 

users of the system mainly for IoT deployment evaluation.   

 

m. Digital certificate verification: It is a component for automated verification of the 

digital certificate that end-user has used while signing the digital contract while 

enrolling on the service for generation of the Privacy Flag Badge (HTML encoded 

Badge that contractor could add to his website).   
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Figure 2: Privacy Flag System Architecture 

1.1 Smartphone application  
The Privacy Flag smartphone application allows users to άgatherέ information on potential privacy risks 
from installed applications in their Android-powered mobile phones and tablets. The application 
informs users whether installed software is considered ŀǎ άprivacy friendlyέ or as άnot privacy friendlyέΣ 
based on the analysis conducted by the Privacy Flag backend system, an analysis which includes both 
input gathered by technical enables and by exploiting the power of crowdsourcing data from end-users 
incorporating the UPRAAM methodology. Combined with the Privacy Flag web browser add-on, the 
smartphone application is one of the main points of interaction between end-users and the Privacy 
Flag project.  
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(a) 

 
(b) 

 

(c) 

 

 

 

Figure 3:The Privacy Flag Smartphone Application intro flash screen: (a) main menu; (b) and UPRAAM 
integration, and; (c) architecture (as in the detailed diagram) 

 

The Smartphone application (Figure 3) is composed of several services: Questions service for the 

generation of questionnaires showed to the user using Smartphone app UI, notification service for 

messages and Data Analytics Service. Questions service is available online for authenticated 

Administrator that can modify and change the list of questions showed to the mobile users.  



 

 

 

 
D e l i v e r a b l e  D 6 . 1  I n i t i a l  E x p l o i t a t i o n  a n d  D i s s e m i n a t i o n  P l a n   

19/105 

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites 

 and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426 

Deliverable мΦо όάtǊƛǾŀŎȅ CƭŀƎ ¦ǇŘŀǘŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜ ŘŜǎƛƎƴέύ  

 

1.2 Browser Add-on 
The Privacy Flag web browser add-on is a tool that allows users to obtain information about potential 
privacy risks when browsing on the Internet. The add-on informs users whether a web site is 
considered safe -or not- based on the analysis conducted by the Privacy Flag backend system, an 
analysis which includes both input gathered by technical enables and by exploiting the power of 
crowdsourcing data from end-users incorporating the UPRAAM methodology. The Privacy Flag web 
browser add-on is one of the main points of interaction between end-users and the Privacy Flag 
project. 

 

 

 

Figure 4: The Privacy Flag Web Browser Add-on 

The Web Browser Add-on (Figure 4) is composed of several services: Questions service for the 

generation of questionnaires showed to the user using Browser Add-on UI, notification service for 

messages and Data Analytics Service. Questions service is available online for authenticated 

Administrator that can modify and change the list of questions showed to the Add-on users.  
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1.3 Risk assessment UPRAAM tools 
The goal of the Risk assessment tools is to develop mechanisms for assessment of risks based on the 

crowd-sourcing tools for risk assessment and data valuation, as well as the in-depth evaluation tools 

and the Voluntary compliance commitment tool. These tools are presented in more detail in the 

following sections.  

 In-depth evaluation tool 
 

 

Figure 5:  In-depth evaluation tool 

 

The in-depth evaluation (or Privacy Certificate) tool (Figure 5) is a web-service platform independent 

from the Privacy Flag platform based on the DRUPAL content management system (CMS). Internal and 

external actors with different responsibilities can login to the DRUPAL4 web service and interact 

privately via messages/notifications. The external-actors (customers) can register and by completing 

template based (or customised) forms they can receive an evaluation/certification service. The 

internal-actors of Privacy Certificate provide services to the external-actors, such as forms creation, 

forms customisation, Q&A of messages/notifications services as well as evaluation of the submitted 

forms in order to perform the evaluation service. 

  

                                                           
4  DRUPAL (or Drupal) is a scalable, open platform for web content management and digital experiences. It 

provides deep capabilities and endless flexibility on the web. For more related information see: 
https://www.drupal.com/  
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 Voluntary compliance commitment tool 
 

 

Figure 6: Voluntary compliance commitment tool 

The Voluntary Compliance Commitment Tool (VCT) is a voluntary legally binding mechanism for 

entities located outside of the European Union to voluntarily and contractually commit to respect and 

abide to the European Data Protection Law (i.e. Regulation 679/2016 ς άD5twέΣ 5ƛǊŜŎǘƛǾŜ нллнκруκ9/ 

or the ά9-tǊƛǾŀŎȅ 5ƛǊŜŎǘƛǾŜέύΦ This service will be hosted on the Privacy PACT website, that has been 

developed by the European research project Privacy Flag and is run as an open service managed by 

legal experts. The applicant (on behalf of his/her company) fills the registration form and the company 

profile form, indicating the type of business carried out, categories of data subjects, purposes of the 

processing, security measures adopted etc. As presented in Figure 6, the clients are able to access the 

Voluntary compliance commitment tools (Privacy Flag website www.privacypact.com) using UI that 

shows questionnaires with questions generated by the Questions service. By answering these 

questions and signing the form, user is being enrolled into the system which commits him to respect 

the GDPR.  

 Data is further analyzed by the expert as an authenticated user over Data Analytics service and 

client submission could be denied and allowed by the expert. Notification service, notifies by email 

client about the outcome of evaluation and reminds user when his contract is about to expire. To 

enable sustainable model, user should pay for a subscription (this is not currently presented in the 

diagram) per year basis. The PACT is provided against a minimal application fee intended, only, to 

support this ǎŜǊǾƛŎŜΦ ¢ƘŜ ǇǊƛŎŜ ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǘƘŜ ŎƻƳǇŀƴƛŜǎΩ ŜƳǇƭƻȅŜŜǎ ŀƴŘ ǘƘŜƛǊ ŀƴƴǳŀƭ 

revenue. Once the payment is completed, Notification services send the company form to the email 

address of the registrant to be formally signed. The registrant should then either: sign the commitment 

with a qualified PAdES5 signature or send the original signed document to the Privacy PACT address in 

                                                           
5  PAdES (PDF Advanced Electronic Signatures) is a set of restrictions and extensions to PDF and ISO 32000-

1 making it suitable for Advanced Electronic Signatures. This is published by ETSI as TS 102 77. For more 

informative data see, for example: https://en.wikipedia.org/wiki/PAdES  

https://en.wikipedia.org/wiki/PAdES
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print. For the validity of the signature in Japan, Korea, China and US, many studies have been carried 

out by PF partners within the context of the respective deliverable D3.4. When the signature is verified, 

an email is automatically sent to the applicant with the HTML code enabling to insert a framed label 

linked to the Privacy PACT website. 

VCT provides Korean, Chinese, Japanese and American organizations with a respected and trustworthy 

seal that shows commitment to comply with the European privacy and data protection (DP) legislation, 

with the potential of building trust in developing business activities in one of the largest market in the 

world, the European Union.  

On the Privacy pact website, all the names of companies that have signed the VCT will be displayed, in 

order to provide the crowd with the list of the privacy compliant foreign organizations. 

All the information provided by the organization will be stored in the PF database. The users will be 

capable to withdraw from the contract by contacting administrator. 

 On the Privacy pact website, there will be a complaint form with which the data subject can report 

that: the categories of data processed, purposes of the data processing or categories of recipients are 

not the ones declared by the company through the VCT form. 
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1.4 Observatory Scoring System 
The Privacy Flag Observatory is a centralized platform for providing information regarding web privacy 

threats. The aim of the PF Observatory is to present to stakeholders, security experts and the EU 

citizens a clear view of the current state of the adoption of web privacy enhancement technologies. 

The Observatory (Figure 7) main components are Privacy Scoring System, Questions generation service 

and Knowledge database populated with the crowdsourced data, i.e. each time a PF user visits a 

website the distributed agents running on the PF Add-On and the PF Server performs a number of 

automatic checks based on the Privacy Scoring System that engages logic called Top25 Threat Matrix 

created by the PF Project and identify possible sources of data leakage risks. The Questions service is 

used to generate and change questions displayed on the user devices. 

 

 

Figure 7: Observatory Scoring System 

The findings of the Top25 Threat Matrix analysis are stored anonymously in the PF Database for further 

evaluation. The total trends of the privacy technologies are visualized in the PF Observatory and are 

available to any interested party. The significant advantage of the PF Observatory is that it is based on 

real, live, and anonymous data and, therefore, is much more accurate than existing alternatives based 

on static web indexes or web crawlers. The PF Observatory can help identify the progress on the 

enablement of secure cryptographic algorithms and privacy protection mechanisms. The PF 

Observatory can also pinpoint obsolete and insecure web technologies that are still in use. 
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1.5 Distributed agents for crowd sourcing and automatic 

analysis 
The Privacy Flag System provides two distinct mechanisms to analyse websites and smart phone 

applications with respect to their privacy-related behaviour. The manual approach is based on the 

human-centric UPRAAM questionnaire provided to the user through Privacy Flag mobile application, 

browser add-on and website (Figure 8).  The automatic analysis method utilizes the Privacy Flag Top25 

Threat Matrix which covers a variety of different web privacy risks, including, but not limited to, 

cryptographic problems due to obsolete or insecure encryption algorithms, user tracking via third party 

cookies and other related mechanisms, advanced fingerprinting techniques, new powerful APIs which 

can be misused and vulnerable obsolete web technologies.  

 

 

 

Figure 8: Distributed agents for crowdsourcing and automatic and manual analysis   

 

The distributed agents (DAs) are the subsystem of the Privacy Flag Platform that performs the analysis 

and transmits the data to the PF Observatory for further evaluation. Due to the variety of the threats 

the distributed agents are conducting part of the analysis in the frontend (Privacy Flag Add-On / Privacy 

Flag Smartphone application) and part to the backend PF Database Evaluation Component. From a 

technical perspective, the distributed agents are partially embedded to the Privacy Flag Add-On / 

Smartphone App to adapt the crowdsourcing activity of the users and moderately to the Privacy Flag 

Server to perform CPU/memory intensive calculations. 

 




































































































































































