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Abstract

Privacy Flag combines crowd sourcing, ICT technology and legal expertise to gitiziect
privacy when visiting websites, using smplione applications, or living in a smart city
leveraginguserfriendly solutiors provided as a smart phone application, a web browser
add-on and a public website. It will:

1. Develop a highly scalableyacy monitoring and protection solution with:
- Crowd sourcing mechanisms to identify, monitor and assess priedated risks;
- Privacy monitoring agents to identify suspicious activities and application

- Universal Privacy Risk Area Assessmiaril and methodology tailoretb European
norms on personal data protection;

- Personal Data Valuation mechanism;
- Privacy enablers against traffic monitoring and finger printing;

- User friendly interface informingbout the privacy risks when ugy an application or
website.

2. Develop a global knowledge database of identified privacy risks, together with onling

services to support companies and other stakeholders in becoming piivanyly,
including:

- In-depth privacy risk analytical tool andrsices;

- Voluntary legally binding mechanism for companies located outsideurope to align
with and abide to European standards in terms of personal data protection;

- Services for companies interested in being privacy friendly;
- Labeling and ceiification process.

3. Collaborate with standardization bodies and actively disseminate towards the public an
specialized communities, such as ICT lawyers, policy makers and acaé@#evies. (11-)
European partners, including SMEs and a large telceradpr (OTE) bring their
complementary technical, legal, societal and business expeRigeacy Flag intends to
establishstrong links with standardization bodies and international fana it also intends

to assess and incorporatitcomes from over 2€elated research projects. It will buileshé
ensure longierm sustainability and growth.
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This document provides an overview and the main outcomes of the work done on the Fliag@F)

sysem architecture design in WP1 during the fingb years of the project.Personal data hebecome
merchandisable assghusencouraging various stakeholders to collect such data and itagighout

end-userQ awareness and acceptance. The European U(is)has taken the lead in adapting the

fS3Ft FNIYSE2N] (2 o0SGGSNI LINRPGSOG pbpuldrityerxthé AT Sy & Q
Internet and smart phone applications, the fact that data can be retrieved without the dwaer
knowledge and théact that thevast majority of those applications are developed from outside the EU
jurisdiction, strongly limit the possibility to effectively impose a privamtection framework globally

with a conventional approach. Moreover, privacy norms are perceagécomplex Ry many citizens.

The Privacy Flag intends to enable citizens to monitor and control their privacy with-&iasdty

solution made available as a smart phone application, a web browseomdand a public website

all connected to a sired knowledge database. It benefits from outcomes of several related research
projectsso thati 2 LINE@BARS | ySg LI NIRAIY 2 LINDNISDHQAR yIEINB(
f20Fftfe RSLX 28SR LINAGEFOe Syl o6f SNAdekiN®Ia&Edtby 3 (0 K
their data, anda SE2 LINR G SOG A 2y ¢ 4 A (-dourded nrohitaringNBardedmrl&bie tol y R O NJ
provide a collective protection framework together with increased citizen awareness and implicit
pressures on companies to improve thprivacy compliance.

The present deliverable is linked to thié technical tasks in thBFproject, which are part of the work
packags?2to 4. WP1 is focused dnteraction with the Privacy Flag partners and potential -@isérs
to analyse their requinmentsandto adapt and desigthe Privacy Flag architecture and procesthat
will providethe framework forthe activities in other WPs. The main purpose of this woakkage is
to ensure that the technical work carried out in the other WPs of the ptaggaroperly aligned with
the overall visionand fits well togetherinto a coherent architectureThus,WP1 takes an important
role in coordinating, aligning the strategy and facilitating activities in the overall projectctngrak
to the commun¢ation of a common technical vision and shared understanding of underlying concepts
by the development othe technical requirements for other technical WPs. At the same tibmaust
ensure that the outcomes of the other technical Wéfg well togethe€ M the overall system
architecture.
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This deliverable is one of the outcomes of thivlty Flag research project. It descrities LIN2 2 SO G Q&
updatedarchitecture designascreated basedipon the requirements andhe outputs fromdcross

packagé interactions withinthe project Thedkeye mechanisms and enablers abeombined into a

proper working platform based on aethodologyadopted from the FP7dT-A research project
(http://www.iot -a.eu/), with suitable modifications tdésuite the purposes of the Privacy Flag

WP1 focuse®n the architecture design of the Privacy Flag. It relies on active interaction between
project partners as well as with potential enders to collect and analyse their requiremeriffie
definition of the project architecture represents one of tidkey€ milestonesof the project as it
provides a framework fothe activities in other WPs. Indeede main purpose of this worsackage

is to ensure that the technical work carried out in the other project WRslitgbly alignedto the
overall vision, angdoit forms adcoherent system

In order to do this, WP1 coordinatand aligrs strategy and facilitateactivities in the overall project,
beginning with task T1.1 which provides a definition and analysis of Privacy Flag requirements from an
end-user/playerperspective Thiswork was then followed by T1.2 activitig@ming todefine platform
processes and the design thfe guidelinesfor the envisageccomponentsand, finally, the designof

the initial Privacy Flag architectur€his initial architecture iturther elaborated and detailed during

the second yearY(? of the PF projectonsideringhe outcomg(s) of other work packages.

The main goal of task Rlis to provide the updated design of the Privacy Flag platform architecture,
taking into account th progress of crosgackage work to include all necessary components, functions
developed during the second year of projestwell as the application programming interfa¢a®ls)

The updated set of requirement with the progress and status of fulfillnoéroject requirements is
given at the end of the document.

In the Figure ldeliverables and tasks are showedtire scope of WP1. A main relation of the
documents in this WP is as follows: D1.1 wlithrequirement analysis was extracting the inpufarm

of definition for functional components that are latir be used toddrivet the architecture work. More
specifically, D1.2 document with definition of the architecture model was derived lfodm andthe
design of components arttie architecturebased ontheserequirements.The first version of interface
model is provided in D1;his model was used in this document adasig to specifythe first version
of APl interfaces.

z
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D1.3 Updated architecture design ‘\
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Figurel: WP1 Gantt chart
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The Privacy Flag architectu(Eigure?2) is composed ofpplication levelcomponents,monitoring
agents(MAs)that run on the application level and the backend platform with servigggplication
levelcomponents used by the engser are:Smartphae application, Browser adon, Website, and
tools forthe risk assessmenie. the UPRAAM Tool§heUPRAAM tools ardeveloped as a separate
entity: Voluntary compliance commitment toolsdeployed as Privacy Pack website
(http://privacypact.com) and Indepth evaluation tooldeployed as a Privacy Certificate website
(http:// privacycertificate.com

Monitoring agens are present in the Smartphone application and Browsed-an, enabling
automated aggregation and assessment of the data collected fherdza S NE& Q THe &gk difed @
assessment is sent to the backend where these datasets are stored.

A Backend platfornwith service is developed based on the functionakequirements extracted from
each use case provided in the offidrivacy Flag deliverables D111 and D1.2[2], to ensure that
functionalrequirementsconformto all componentsncorporatedinto the system.

As privacy and securigre important aspecs of the Privacy Flagystem, a basic concept for routing
Privacy Flag traffic throughTor -as described in official D4.2 deliverall&l- is applied. The
prerequisie is thatthe Add-on user installs "Tor Browser BundIg!] in order for the Adebn (in
Chrométo seamlessly use the Tor proxy server runminghe localhost. Forthe Android[5] app, the

user needs to instalthe 'Orbot' app and start a Tor connection from OrbdWhile it is running, the PF

app will use the proxy server provided by Orbot. For the frontend, the proxy settings route the traffic
through the Tor proxy (i.e., localho€150) if therequested URL is located on the PF domain, while
the traffic routes directly otherwise. Therefore, the PF domain name must be passed in the frontend
initialization to differentiate the user traffic from PF traffic.

Sincethe Privacy Flag project aimsitcrease the usefawareness about privacy and its enablers (i.e.,
Tor), the suggestion is to show an elegant warning message if the user is not using Tor and to give a
link to a page on the PF website describing the Tor advantages. thkarser could dcide if héshe

is going to continue usirfpe PF frontend without using Tor.

Based on the different aspects, we adimidethe different componentsnto the following groups:

a. Authentication/Security Thisdefines components for access/authenticatgerand
tools over secure interfaces/over secure communication channels to be able to
extract/contribute with the data ira secure mannerThis also includes best practice

1 Incomputer networkinglocalhostis a host namethat meanscthis computeé. It is used to access the

network services that are running on the hes itsloopbacknetwork interface. Using the loopback interface
bypasses any locaktwork interfacehardware. Also see,for example the context proposed in:
https://en.wikipedia.org/wiki/L ocalhost

2 Orbotis afree softwareproject to provideanonymityon the internetfor users ofthe Android operating
system It acts as an instance of tA@rnetwork on such devices and allows traffic routing from a device's
web browser, email client, map progm, etc., through the Tor network, providing anonymity for the user.
More related information can be foundhter-alia, at: https://en.wikipedia.org/wiki/Orbot

z
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to secure and anonymize exchange of information between the fronttreladd-on
and snartphone applicatios) andthe backend

b. Securinghe Backend ServeHTTPS is configured on the server and all trafés go
through it. Also, all other unused or unsecured ports (e.g., HTTP) are disabled.
"Let's Encrypt" certificatiohis used as a chaidor issuing certificates. A domain
name for the Privacy Flag backend is reserved and inserted in the certificate.

c. Securing CommunicatioBecure communication between frontend and backend is
accomplishedhrough two security levels. The first levetesroute the user traffic
through the Tor network to maximize the security and privacy levels. Otherwise, if
the user does not use Tor, the frontend will communicate through a direct HTTPS
connection, but in this case the user anonymity is not guaranteed.

d. User managementlt defines the cormponentsfor creationand management ahe
credentials for all usaprovidingaccess to the tooldias and platform backend
functionalities

e. User Registrylt defines the components that contain the service acceghé
assemble of useras well asccess to the different part dhe backend, including
services folSmartphone, Browser Adoh and Website UI.

f. Service RegistryThisdefines the components thanable discovery and execution
of different backend servis in the platform from the frontend.

g. Notification Servicelt isanautomated service thahaggregatedifferent types of
notifications such as email aledsd push’subscribenotificationsin orderto engage
and alert users about certain evertiappeningn the systemas a part of the end
user tool

h. Questionnaire servicdt defines componentsvith an engine for generation of
questionnaires for browser addon and Mobile applicatiobased on the specific
input dataset received from the backend platform

3 For more related information seégr example https:// letsencryptorg/

z
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i. Knowledge databaseThisdefines components with differerknowledgeentity
datasets usedluring different platform processes (i,generation of questionnaires,
automatic and manual analysis, gtc

j- Enrolment serviceThisdefines components with genated forms for user
enrolment into the specific Privacy Flag servieeg. Privacy Pact service

k. Privacy Scoring Systenfihisdefines componergfor automated assessment of the
Privacy Entity Scomehich is generated based on the predefined algorithm

|. Data annotation: It is a component for manual annotation and labelling of the data,
i.e. assessment of the entity by using Data annotation Ul (forms) provided for expert
users of the system mainly for loT deployment evaluation.

m. Digital certificate verifcation: It is a component foautomatedverification of the
digital certificate that endiser has used while signing the digital contract while
enrollingon the service for generation of therivacy Flag BadgéHTML encoded
Badge that contractor could add his websitg.

z
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Risk assessment UPRAAM tools

Application level Smartphone / Browser add-on Website Ul Voluntary compliance In-depth evaluation
commitment tool tool
. S Questionnaire i i
Questionnaire Questionnaire i Enroliment Questionnaire
service Sece £ service service
Automated Automated
Assesment Assesment
Monitoring agent K
Backend platform
/ Authentication User User Service Notification \ | Enrolment form service
/security management Registry Registry Service —
- = | Knowledge Database |
Digital certificate =
veyiﬁcation Questions generation
Observatory Automatic Analysis Manual Analysis* — g = service
Knowledge Database Knowledge Database Data annotation [ieE ba.dge generation | Personal privacy score |
service (html code) ___computation service |
Questions generation Distributed agent . N
= Privacy Scoring System
service L R Notification service
Data Observato c c
Privacy Scoring System Analylic AL Privacy Certificate

Privacy Pact Backend Backend
K Privacy Flag Backend / \ / K /

*Manual analysis is done for any evaluation annotated manually by the Privacy Flag users (experts,
contributors, etc.)

Figure2: Privacy Flag SysteArchitecture

The Privacy Flag smartphone application allows usaigather information on potential privacy risks
from installed applications in theirndroid-powered mobile phones and tablets. The application
informs users whether installed software is considdredprivacy friendlg or astnot privacyfriendlye =
based on the analysis conducted by the Privacy Flag backend system, an analysis whieh lathu
input gathered by technical enables and by exploiting the power of crowdsourcing data freosersl
incorporating the UPRAAM methodology. Combined with the Privacy Flag web browsen atthe:

smartphone application is one of the main points mieraction between enedisers and the Privacy
Flag project.

~ z
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© ¥.dmiso

Confirmation

Application level/ I Smartphone user AdninIetatortear | User Configuration
User and management

Af:cess level Smartphone app |
interface Privacy Flag Website

Backend platform
Interactions hub

Questions service |

Notification Service

Data Analytics

Figure3:The Privacy Flag Smartphone Application intro flash scfeemain menu(b) and UPRAAM
integration, and;(c)architecture &s in thedetailed diagram)

The Smartphone application (FiguBg is composed of several services: Questions service for the
generation of questionnaires showed to the user using Smartphone app Ul, notification service for
messages and Data Analytics Service. Questiservice is available online for authenticated
Administrator that can modify and change the list of questions showed to the mobile users.

z

Deliverablew ®0 o6 at NA @F 08 Cft 3 ! LRI 18/105




Enabling Crowdourcing based privacy protection fosmartphone applications, website:
and Internet ofThings deployment (Privacy FIEBRANT AGREEMENIGN3426

1.2BrowserAdd-on

The Privacy Flag web browser aalilis a tool that allows users tbtain information about potentia
privacy risks when browsingn the Internet. The adebn informs users whether a web site is
considered safeor not- based on the analysis conducted by the Privacy Flag backend system
analysis which includes both input gathered by technical enabhelsky exploiting the power of
crowdsourcing data from endsers incorporating the UPRAAM methodology. The Privacy Flag web
browser addon is one of the main points of interaction between emsers and the Privacy Flag
project.

Y @m BBC - Homepage x W Andreas
Y| N El =
pant Portal [l Wappier Slack
m Evaluation About «
Earth Travel Capital Culture
bbc.com
& Evaluation

Privacy Friendly

VTRV S ITEYIEv TN

Application level/ Browser Add-on user TR e User Configuration
User and mar it

A.ccessleVEI I Browser add-on |
interface

Privacy Flag Website

Backend platform

Interactions hub

Questions service

Notification Service
Data Analytics

Figure4: The Privacy Flag Web Browser Axid

The Web Browser Addn (Figured) is composed of several services: Questions service for the
generation of questionnaires showed to the user using Browserdkddl, notification service for
messages and Daténalytics Service. Questions service is available online for authenticated
Administrator that can modify and change the list of questions showed tétteon users.
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1.3Risk assessment UPRAtools

The goal of the Risksaessment toolss to develop mechasms for assessment of rskased orthe
crowd-sourcing tools for risk assessment and data valuatienwell aghe in-depth evaluation tools
and the Voluntary compliance commitment todlhese tools are presented in more detailtie
followingsections.

1.3.1 In-depth evaluation tool

Application level, In-depth evaluati | - i i
pplication level/ n-dept h evaluation tool Expert evaluation User Configuration
User contributors/clients and mar

MA"'fe“_ level/ privacycertificate
onitoring agent .com Website Access controlled via browser

Backend platform
Interactions hub

Questions service

Data Analytics

Figureb: In-depth evaluation tool

The indepth evaluation (or Privacy Certificate) t¢bigure $is a webservice platform independent
from the Privacy Flag platform basedtie DRUPAL content magement system (CMS). Internal and
external actors with different responsibilities can login to the DRUMDb service and interact
privately via messages/notifications. The exteraealors (customers) can register and by completing
template based (or cwstomised) formsthey can receive an evaluation/certification service. The
internalactors of Privacy Certificate provide services to the exteactdrs such agorms creation,
forms customisation, Q&A of messages/notifications ses/@e well agvaluaion of the submitted
forms in order to perform the evaluation service.

4 DRUPAL (or Drupad) a scalable, open platform for web content management and digital experieibces.
provides deep capabilities and endless flexibility on the web. For morgedelanformation see:
https://www.drupal.com/
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1.3.2 Voluntary compliance commitment tool

Application level/ Voluntar.y compliance | S aaete User Configuration
User commitment tool and management

contributors/clients

Access level/

Monitoring agent Website Access controlled via browser

Backend platform
Interactions hub

Questions service

Data Analytics

Figure6: Voluntary compliance commitment tool

The Voluntary Compliance Commitment Tool (VISTa voluntary legally ibding mechanism for
entities located outside of the European Union to voluntarily and contractually commit to respect and
abide to the European Data Protection Law (i.e. Regulation 679/261B5t wé > 5ANBOGA BS H
orthed @ NRA @I O& Bhk BB/OdIWillBE Hosted on tHerivacy PACWebsite, thathas been
developed by the Europearesearch project Privacy Flagd is run as an open servioenagedoy

legal expertsThe applicant (on behalf of his/her company) fills the registration formthed¢ompany

profile form, indicating the type of business carried owttegjories of data subjectpurposes of the
processing, security measures adopted éts.presented in Figure the clients are able to access the
Voluntary compliance commitment té® (Privacy Flag website www.privacypact.carsing Ul that
shows questionnaires with questions generated by the Questions service. By answering these
questions and signing the form, user is being enrolled into the system which commits him to respect
the @DPR.

Data is further analyzed by the expert as an authenticated user over Data Analytics service and
client submission could be denied and allowed by the expert. Notification service, notifies by email
client about the outcome of evaluation and remindsusvhen his contract is about to expire. To
enable sustainable model, user should pay for a subscription (thistisurrently presented in the
diagram) per year basi¥he PACT is provided againstaimal application fee intendedonly, to
support thisda SNIIA OSd® ¢ KS LINAROS RSLISYyRa 2y GKS ydzYoSNJ 27
revenue. Once the payment is completed, Notification services send the companyofdhn@ email
address of the registrant to be formally signé@tie registrant shouldien either:sign the commitment
with a qualified PAdESignatureor send the original signed document to the Privacy PACT address

5 PAdJESPDF Advanced Electronic Signatyiiesa set of restrictions and extensionsRBFand 1SO 32060
1 making it suitable foAdvanced Electronic Signaturékhis is published bgTSkhs TS 102 77. For mg
informative data segfor examplehttps://en.wikipedia.org/wiki/PAJES
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print. For the validity of the signature in Japan, Korea, China and US, many studies have been carried
out by PF partnerwithin the context of the respective deliverable D3.4. When the signature is verified,

an email is automatically sent to the applicant with tHE ML code enabling to insertfamed label

linked to the Privacy PACT website

VCTprovidesKorean, Chinese, danese and American organizatiomsh a respected and trustworthy
seal that shows commitment to comply with the European privacy and data protd&@)egislation
with the potential of building trust in developing business activities in one of tlyesimarket in the
world, the European Union.

On the Privacy pact websitall the names of companies that have signed the Willbe displayedin
order to provide the crowd with the list of the privacy complidmteign organizations.

All the informaton provided by the organizatiowill be stored inthe PF databaserhe users wilbe
capableto withdraw from the contracby contacting administrator

On the Privacy pact website, there will be a complaint form with which the data subject can report
that: the categories of data processqulirposes of the data processing categories of recipientare
not the onesdeclaredby the company through the VCT form.
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The Privacylag Observatory is a centralized platform for providirigrmation regarding web privacy
threats. The aim of the PF Observatory is to present to stakeholders, security expertiseabd
citizens a clear view of the current state of the adoption of web privacy enhancement technologies.
The Observatory (Figu@ main components are Privacy Scoring System, Questions generation service
and Knowledge database populated with the crowdsourced data, aeh éime a PF user visits a
website the distributed agents running on the PF Aid and the PF Server perfasra number of
automatic checkbased on thePrivacy Scoring System that engages logic calthg@5 Threat Matrix
created by the PF Project and identify possible sources of data leakagd hiskQuestions service is
used to generate and change questions digpd on the user devices.

/' Observatory \

Knowledge Database

Questions generation
service

K Privacy Scoring System /

Figure7: Observatory Scoring System

The findings of th&op25 Threat Matrianalysis are stored anonymously in the PF Beda for further
evaluation. The total trends of the privacy technologies asealized in the PF Observatory and are
available to any interested party. The significant advantaigbe PF Observatoigthat it is based on

real, live, andanonymousdataand, therefore is much more accurate than existing alternatives based

on statc web indexes or web crawlers. The PF Observatory can help identify the progress on the
enablement of secure cryptographic algorithms and privacy protection mechanisms. The PF
Observatory can also pinpoint obsolete and insecure web technologies thatlane gse
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The PrivacyFlag System provides two distinct mechanisms to analyse websites and smart phone
applicationswith respect totheir privacyrelated behaviour. The manual approach is edson the
humancentric UPRAAM questionnaipeovided to the user through Privacy Flag mobile application,
browser addon and website (Figur@). The automatic analysis method utilizes the PriidagTop25
Threat Matrix which covers a variety of differg web privacy risks, includingut not limited to
cryptographic problems due to obsolete or insecure encryption algorithms, user tracking via third party
cookies and other related mechanisms, advanced fingerprinting techniques, new powerful APIs which
can be misused and vulnerable obsolete web technologies.

Figure8: Distributed agents for crowdsourcimagd automaticand manuaknalysis

The distributed agent@DAsare the subsystem of the PrivaElag Platform that perfions the analysis

and transmits the data to the PF Observatory for further evaluation. Due to the variety of the threats
the distributed agents are conducting part of the analysis in the frontend (Piilagfdd-On / Privacy
FlagSmartpghone applicatior) and part to the backend PBatabaseEvaluation Component. From
technical perspective, the distributed agents are partially embedded to the Pridagy AdeOn /
Smarphone App to adapt the crowdsourcing activity of the users and moderately to the Pristagy
Server to perforrCPUmemory intensive calculations
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