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Abstract
Privacy Flag is a European Research project combining technological and legal expertise to protect citizens’
privacy when visiting websites, using smart-phone applications, or living in a smart city. It intends to enable
citizens to monitor and control their privacy with a user friendly solution provided as a smart phone
application, a web browser add-on and a public website.
The present deliverable describes the Universal Privacy Risk Area Assessment Methodology (UPRAAM). It
defines the overall methodology and provides guidance for its implementation by the Privacy Flag enablers,
as well as for in-depth evaluation. The deliverable starts by analysing the contextual perspective and
requirements to progressively design the UPRAAM Methodology. It then reviews the legal obligations
related to personal data protection, with a focus on the European General Data Protection Regulation, and
the technical risks to be considered by the respective methodology. Upon this basis, the deliverable
presents and details the UPRAAM model and its instantiation for Privacy Flag in order to support
crowdsourcing-driven risk evaluation. It concludes its work by discussing the required adaptation for the indepth evaluation and presents an extended model for such evaluation to be considered by the related
tasks.
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Executive Summary
The present deliverable describes the Universal Privacy Risk Area Assessment Methodology (UPRAAM). It
defines the overall methodology and provides guidance for its implementation by Privacy Flag enablers, as well
as for in-depth evaluation. The deliverable is organized as follows:
Section 1 offers a brief introductory overview of the deliverable and the work package context.
Section 2 details the terms and definitions.
Section 3 discusses the UPRAAM Contextualization and Requirements.
Section 4 presents the UPRAAM Methodology. It starts by considerations upon the user perspective
Considerations, and continues by clarifying the scope of evaluation, some end-user cognitive limitations and
the methodological approach adopted to develop the UPRAAM.
Section 5 presents the legal obligations to be addressed by the methodology, with a focus on the European
General Data Protection Regulation.
Section 6 presents the technical risks to be considered by the methodology, including tracking and profiling of
users, as well as personal data leakage.
Section 7 presents and details the UPRAAM model and how it was adapted from the initial PRAAT to support
crowd-driven evaluation.
Section 8 presents and describes the UPRAAM instantiation for Privacy Flag to support crowdsourcing-driven
risk evaluation. It includes the UPRAAM specification with the related tables and questions to be used.
Section 9 discusses the adaptation of UPRAAM for in-depth evaluation and presents an extended model for
such evaluation to be considered by the related tasks.
Finally, section 10 provides some conclusions.
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Glossary
Acronyms

Meaning

API

Application Programming Interface

BCR

Binding Corporate Rules

CA

Certification Authority

CFREU

Charter of Fundamental Rights of the European Union

CoE

Council of Europe

DB

Database

DELV

Domain Entity Lookup and Validation

DNS

Domain Name System

DNSSec

Domain Name System Security Extensions

DP

Data Protection

DPA

Data Protection Authority

DPIA

Data Protection Impact Assessment

DPO

Data Protection Officer

E2E

End-to-End

EEA

European Economic Area

EC

European Commission

ECHR

European Convention on Human Rights

ETSI

European Telecommunications Standards Institute

EU

European Union

FP7

Seventh Framework Programme

GA

Grant Agreement

GDPR

General Data Protection Regulation

GPS

Global Positioning System

HSTS

HTTP Strict Transport Security

HTML5

HyperText Markup Language 5

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol Secure

IA

Innovation Action

ICT

Information and Communication Technology

ID

Identifier

IEEE

Institute of Electrical and Electronics Engineers

IMEI

International Mobile Equipment Identity

IoT

Internet of Things

IP

Internet Protocol
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IPv6

Internet Protocol version 6

ISO

International Standards Organization

IT

Information Technology

ITU

International Telecommunication Union

JICLT

Journal of International Commercial Law and Technology

LPD

Loi Fédéral sur la Protection des Données

LSO

Local Shared Objects

MAC

Media Access Control

MD

Metadata

MIM

Man-in-the-Middle

MITM, mitm

Man-in-the-Middle

NAT

Network Address Translation

NFC

Near-Field Communication

OCPD

Ordonnance sur les Certifications en Matière de Protection des Données

OECD

Organization for Economic Cooperation and Development

OS

Operating System

OWASP

Open Web Application Security Project

PF

Privacy Flag

PLA

Privacy Level Agreement

RC4

Rivest Cipher 4

SDNS

Secured Domain Name Server

SH

Secure Hash

SLA

Service Level Agreement

SME

Small Medium Enterprise

SMS

Short Message Service

SOTA

State Of the Art

SP

Service Provider

SQL

Structured Query Language

SQLix

SQL Injection

SSL

Secure Sockets Layer

TCP

Transmission Control Protocol

TLS

Transport Layer Security

Tor

The Onion Router

UN

United Nations

UPRAAM

Universal Privacy Risk Area Assessment Methodology

UPRAAT

Universal Privacy Risk Area Assessment Tool

URL

Uniform Resource Locator

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

7/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

US

United States

VPN

Virtual Private Network

WF

World Forum

WiFi

Wireless Fidelity

WP

Work Package

WP

Working Party

WTO

World Trade Organization

XSS

Cross-site scripting

ZAP

Zed Attack Proxy

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

8/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

Table of Contents
1

Introduction ................................................................................................................................... 13
1.1

Task T2.3 Objectives .............................................................................................................. 13

2

Terms and Definitions ................................................................................................................... 14

3

UPRAAM Contextualization and Requirements ............................................................................ 26

4

UPRAAM Methodology ................................................................................................................. 28
4.1

4.1.1

Default Scope of Evaluation .......................................................................................... 28

4.1.2

End-user Cognitive Limitation ....................................................................................... 28

4.2
5

5.1.1

Personal Data Definition and Scope .............................................................................. 32

5.1.2

End-user Information .................................................................................................... 34

5.1.3

Data Collection .............................................................................................................. 38

5.1.4

Data Management......................................................................................................... 42

5.1.5

Data Processing ............................................................................................................. 43

8

Synthetic List of Obligations .................................................................................................. 48

Technical Risks to be addressed by the Methodology .................................................................. 57
6.1

7

Methodological Approach ..................................................................................................... 30

Legal Obligations to Be Addressed by the Methodology .............................................................. 32

5.2
6

Relativity and User Perspective Considerations .................................................................... 28

Identified Technical Risks ...................................................................................................... 57

6.1.1

Tracking of users............................................................................................................ 57

6.1.2

Profiling of users ............................................................................................................ 58

6.1.3

Personal data leakage.................................................................................................... 59

UPRAAM Model ............................................................................................................................. 62
7.1

Initial Model .......................................................................................................................... 62

7.2

Structural Adaptation ............................................................................................................ 63

7.3

Refined UPRAAM Model for Crowd-driven Evaluation ......................................................... 64

UPRAAM Instantiation for Privacy Flag Crowdsourcing Platform ................................................. 65
8.1

UPRAAM Specification Table Structure ................................................................................. 65

8.2

Category Selection................................................................................................................. 67

8.3

Object Profiling ...................................................................................................................... 68

8.3.1

Object Description ......................................................................................................... 68

8.3.2

Personal Data Collection Profile .................................................................................... 69

8.3.3

Purpose and Exploitation Scope .................................................................................... 70

8.4

Conformance Checks ............................................................................................................. 71

8.4.1

User Information ........................................................................................................... 71

8.4.2

Prior Informed Consent ................................................................................................. 72

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

9/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

8.4.3

Data Collection .............................................................................................................. 73

8.4.4

Data Protection ............................................................................................................. 73

8.4.5

Third Countries .............................................................................................................. 74

8.5

8.5.1

Images and Pictures....................................................................................................... 75

8.5.2

Video Monitoring .......................................................................................................... 75

8.5.3

Audio Monitoring .......................................................................................................... 76

8.6

Technical Checks.................................................................................................................... 77

8.6.1

Connectivity ................................................................................................................... 77

8.6.2

Cookies .......................................................................................................................... 78

8.6.3

List of identified tools .................................................................................................... 78

8.7
9

Media Specific Checks ........................................................................................................... 75

UPRAAM Algorithm ............................................................................................................... 82

UPRAAM Extension Towards In-depth Evaluation ........................................................................ 83
9.1.1

In-depth Evaluation Perspective ................................................................................... 83

9.1.2

Extended UPRAAM Model for In-depth Evaluation ...................................................... 84

10

Conclusions................................................................................................................................ 86

11

References ................................................................................................................................. 87

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

10/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

List of Figures
Figure 1: UPRAAM interactions with other tasks and WPs ................................................................... 26
Figure 2: UPRAAM primary inputs......................................................................................................... 26
Figure 3: Default scope of evaluation for personal data protection ..................................................... 28
Figure 4: End-user Cognitive Restriction ............................................................................................... 29
Figure 5: UPRAAM development process ............................................................................................. 31
Figure 6: Initial PRAAT model ................................................................................................................ 62
Figure 7: UPRAAM overall model .......................................................................................................... 63
Figure 8: UPRAAM crowd-driven evaluation methodology .................................................................. 64
Figure 9: UPRAAM specification table header ...................................................................................... 65
Figure 10: UPRAAM category selection tree ......................................................................................... 67
Figure 11: In-depth evaluation scope.................................................................................................... 83
Figure 12: UPRAAM extension for in-depth evaluation ........................................................................ 85

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

11/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

List of Tables
Table 1: Synthetic List of Obligations .................................................................................................... 53
Table 2: Obligations: end-user’s perspective ........................................................................................ 55
Table 3: Obligations: SMEs’ perspective ............................................................................................... 56
Table 4: Means for user tracking as technical risk to Privacy Flag Users .............................................. 58
Table 5: Technical risks in terms of data leakage .................................................................................. 61
Table 6: Category Selection ................................................................................................................... 67
Table 7: Object to be evaluated ............................................................................................................ 68
Table 8: Personal data collection profile ............................................................................................... 69
Table 9: Purpose and exploitation scope .............................................................................................. 70
Table 10: User information ................................................................................................................... 71
Table 11: Prior informed consent .......................................................................................................... 72
Table 12: Data collection ....................................................................................................................... 73
Table 13: Compliance and data collection ............................................................................................ 73
Table 14: Transfer of data ..................................................................................................................... 74
Table 15: Collection of images and pictures ......................................................................................... 75
Table 16: Video monitoring ................................................................................................................... 75
Table 17: Audio monitoring ................................................................................................................... 76
Table 18: Connectivity ........................................................................................................................... 77
Table 19: Cookies................................................................................................................................... 78
Table 20: Tools ...................................................................................................................................... 81

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

12/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

1 Introduction
This deliverable is produced in the context of the Horizon 2020 (H2020) European Research project Privacy Flag
(PF) under Grant Agreement (GA) No.653426.
Personal data have become merchandisable asset encouraging various stakeholders to collect such data and
trade them without the end-user’s awareness and acceptance. The European Union (EU) has taken the lead in
adapting the legal framework to better protect the citizens’ rights and interests. However, the extent of the
Internet and smart phone applications, the fact that data can be retrieved without the owner’s knowledge and
the fact that the vast majority of those applications are developed from outside the EU jurisdiction, strongly
limit the possibility to effectively impose a privacy-protection framework globally with a conventional
approach. Moreover, privacy norms are perceived as “complex” by many citizens.
The Privacy Flag project researches and combines the potential of crowdsourcing, ICT technologies and legal
expertise to protect citizens’ privacy when visiting websites, using smart-phone applications, or living in a smart
city. It intends to enable citizens to monitor and control their privacy with a user friendly solution made
available as a smart phone application, a web browser add-on, and a public website - all connected to a shared
knowledge database. It benefits from outcomes of several related research projects to provide a new paradigm
of privacy protection combining: (i) “endo-protection” with locally deployed privacy enablers protecting the
citizen’s privacy from unwanted external access to their data, and; (ii)“exo-protection” with a distributed and
crowd-sourced monitoring framework, able to provide a collective protection framework together with
increased citizens’ awareness and implicit pressures on companies to improve their privacy compliance.
The present deliverable is “linked” to the task T2.3, which is part of the work package 2 (WP2) of the project.
WP2 is focused on privacy risks analysis and modelling. It is in charge of researching the privacy-related risks
(i.e.: legal, technical and societal) and designing the privacy risk analytical framework, including the Universal
Privacy Risk Area Assessment Methodology (UPRAAM) and in depth risk analysis process.

1.1 Task T2.3 Objectives
The task T2.3 is in charge of researching and sketching a universal privacy risk area assessment tool or
methodology. This intended tool was initially designed as “UPRAAT” (for “Universal Privacy Risk Area
Assessment Tool”) and has been later renamed as “UPRAAM” for “Universal Privacy Risk Area Assessment
Methodology”.
It is developed upon the basis of the outcomes of the tasks T2.1 and T2.2 of the PF project, which provide the
synthetic list of privacy-related risks to be taken into consideration in the privacy risk assessment process.
The task also leverages on the initial methodology developed by MI in the context of the European Research
project EAR-IT [EAR-IT] for assessing privacy risks related to audio monitoring. UPRAAM is intended to extend
the initial approach to any privacy risk towards a domain-agnostic approach, by encompassing all sorts of
privacy related risks. It is expected to help assessing, identifying and mitigating such risks on privacy. The
UPRAAM is designed to precisely match the European and international norms and standards related to
personal data protection and privacy (as identified by T2.1) and the technical risks (as identified by T2.2), while
providing a simple and user friendly evaluation tool.
The designed UPRAAM methodology and model assesses the level of risk from different angles, including legal
compliance and technical risks. It addresses the three targeted domains of Privacy Flag project: websites,
smart-phones applications, smart cities IoT deployments. The expected outcomes of this task are the UPRAAM
model and methodology to assess the level of privacy-related risks for websites, smart-phones applications,
and smart cities IoT deployments.
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2 Terms and Definitions
The UPRAAM methodology requires clarifying a certain number of terms and definitions, as appearing below:

Anonymization
1

Anonymization is a technique applied to personal data in order to achieve irreversible re-identification of a
data subject [WP29-4, page 7].

Article 29 Working Party
2

Article 29 Working Party is an independent group established by the Directive 95/46/EC to give advice on data
protection matters and aids the European Commission in developing and clarifying issues related the personal
data protection policy. It is composed by representatives of the national and European personal data
protection authorities, and of a representative of the Commission.

Authentication
Authentication is the process of checking and confirming the identity of a person, website, etc.

Automated Processing
Automated Processing is a processing that is carried out with electronic means, without manual processing and
without the human intervention. Such processing includes “profiling” that consists of any form of automated
processing of personal data evaluating the personal aspects relate to a natural person, in particular to analyse
or predict aspects concerning the data subject's performance at work, economic situation, health, personal
preferences or interests, reliability or behaviour, location or movements, where it produces legal effects
concerning him or her or, similarly, significantly affects him or her [Recital 71, GDPR].

Backend
3

Frontend and backend distinguish the interfaces of an application: the frontend is the interface to the user,
while the backend usually processes data and it is often connected to a database (DB) or other applications and
services.

Backup
Backup is the process of copying and archiving data so that it may be restored in case of data loss.

Backward compatibility
4

Backward compatibility means to design a system or a protocol in such a way that it will support and be
interoperable with older versions of the same system or protocol.

Binding corporate rules (BCR)

1
2
3
4

Also see: https://en.wikipedia.org/wiki/Data_anonymization
For more details see: http://ec.europa.eu/justice/data-protection/article-29/index_en.htm
For further details also see, for example: https://en.wikipedia.org/wiki/Front_and_back_ends
For further details also see: https://en.wikipedia.org/wiki/Backward_compatibility
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5

Binding corporate rules are personal data protection policies adhered to by a controller or processor
established in the EU territory, so as to transfer personal data to a controller -or processor- in one or more
third countries within a group of enterprises engaged in a joint economic activity [WP29-5, page 7-10].

Biometric data
Biometric data are personal data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, which allow or confirm the unique
identification of that natural person, such as facial images or dactyloscopic (fingerprints) data [Article 4(14),
GDPR].

Buffer overflow attack
6

A Buffer overflow attack is performed by trying to store more data in a buffer (temporary data storage area)
than it was intended to hold, forcing the system to store data in areas which are less controlled and protected.
In the worst case, this may lead to an execution of the attacker’s code on the attacked machine.

Consent
Consent of the data subject means any freely given, specific, informed and unambiguous indication of his/her
wishes by which he or she, by a statement or by a clear affirmative action, agrees to the processing of personal
data relating to him or her [Article 4(11), GDPR].

Cookies - Regular HTTP Cookie:
7

Cookies are small text files composed of alphanumeric characters, which are created on user’s computer when
the browser accesses a website that uses cookies. Every time the user loads a website, the browser sends the
cookie back to the server to notify the website about the user’s previous activity. The files are used to help the
user’s browser navigate the website and fully use all its features like logins, preferences, language settings,
themes, among other common features. The cookie is used solely to help user’s browser process a website, it
does not collect any information from his computer or snoop on his files. Despite the fact that cookies cannot
carry viruses and cannot install malware on the host computer, this is possible due to misuse of cookies for
authentication or store of sensitive information is a major privacy threat.

Cookies - Third-party Cookie
8

Third-party cookies are cookies linked to domain names different from the one shown in the address bar.
These kinds of cookies typically appear when web pages feature content, such as banner advertisements, from
external websites. It is often used by advertisers in an effort to serve relevant advertisements to each user, and
can also be abused to track the user’s browsing history.

Cookies - Local Shared Objects (LSO) or Flash Cookies
9

Local Shared Objects (LSO) -or Flash Cookies- work the same way as normal cookies and are used by the Adobe
Flash Player to store information at the user’s computer. They exhibit a similar privacy risk as normal cookies,
but are not as easily blocked, meaning that the option in most browsers to not accept cookies does not affect
5
6
7
8
9

Also see: http://ec.europa.eu/justice/data-protection/article-29/bcr/index_en.htm
For more related information also see, inter-alia: https://en.wikipedia.org/wiki/Buffer_overflow
For the case of the HTTP cookie also see: https://en.wikipedia.org/wiki/HTTP_cookie
For additional information also consider: http://whatis.techtarget.com/definition/third-party-cookie
For additional information also see, inter-alia: https://en.wikipedia.org/wiki/Local_shared_object
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Flash cookies. Flash cookies are unlike HTTP cookies in a sense that they are not transferred from the client
back to the server. Web browsers read and write these cookies and can track any data by web usage. HTTP
cookies cannot save more than 4 Kilobyte of data while Flash cookies can save up to 100 Kilobyte, by default.

Cookies - Zombie Cookie
10

Zombie cookies are HTTP cookies that are recreated after deletion from backups stored outside the web
browser’s dedicated cookie storage. Such a cookie may be stored online or directly onto the visitor’s computer,
11
12
13
(e.g. in Flash local storage , HTML5 storage , and other client-side storage locations). When the script
detects the cookie’s absence, it recreates the cookie by using the data stored in these locations. This makes
them very difficult to remove. These cookies may be installed on a web browser that has opted not to receive
cookies, since they do not completely rely on traditional cookies.

Cookies - Session Cookie
14

Session Cookies are like the regular HTTP Cookies, but are only used to carry session information and get
deleted once the user logs out or the session expires.

Data breach
15

A data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of or access to personal data transmitted, stored or otherwise processed. It must be
notified to the supervisory authority competent without undue delay and, where feasible, not later than 72
hours after having become aware of it, unless the personal data breach is unlikely to result in a risk to the rights
and freedoms of natural persons. Where the notification to the supervisory authority is not made within
72 hours, it shall be accompanied by reasons for the delay [Article 33 GDPR]. When the personal data breach is
likely to result in a high risk to the rights and freedoms of natural persons, the controller shall communicate the
personal data breach to the data subject too, without undue delay [Article 34, GDPR].

Data Controller
The Data Controller is the natural or legal person, public authority, agency or any other body who, alone or
jointly with others (joint controllership), determines the purposes and means of the processing of personal
data [Article 4(7), GDPR].

Data minimization
16

Data minimization is the obligation for the data controller to collect only those data that are strictly necessary
to perform the functionality requested by the data subject [WP29-2]. In other words, collected data must be
adequate, relevant and not excessive in relation to the purposes for which they are processed, in order to
prevent unnecessary and potentially unlawful data processing [Article 5(1)(c), GDPR].

Data portability

10
11
12
13
14
15
16

For additional information also see, inter-alia: https://en.wikipedia.org/wiki/Zombie_cookie
For more details also see: http://whatis.techtarget.com/definition/flash-storage
See: https://en.wikipedia.org/wiki/HTML5
For more details also see: https://www.html5rocks.com/en/tutorials/offline/storage/
For additional information, also see: http://www.allaboutcookies.org/cookies/session-cookies-used-for.html
Also see: https://en.wikipedia.org/wiki/Data_breach
Also see: http://itlaw.wikia.com/wiki/Data_minimization
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17

Data portability is the right of data subjects to retrieve and transfer their personal data for other use or to
other service providers. It is defined by the GDPR as the right for the data subject to receive the personal data
concerning him or her, which he or she has provided to a controller, in a structured, commonly used and
machine-readable format and, where technically feasible, the right to transmit those data to another controller
without hindrance from the controller to which the personal data have been provided. The right to portability
is applicable only if the processing is carried out by automated means and based: a) on the consent of the data
subject; b) or on a contract to which the data subject is party; c) or it is necessary to take steps at the request
of the data subject prior to entering into a contract. [Article 20, GDPR].

Data processing
18

Data processing means any operation or set of operations which is performed upon personal data, whether
or not by automatic means, such as collection, recording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, blocking, erasure or destruction [Article 4(2), GDPR].

Data Processor
The Data Processor is a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the Data Controller [Article 4(8), GDPR].

Data protection
Data protection is the process of safeguarding personal data from corruption, loss or non-legitimate access or
19
use. Article 8 of the Charter of Fundamental Rights of the European Union (CFREU) guarantees data
protection as a fundamental right by protecting individuals without impeding the free flow of information,
thanks to the legal certainty given to the data subject.

Data retention
20

Data retention refers to a processing operation consisting of retaining and storing personal data for certain
purposes, including those set by law (e.g. investigation, detection and prosecution of serious crimes). Data
retention is expected to be justifiable, proportionate and limited in time.

Data Subject
A Data Subject is an identified or identifiable natural person to whom the data relates [Article 4(1), GDPR].

Data transfer
Data transfer is any transmission or communication of data to a recipient located in a country outside the EU.

Direct marketing

17
18
19
20

For more generalised information, also see: https://en.wikipedia.org/wiki/Data_portability
For more generalised information, also see: https://en.wikipedia.org/wiki/Data_processing
See: http://www.europarl.europa.eu/charter/pdf/text_en.pdf
Also see: https://en.wikipedia.org/wiki/Data_retention
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21

Direct marketing is any form of sales promotion, both automated and non-automated (e.g. mails, faxes,
electronic mails, SMS). It also includes direct marketing by charities and political organisations (e.g. fund
raising, etc.).

Encryption
22

Encryption is the process of encoding data in a way that scramble the data and make them unreadable to
non-authorized parties. Encryption is performed thanks to algorithms, which usually use and require a
confidential encryption key generated by the user.

Encryption key
23

An encryption key is a piece of information (usually a random string of bits) created by the user and used by
the encryption algorithm to encrypt and decrypt data. There are two main families of encryption keys:
symmetric keys algorithms use the same key to encrypt and decrypt a file; while asymmetric keys algorithms
are using different keys to encrypt and then decrypt a file.

Encryption key length
Encryption key length is the length of the encryption key, measured in bits. Usually, the longer the key is, the
harder it is to crack the encryption code.

Fingerprinting
24

Fingerprinting is a process consisting in searching for and collecting distinctive or identifying mark or
characteristic, in order to uniquely identify a person. It can use indirect information, such as a unique computer
configuration.

GeoIP
25

GeoIP refers to the process of looking up the rough geographical position of a host by its IP address. The
accuracy of this lookup varies with the kind of network that IP address is belonging to.

Geolocation
26

Geolocation refers to locating the geographic location of a person or a device. It can be achieved through
various mechanisms, including collecting GPS data, GeoIP or other sources of information.

Granularity
27

Granularity refers to the level of detail. The greater the granularity is, the deeper the level of detail becomes.
In audio monitoring for instance, low granularity data may be insufficient to identify a locator, while high
granularity data may enable the identification of a unique natural person.

21
22
23
24
25
26
27

More details can also be found, for example, at: https://en.wikipedia.org/wiki/Direct_marketing
For a more generalized context also see: https://en.wikipedia.org/wiki/Encryption
Also see, for example: https://www.techopedia.com/definition/25403/encryption-key
Also see: https://en.wikipedia.org/wiki/Fingerprint
For extra information also see, inter-alia: https://docs.nexcess.net/article/what-is-geoip.html
Also see: https://en.wikipedia.org/wiki/Geolocation
More discussion is given at: https://en.wikipedia.org/wiki/Granularity
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It may also refer to the consent and in such a case it means that, after asking for consent before data collection
(where mandatory), the data controller must also ask for a consent for each type of data the app will access, at
least for the categories location, contacts, unique device identifier, identity of the data subject, identity of the
phone, credit card and payment data, telephony and SMS, browsing history, email, social networks credentials
and biometrics [WP29-2, page 15].

Identification
Identification is the process that enables to identify a person (or a device) directly (with an identifier) or
indirectly, by combining this information with other elements (e.g. identification number, location data, online
identifiers such as internet protocol addresses, cookie identifiers or radio frequency identification tags).

Identifier
28

An identifier is any information that can be used to uniquely identify a data subject (e.g. name, email address,
phone number) or a device (IP or MAC address, etc.).

IMEI address
29

The IMEI address is a mobile phone’s global unique identifier used by telecom operators to connect and
charge mobile phones conversations. It is the acronym of “International Mobile (Station) Equipment Identity.”

IP address
30

The Internet Protocol address (IP address) is an address used by the Internet protocol to communicate with a
device or a server. Each Internet connected device needs a distinct IP address to communicate on the network.
IP addresses are sometimes permanent or temporary, they may also be public (directly accessible from the
Internet) or private and hidden in a subnetwork.

ISO certification
31

ISO certification are certification models elaborated and standardized by the International Standards
Organization (ISO). ISO standards can contribute to assess the compliance and level of reliability of a system, by
demonstrating that their product or service meets a given standards requirements.

Location data
Location data means any data processed in an electronic communications network, indicating the geographic
position of the terminal equipment of a user of a publicly available electronic communications service [Article
9, D58-1].

Log file
32

Log files are files that record events that occurred in a network, an operating system, or a software runs.
Webservers usually keep logs of the Internet and network activity. These logs can provide information on who

28
29
30
31
32

Also see: https://en.wikipedia.org/wiki/Identifier
For more details see, for example: https://en.wikipedia.org/wiki/International_Mobile_Station_Equipment_Identity
More details are given at: https://en.wikipedia.org/wiki/IP_address
Also see: http://www.iso.org/iso/home/standards/certification.htm
For more details also consider: https://en.wikipedia.org/wiki/Logfile
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connected when. According to the GDPR, log files are expected to be proportionate and their retention limited
in time.

MAC address (Media Access Control Address).
33

The MAC address is the unique and physical address of a networking interface. It is usually given by the
manufacturer of that interface (Ethernet chipset, WiFi adapter).

Man in the Middle attack
34

Man in the Middle attack (mitm) is performed when an adversary gets into the position between two
communicating parties that think they are communicating with each other. The adversary may be able to read
the communication before handing it to the other party or even modify it on the fly. It can be circumvented by
mutual authentication.

Minor of age
According to the data protection regulation, a minor of age is each data subject below 16 years old. In fact, the
processing of the personal data of a child is lawful only if the child is at least 16 years old. Where the child is
below the age of 16 years, such processing is lawful only if and to the extent that consent is given or authorised
by the holder of parental responsibility over the child. Anyway, the age level can be changed by any Member
State by providing by law for a lower age, but such lower age must not be below 13 years [Article 8, GDPR].

Opting out
35

Opting out is the possibility for the data subject to withdraw his/her consent to a data processing.

Personal Data
A personal data is any information relating to an identified or identifiable natural person (the data subject) that
allows his/her identification directly or indirectly, by combining this information with other elements [Article
4(1), GDPR].

Personal Data Protection Officer (DPO)
36

A Personal Data Protection Officer (DPO) is expected to be a highly qualified person, nominated by the
controller or the processor in the circumstances laid down by the law, that has to inform and advise the
controller or the processor and the employees who carry out processing of their obligations pursuant the
Regulation and to other Union or Member State data protection provisions. He/she has also to monitor
compliance with the Regulation in terms of protection of personal data, including the assignment of
responsibilities, awareness-raising and training of staff involved in processing operations, and the related
audits. The DPO cooperates with the supervisory authority acting as a "contact point". Data subjects may
contact the data protection officer with regard to all issues related to processing of their personal data and to
the exercise of their rights under the GDPR [Articles 37, 38, 39, GDPR].

Pre-flagged
33
34
35
36

Also see, for example: https://en.wikipedia.org/wiki/MAC_address
See, for example: https://en.wikipedia.org/wiki/Man-in-the-middle_attack
See: https://en.wikipedia.org/wiki/Opt-out
Also see: http://ec.europa.eu/dataprotectionofficer/index_en.htm
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Pre-flagged refers to the consent process. It means that the "box" of the consent is already flagged by default
by the data controller, instead of requiring an active click to express the user consent.

Prior Informed Consent
The Prior Informed Consent (or free prior informed consent) refers to the required procedure through which a
data subject is freely giving his consent to data processing, after having been sufficiently and clearly informed
on the way his or her data will be used according to Articles 13 and 14 of the GDPR.

Prior notification
According to the GDPR, the controller must consult the supervisory authority prior to the start of processing
37
activities only if a data protection impact assessment (DPIA) indicates that the processing would, in the
absence of safeguards, security measures and mechanisms to mitigate the risk, result in a high risk to the rights
and freedoms of natural persons and the controller is of the opinion that the risk cannot be mitigated by
reasonable means in terms of available technologies and costs of implementation, the supervisory authority
should be consulted prior to the start of processing activities.

Privacy
38

Privacy is the right to respect for a person's private and family life, his home and his correspondence. In other
words, it is the ability of an individual to be left alone, out of public view. Privacy covers issues relating to the
protection of an individual's personal space, so a possible interference must have a legal basis, having to be “in
accordance with law”, as stated in Article 8 of the ECHR (European Convention on Human Rights).

Profiling
39

Profiling means any form of automated processing of personal data consisting of using data to evaluate
personal aspects relating to a natural person, in particular to analyse and predict aspects concerning
performance at work, economic situation, health, personal preferences, or interests, reliability or behaviour,
location or movements [Recital 71, GDPR].

Pseudonymisation
40

Pseudonymisation is the processing of personal data in such a way that the data can no longer be attributed
to a specific data subject without the use of additional information, as long as such additional information is
kept separately and subject to technical and organisational measures to ensure non-attribution to an identified
or identifiable person [Article 4(5), GDPR].

Public space
41

Public space is a space that is open and accessible to people, open to the public (e.g., public places, squares,
streets, libraries, shops, etc.).

37

38
39
40
41

Also see: https://ec.europa.eu/energy/en/test-phase-data-protection-impact-assessment-dpia-template-smart-gridand-smart-metering-systems
For a more generalized context also see: https://en.wikipedia.org/wiki/Privacy
For further data also see: https://en.wikipedia.org/wiki/Profiling_(information_science)
For a more generalized context also see: https://en.wikipedia.org/wiki/Pseudonymization
For a more generalized context also see: https://en.wikipedia.org/wiki/Public_space
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Purpose
The purpose is the scope of the processing, the reason why the data are collected by the data controller.

Recipient
The “Recipient” means a natural or legal person, public authority, agency or another body, to which the
personal data are disclosed, whether a third party or not [Article 4(9), GDPR].

Recovery Plan
A recovery plan is a documented process or set of procedures on how to act in event of a disaster.

Re-identification
Re-identification is the process that allows the identification of the data subject starting from anonymized or
pseudonymized data.

Retention Period
The Retention Period
retention”).

42

is the period of conservation of the data by the data controller (see also “Data

Right not to be subject to a significant or automated individual decision
The data subject has the right not to be subject to decisions that produce legal effects concerning him/her, or
significantly affect him/her and which is based solely on automated processing of data (e.g. profiling) intended
to evaluate certain personal aspects relating to him/her, such as his/her performance at work,
creditworthiness, reliability, conduct, etc. [Article 22, GDPR].

Right of access
The data subject has the right to receive the confirmation from the data controller, without constraint at
reasonable intervals and without excessive delay or expense, as to whether or not data relating to him/her are
being processed. He/she has also the right to be informed about the purposes of the processing, the categories
of data concerned, and the recipients or categories of recipients to whom the data are disclosed. Moreover, in
light of this right, the data controller has to communicate to him/her in an intelligible form the data undergoing
processing and any available information as to their source [Article 15, GDPR].

Right to be forgotten
The data subject has the right to remove from the web the results obtained from searches made on the basis of
his/her name. A controller who has made the personal data public should be obliged to inform the controllers
which are processing such personal data to erase any links to, or copies or replications of those personal data.
However, this right does not require deletion of the link from the indexes of the search engine: the original
information will always be accessible using other search terms or by direct access to the source [Article 17,
GDPR].

42

Also see: https://en.wikipedia.org/wiki/Retention_period
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Right to object
The data subject has the right to object at any time on compelling legitimate grounds relating to his particular
situation to the processing of data relating to him/her, save where otherwise provided by national legislation,
at least when his data are processed by a public authority or by a data controller relying on its legitimate
interest. Moreover, he/she has the right to object on request and free of charge, to the processing of personal
data relating to him/her which the controller anticipates being processed for the purposes of direct marketing;
to be informed before personal data are disclosed for the first time to third parties or used on their behalf for
the purposes of direct marketing, and to be expressly offered the right to object free of charge to such
disclosures or uses. Having exercised this right, the controller must no longer process the personal data unless
he demonstrates compelling legitimate grounds for the processing which override the interests, rights and
freedoms of the data subject or for the establishment, exercise or defence of legal claims [Article 21, GDPR].

Right to portability
See data portability.

Right to rectify or delete
“If the data are not correct and complete or if they are not up to date, the data subject has the right to obtain
from the controller, without undue delay, the rectification of the inaccurate personal data concerning him/her.
A data subject has also the right to have his or her personal data erased and no longer processed where the
personal data are no longer necessary in relation to the purposes for which they are collected or otherwise
processed, where a data subject has withdrawn his or her consent or objects to the processing of personal data
concerning him or her, or where the processing of his or her personal data does not otherwise comply with this
Regulation” [Article 16 GDPR].

Risk Assessment
43

It is an evaluation of the risks that could affect the data processing in two senses . First of all, in terms of rights
and freedoms of natural persons (e.g. personal data processing which could lead to physical, material or nonmaterial damage, in particular: where the processing may give rise to discrimination, identity theft or fraud,
financial loss, damage to the reputation, loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social disadvantage;
where data subjects might be deprived of their rights and freedoms or prevented from exercising control over
their personal data; where personal data are processed which reveal racial or ethnic origin, political opinions,
religion or philosophical beliefs, trade union membership, and the processing of genetic data, data concerning
health or data concerning sex life or criminal convictions and offences or related security measures; where
personal aspects are evaluated, in particular analysing or predicting aspects concerning performance at work,
economic situation, health, personal preferences or interests, reliability or behaviour, location or movements,
in order to create or use personal profiles; where personal data of vulnerable natural persons, in particular of
children, are processed; or where processing involves a large amount of personal data and affects a large
number of data subjects) and for this reason the controller must carry out the data protection impact
assessment. Secondly, those risks might be linked to the personal data, e.g. accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed which may in particular lead to physical, material or non-material damage. That is why the
Regulation imposes the adoption of security measures to the controller (and to the processor).

Privacy Shield

43

Also see: https://en.wikipedia.org/wiki/Risk_assessment

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

23/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

44

Privacy Shield is a self-certification scheme agreed between USA and the EU which imposes stronger data
protection obligations on U.S. companies that adhere to it in order to freely import personal data in the U.S.
from the EU. The Privacy Shield requires the U.S. authorities to monitor and enforce data protection rules more
45
robustly, and cooperate more with European Data Protection Authorities and it includes written
commitments and assurance regarding access to data by public authorities.

SDNS
46

SDNS refers to secured domain name server. There are two technologies used by SDNS: DNSSEC and
47
DNSCrypt . DNSSEC brings authentication, because the DNS record is signed. DNSCrypt brings confidentiality,
because the DNS request is encrypted.

Security
48

Information Security is the process of defending information from unauthorized view, access, modification or
deletion.

Social network account credentials
Social network account credentials are credentials (username/e-mail) and password that a user needs in order
to access to his social network platforms, such as Facebook, Linkedin, Twitter, etc.

Special Categories of Data
Special Categories of Data are personal data that are particularly sensitive and require a higher level of
protection. It encompasses any data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, including genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or
sexual orientation [Article 9, GDPR].

SQL injection attack
49

SQL injection attack is a technique that uses weaknesses of a system implementation to inject code in a
system through a form interface for instance. It is possible when the input of form fields is not properly
escaped. It may enable the attacker to formulate his own SQL statements that gets executed by the database
management system. It may enable the attacker to dump a whole database or modify contents of the
database.

Third Country
A country located outside the European Union and associated countries such as Iceland, Liechtenstein and
Norway.

44
45

46
47
48
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More details can be found at: https://www.privacyshield.gov/welcome
For more details see, for example: http://ec.europa.eu/justice/data-protection/article-29/structure/data-protectionauthorities/index_en.htm
For more details see, for example: https://en.wikipedia.org/wiki/Domain_Name_System_Security_Extensions
For more details see: https://dnscrypt.org/
The general context is also discussed at: https://en.wikipedia.org/wiki/Information_security
Also see: https://en.wikipedia.org/wiki/SQL_injection
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Third Party
A “Third party” means a natural or legal person, public authority, agency or body other than the data subject,
controller, processor and persons who, under the direct authority of the controller or processor, are authorized
to process personal data. Data processors are not “third parties” [Article 4(10), GDPR].

Vital interest
Vital interests refer to the physical integrity or life of the data subject.

XSS attack
50

The Cross-site scripting (XSS) attacks may enable the attacker to pass client-side scripting code to a website
(e.g., a message board) that gets executed in other clients’ browsers (e.g., when the message gets displayed to
them).

50

For more details see: https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
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3 UPRAAM Contextualization and Requirements
The UPRAAM plays an important role in the Privacy Flag project. It constitutes the “pivotal enabler” to translate
the legal and technical risks into a methodology to be applied and implemented by the technical enablers. The
following diagram illustrates the corresponding interdependency, as it originates according to the thematic
context of the related tasks and/or WPs of the respective GA:

Figure 1: UPRAAM interactions with other tasks and WPs
The UPRAAM will be used by the crowd for privacy risk assessment with websites, smart-phone applications
and Internet of Things deployment. It will also serve as a “basis” for the in-depth analysis of privacy risks by
experts (Task T6.4) in labelling or certification processes.
In order to “address” the various targeted use cases, the UPRAAM must be:
-

Rather generic & universal, in order to be successfully applied to diverse objects, including websites,
smart phone applications and IoT deployments;
Reliable and trustable;
Accessible & user-friendly, with a certain level of “user centricity” in the design and fine-tuning of the
methodology.

As complementary requirements, we can mention:
-

The need to encompass and address both legal and technical risks;
The need to encompass European, international and Swiss norms;
An optimized “Dynamicity”, with a process enabling to identify and assess any relevant risk, as well as
to help mitigating it.

Figure 2: UPRAAM primary inputs
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Our approach intends to democratize the privacy protection, by enabling non-experts to assess their level of
exposure top privacy-related risks, and indirectly to learn and improve their understanding of legal norms
which are rather complex.
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4 UPRAAM Methodology
4.1 Relativity and User Perspective Considerations
4.1.1

Default Scope of Evaluation

The personal data protection requirements specified by the European General Data Protection Regulation
(GDPR) are quite comprehensive. It requires from the data controllers to ensure that their whole infrastructure
is compliant with the GDPR requirements including, inter-alia, the data storage, network infrastructure and
contractual relations with potential data processors such as cloud services. The following figure illustrates the
default scope of evaluation that should be applied to a service, system or application in order to ensure that it
is “fully aligned” to the European personal data protection obligations. The scope is represented by the red
delimited area.

Figure 3: Default scope of evaluation for personal data protection

4.1.2

End-user Cognitive Limitation

In the case of Privacy Flag project, the crowd users can access only to partial information, as part of the
information are controlled and not disclosed by the owner of the solution or the service being assessed by the
crowd. This cognitive limitation directly impacts and restricts the questions that can be answered by the end
user. This is illustrated by the green delimited area of the following figure.
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Figure 4: End-user Cognitive Restriction
Two other important limitations have to be considered:
1.
2.

End-users are not specialists. They need questions that are easily understandable by non-specialists.
End-users will use the UPRAAM on a voluntary basis. The methodology must be user-friendly enough to
be attractive to them. The number of questions should be minimized.
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4.2 Methodological Approach
The UPRAAM has been developed and specified through the following sequenced process:
1.

Legal and Technical Risks Identification: The first phase consists in collecting a comprehensive list of
legal obligations and technical risks for privacy, by leveraging on the tasks T2.1 and T2.2.

2.

Measurement Points: The two categories of the above mentioned inputs are used to “establish” a
systematic list of potential measurements points. Each measurement point is translated into a question.

3.

Selection: The following phase consists in selecting and extracting subsets of measurement points
adapted:

4.

5.

6.

a.

To the crowd requirements and limitations, for supporting the crowd-driven risk assessment;

b.

To the experts and certification requirements, for supporting the in-depth evaluation.

Optimization: Each selection is then optimized by taking into account:
-

The material limitations: For instance, the crowd has a limited access to some information, such
as backup policies, network architecture or data processor contractual clauses.

-

The level of expertise of the intended users: In order to be accessible to a large set of users, the
crowd-driven evaluation is voluntarily, simplifying some questions and renouncing to very
complex and specific checks, and is focused upon the most relevant ones.

-

The user acceptance: We voluntarily limited the number of questions submitted to the crowd
users- in order to establish a balance between the “systematicity” of the evaluation and the user
experience requirements.

Specific instantiations: Subsets of questions are extracted to create specific UPRAAM sequence of
questions for each application domain, namely:
a.

Websites evaluation;

b.

Smart-phone applications evaluation, and;

c.

IoT deployments evaluation.

Finally, the tools are tested and validated with the end-users in order to identify potential
improvements. This step provides retro feeding loops for the optimization phase.

In parallel, phases 3 to 6 for the In-depth evaluation need to be aligned with ISO requirements.
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The following figure illustrates the process for developing the UPRAAM:

Figure 5: UPRAAM development process
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5 Legal Obligations to Be Addressed by the Methodology
This subsection identifies and specifies a synthetic set of legal obligations in terms of privacy and data
protection from European and international obligations, including the recently adopted European General Data
51
Protection Regulation (hereinafter, “GDPR”), as well as the actual European Directives, including:
Directive 2000/31/EC (electronic commerce) [D31-1]
Directive 2002/58/EC (privacy & electronic communications) [D58-1]

-

In order to develop a fully compliant methodology with the EU law scenarios, this analysis has also taken into
account the Opinions of Article 29 Working Party (hereinafter, “Art.29 WP”).
It the international level, it took into account the relevant treaties and conventions from major international
organizations, including inter-alia:
International Telecommunication Union (ITU)
Organization for Economic Cooperation and Development (OECD)
United Nations (UN)
Council of Europe (CoE)
World Trade Organization (WTO)

-

Finally, It also considered the Swiss norms, and more specifically:
Loi Fédéral sur la Protection des Données (LPD)
Ordonnance sur les Certifications en Matière de Protection des Données (OCPD)

-

More details on the legal analysis approach are available in the Deliverable D2.1.

5.1.1

Personal Data Definition and Scope

The UPRAAM will use a “multi-steps” assessment methodology. There is a first preliminary question: “Are
personal data processed by the object (Apps, websites, IoT deployments) under assessment?” Therefore, it is
crucial to define the scope of the definition of personal data for the evaluator using the UPRAAM. The most
comprehensive definition is provided by the European standard.
The GDPR defines personal data as “any information relating to an identified or identifiable natural person
(“data subject”); an identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity
of that natural person;” [GDPR].
The definition can encompass a large set of data:
-

-

-

51

Pseudonyms (that are the result of the processing of personal data in such a way that the data can no
longer be attributed to a specific data subject without the use of additional information, as long as such
additional information is kept separately and subject to technical and organisational measures to ensure
non-attribution to an identified or identifiable person) [GDPR].
Traffic data (data processed for the purpose of the conveyance of a communication on an electronic
communications network or for the billing thereof) [D58-1].
Location data (may refer to the latitude, longitude and altitude of the user’s terminal equipment, to the
direction of travel, to the level of accuracy of the location information, to the identification of the
network cell in which the terminal equipment is located at a certain point in time and to the time the
location information was recorded) [D58-1].
Biometric data (data relating to the physical, physiological or behavioural characteristics of an individual,
which allow their unique identification, such as facial images, or dactyloscopic data (fingerprints)
[GDPR].

Regulation (EU) 2016/679
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-

-

Genetic data (data relating to the inherited or acquired genetic characteristics of a natural person which
give unique information about the physiology or the health of that natural person and which result, in
particular, from an analysis of a biological sample from the natural person in question) [GDPR].
Data concerning health (information which relates to the physical or mental health of an individual, or
to the provision of health services to the individual) [GDPR].
IP Addresses (identifiers for devices on a TCP/IP network).
Special categories of data (any data revealing, racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership, and data concerning health – including genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning health - or sex
life/sexual orientation) [GDPR].

In summary, the main question to consider on the basis of this definition is: “Is the system collecting data that
can be linked to a natural person, such as name, email address, postal address, IP address of the user
computer?”
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5.1.2

End-user Information

This set of obligations includes all the information that must be given to data subjects before the data
collection in terms of processing, consent, rights and minors of age’s means of protection.

5.1.2.1 Information to the User
The data subject must receive accurate and full information about the processing. Information may be
provided through a system of layered notices, push messages and combined with meaningful icons.
Detailed description:
Apps, websites, IoT deployments should provide the user with information at least on the following elements:
(a) The identity and the contact details of the controller and, where applicable, of the controller’s
representative;
(b)

the contact details of the data protection officer, where applicable;

(c)

the purposes of the processing for which the personal data are intended as well as the legal basis for the
processing;

(d)

where the processing is based on a legitimate interest of the controller (Article 6(1)(f) [GDPR], the
legitimate interests pursued by the controller or by a third party;

(e)

the recipients or categories of recipients of the personal data, if any;

(f)

where applicable, the fact that the controller intends to transfer personal data to a third country or
international organisation and the existence or absence of an adequacy decision by the Commission; or, in
the case of transfers based on appropriate safeguards (article 46 [GDPR]) or binding corporate rules (in
accordance with Article 47 [GDPR]), reference to the appropriate or suitable safeguards and the means by
which to obtain a copy of them or where they have been made available.

Moreover, in addition to the above mentioned information, the controller shall, at the time when personal
data are obtained, provide the data subject with the following further information necessary to ensure fair and
transparent processing:
(a)

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period;

(b)

the existence of the right to request from the controller access to and rectification or erasure of personal
data or restriction of processing concerning the data subject or to object to processing as well as the right
to data portability;

(c)

where the processing is based on the consent provided for Article 6(1)(a) [GDPR] or on the consent
provided for the processing of special categories of personal data (Article 9(2)(a) [GDPR], the existence of
the right to withdraw consent at any time, without affecting the lawfulness of processing based on
consent before its withdrawal;

(d) the right to lodge a complaint with a supervisory authority;
(e)

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal
data and of the possible consequences of failure to provide such data;

(f)

the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4)
[GDPR] and, at least in those cases, meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the data subject.

All of this information must be provided to the data subject even if the data have not been obtained from the
data subject. In this case, the controller -or his representative- must provide it at the time of undertaking the
recording of personal data or if a disclosure to a third party is envisaged, no later than the time when the data
are first disclosed.
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Legal basis:
-

GDPR: Articles 13 and 14.

5.1.2.2 Prior Informed Consent
Apps, websites, IoT deployments must ask for consent before they start to retrieve or place information on the
device [D58-1], i.e., before installation of the app, cookie, tracker etc. Such consent has to be freely given,
specific, informed and unambiguous (see 1.1 “Information to the user”).
Detailed description:
Consent should be granular for each type of data accessed; at least for the categories Location, Contacts,
Unique Device Identifier, Identity of the data subject, Identity of the phone, Credit card and payment data,
Telephony and SMS, Browsing history, Email, Social networks credentials and Biometrics.
Legal basis:
-

GDPR: Article 6(1)(a) and 9(2)(a).
ePrivacy Directive (2002/58/EC): Article 5(1).

5.1.2.3 User’s Right of Access
Apps, websites, IoT deployments must enable users to exercise their rights of access (the right to obtain from
the controller confirmation as to whether -or not- personal data concerning him or her are being processed,
and, where that is the case, access to the personal data and the following information) informing them about
the existence of these mechanisms and supporting efficient access by the data subjects to their personal data.
Detailed description:
The exercise of users’ rights must be easy and without formalities. Having regard to the right of access, each
user, acting as a data subject, has the right to obtain from the controller, without excessive delay or expense,
confirmation as to whether or not data relating to him/her are being processed and information as to the
purposes of the processing, the categories of data concerned, and the recipients to whom the data are
disclosed.
Legal basis:
-

GDPR: Article 15.

5.1.2.4 User’s Right to Have his/her Personal Data Rectified
Apps, websites, IoT deployments must enable users to exercise their rights of rectification,
erasure and blocking and inform them about the existence of these mechanisms.
Detailed description:
The exercise of users’ rights must be easy and without formalities. Having regard to the right to have his
personal data rectified, each user, acting as a data subject, has the right to obtain from the controller the
modification of data which are inaccurate or incomplete, having regard to the purposes for which they were
collected or for which they are further processed. Data controllers must also notify to third parties to whom
the data have been disclosed any rectification or erasure operation – unless it is impossible or requires a
disproportionate effort.
Legal basis:
-

GDPR: Article 16 and 19.

5.1.2.5 Right to Data portability
The data subject shall have the right to receive the personal data concerning him or her, which he or she has
provided to a controller, in a structured, commonly used and machine-readable format and have the right to
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transmit those data to another controller, where technically feasible, without hindrance from the controller to
which the personal data have been provided.
Detailed description:
This right is applicable only when (a) the processing is based on: a consent to the processing of the user’s
personal data for one or more specific purposes (Article 6(1)(a) [GDPR], or; on a consent to the processing of
special categories of data (Article 9(2)(a) [GDPR], or; on a contract to which the data subject is party or in order
to take steps at the request of the data subject prior to entering into a contract (Article 6(1)(b) [GDPR]; and if
(b) the processing is carried out by automated means. That right shall not apply to processing necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller.
Legal basis:
-

GDPR: Article 20.

5.1.2.6 User’s Right to Object
Apps, websites, IoT deployments must enable users to exercise their right to object to data processing and
inform them about the existence of this mechanism.
Detailed description:
The data subject has right to object:
-

-

At any time on compelling legitimate grounds relating to his particular situation to the processing of
data relating to him, save where otherwise provided by national legislation, at least when his data are
processed for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller or by a data controller relying on its legitimate interest;
on request and free of charge, to the processing of personal data relating to him which the controller
anticipates being processed for the purposes of direct marketing, or to be informed before personal
data are disclosed for the first time to third parties or used on their behalf for the purposes of direct
marketing, and to be expressly offered the right to object free of charge to such disclosures or uses.

Legal basis:
-

GDPR: Article 21.

5.1.2.7 User’s Right not to be subject to a decision based solely on automated
processing, including profiling
Apps, websites, IoT deployments must enable users to exercise their right not to be subject to a decision based
solely on automated processing, including profiling, which produces legal effects concerning him or her or
similarly significantly affects him or her.
Detailed description:
The right is inapplicable if the decision:
(a)

is necessary for entering into, or performance of, a contract between the data subject and a data
controller;

(b)

is authorised by Union or Member State law to which the controller is subject and which also lays down
suitable measures to safeguard the data subject's rights and freedoms and legitimate interests; or

(c)

is based on the data subject's explicit consent.

Legal basis:
-

GDPR: Article 22.
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5.1.2.8 User’s Right to Be Forgotten (online environment)
Apps, websites, IoT deployments must enable users to exercise their right to be forgotten when the data are no
longer necessary in relation to the purposes for which the data are collected or otherwise processed.
Especially, it refers to the right to remove from the web the results obtained from searches made on the basis
of his name, unless a greater interest to transparency prevails.
Detailed description:
In the online environment, the right to erasure should be extended in such a way that a controller who has
made the personal data public should be obliged to inform the controllers who are processing such data (…) to
erase any links to, or copies or replications of that personal data. This right does not require deletion of the link
from the indexes of the search engine altogether: therefore, the original information will always be accessible
using other search terms, or by direct access to the source.
Legal basis:
-

GDPR: Article 17.
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5.1.3

Data Collection

This set of obligations refers to the processing operations that the data controller can carry out since the time
of data collection.

5.1.3.1 Purpose Limitation
Apps, websites, IoT deployments must provide well-defined and comprehensible purposes of the data
processing in advance to installation of the app, cookies or any other tracker.
Detailed description:
Purposes cannot be changed without renewed consent. The app, website, IoT tool should provide
comprehensive information, also for users without legal or technical knowledge, so as to clarify if the data will
be used for third party purposes, such as advertising or analytics [WP29-3].
Legal basis:
-

GDPR: Article 5(1)(b).
Article 29 Working Party: Opinion 03/2013 on purpose limitation.

5.1.3.2 Data Control
Whenever apps, websites, IoT deployments process data, it must be clear who or what is the entity governing
the process, i.e., who is the data controller. The data controller is legally responsible for any processing
operation (collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking,
erasure or destruction). The data controller remains responsible even if he designates a data processor acting
on his behalf.
Detailed description:
The data “controller” is the natural or legal person, public authority, agency or any other body who alone or
jointly with others determines the purposes and means of the processing of personal data. The data
“processor” is a natural or legal person, public authority, agency or any other body who processes personal
data on behalf of the controller and acting only on instructions from the controller.
Where two or more controllers jointly determine the purposes and means of processing, they shall be joint
controllers and they shall determine, in a transparent manner, their respective responsibilities for compliance
with the obligations under the GDPR, in particular as regards the exercising of the rights of the data subject and
their respective duties to provide the information, by means of an arrangement between them available to the
data subject and which designates a contact point for data subjects – unless the respective responsibilities of
the controllers are determined by Union or Member State law to which the controllers are subject.
Legal basis:
-

GDPR: Article 4(2), (7) and (8), Articles 24, 26 28 and 29.

5.1.3.3 Records of processing activities
By excluding the case of an enterprise or an organisation employing fewer than 250 persons – unless the
processing it carries out is likely to result in a risk to the rights and freedoms of data subjects, it is not
occasional, or it includes special categories of data as referred to in Article 9(1) [GDPR] or personal data relating
to criminal convictions and offences referred to in Article 10 [GDPR] – each controller and, where applicable,
the controller's representative, shall maintain a record of processing activities under its responsibility. The
same obligation is applicable to each processor and, its representative, that shall maintain a record of all
categories of processing activities carried out on behalf of a controller. In both cases the records referred shall
be in writing, including in electronic form.
Detailed description:
In case of a data controllership, the record shall contain all of the following information:

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

38/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

(a)

The name and contact details of the controller and, where applicable, the joint controller, the controller’s
representative and the data protection officer;

(b)

the purposes of the processing;

(c)

a description of the categories of data subjects and of the categories of personal data;

(d)

the categories of recipients to whom the personal data have been or will be disclosed including recipients
in third countries or international organizations;

(e)

where applicable, transfers of personal data to a third country or an international organisation, including
the identification of that third country or international organisation and, in the case of transfers referred
to in the second subparagraph of Article 49(1) [GDPR], the documentation of suitable safeguards;

(f)

where possible, the envisaged time limits for erasure of the different categories of data;

(g)

where possible, a general description of the technical and organisational security measures referred to in
Article 32(1) [GDPR].

Each processor and the processor's representative, instead, shall maintain a record of all categories of
processing activities carried out on behalf of a controller, containing:
(a)

The name and contact details of the processor or processors and of each controller on behalf of which the
processor is acting, and, where applicable, of the controller’s or the processor’s representative, and the
data protection officer;

(b)

the categories of processing carried out on behalf of each controller;

(c)

where applicable, transfers of personal data to a third country or an international organisation, including
the identification of that third country or international organisation and, in the case of transfers referred
to in the second subparagraph of Article 49(1) [GDPR], the documentation of suitable safeguards;

(d)

where possible, a general description of the technical and organisational security measures referred to in
Article 32(1) [GDPR].

Legal basis:
-

GDPR: Article 30.

5.1.3.4 Designation of the data protection officer (DPO)
The controller and the processor shall designate a data protection officer in any case where:
(a)

The processing is carried out by a public authority or body, except for courts acting in their judicial
capacity;

(b)

the core activities of the controller or the processor consist of processing operations which, by virtue of
their nature, their scope and/or their purposes, require regular and systematic monitoring of data
subjects on a large scale, or;

(c)

the core activities of the controller or the processor consist of processing on a large scale of special
categories of data pursuant to Article 9 and personal data relating to criminal convictions and offences
referred to in Article 10.

Detailed description:
The data protection officer shall be designated on the basis of professional qualities and, in particular, expert
knowledge of data protection law and practices and the ability to fulfil the tasks referred to in Article 39 and he
may be a staff member of the controller or processor, or fulfil the tasks on the basis of a service contract.
Where the controller or the processor is a public authority or body, a single data protection officer may be
designated for several such authorities or bodies, taking account of their organisational structure and size.
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In any other cases, the controller or processor or associations and other bodies representing categories of
controllers or processors may or, where required by Union or Member State law shall, designate a data
protection officer that can act for such associations and other bodies representing controllers or processors.
Legal basis:
-

GDPR: Article 37.

5.1.3.5 Data Minimization
Apps, websites, IoT deployments should respect the principle of data minimisation and only collect those data
that are strictly necessary to perform the desired functionality [WP29-2].
Detailed description:
Collected data must be adequate, relevant and not excessive in relation to the purposes for which they are
processed, in order to prevent unnecessary and potentially unlawful data processing.
Legal basis:
-

GDPR: Article 5(1)(c).
Article 29 Working Party: Opinion 02/2013 on apps on smart devices.

5.1.3.6 Data Profiling Subject to Consent
Apps, websites, IoT deployments must not profile users without their specific and explicit consent for purposes
of behavioural advertising.
Detailed description:
Evaluate personal aspects relating to a natural person, in particular to analyse and predict aspects concerning
performance at work, economic situation, health, personal preferences, or interests, reliability or behaviour,
location or movements is forbidden without a user specific and explicit consent. In this sense, the use of
electronic communications networks to store information or to gain access to information stored in the
terminal equipment of a subscriber or user is only allowed on condition that the subscriber or user concerned
is provided with clear and comprehensive information [D58-1].
Legal basis:
-

ePrivacy Directive (2002/58/EC): Articles 5(3), 6(2).
GDPR: Article 22.

5.1.3.7 Geolocation Subject to Consent
Apps, websites, IoT deployments must not geographically locate users without their prior and specific consent
[D58-1].
Detailed description:
The app, website, IoT tool should also use and activate an icon every time the geolocation is on [WP29-1].
Legal basis:
-

ePrivacy Directive (2002/58/EC): Article 9.
Article 29 Working Party: Opinion 13/2011 on Geolocation services on smart mobile devices.

5.1.3.8 Direct Marketing Subject to Consent
Apps, websites, IoT deployments must not target users and subscribers for direct marketing purposes, through
electronic means without their prior and specific consent [D58-1].
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Detailed description:
The app, website, IoT tool should ask a specific consent before sending such messages. Moreover, there must
be an “opt-out” option to ensure the consent withdrawal, providing users with a valid mean (e-mail address,
form etc.) through which he can send the request. The identity of the sender on whose behalf the
communication is made must be clearly indicated to recipients of the commercial message [WP29-1].
Legal basis:
-

ePrivacy Directive (2002/58/EC) Article 9.
Article 29 Working Party: Opinion 13/2011 on Geolocation services on smart mobile devices.

5.1.3.9 Minors’ Data Protection
Apps, websites, IoT deployments should pay attention to the age limit defining children or minors in national
legislation, choose the most restrictive data processing approach in full respect of the principles of data
minimization and purpose limitation, refrain from processing children’s data for behavioural advertising
purposes, either directly or indirectly and refrain from collecting data through the children about their relatives
and/or friends.
Detailed description:
Apps, websites and IoT deployments should provide an automatic age control mechanism in order to reduce
the risk of collect accidentally children’s data and for the purpose of protecting their data and avoiding
unlawful consent.
The latest version of the GDPR considers the data processing of a child below the age of 16 years (or if provided
for by Member State law a lower age which shall not be below 13 years) lawful only if the consent of the minor
is given or authorised by the holder of parental responsibility over the child. The burden of verify that the
consent is given or authorized by a parent is up to the controller.
Legal basis:
-

GDPR: Article 8.
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5.1.4

Data Management

This set of obligations concerns the retention and the disclosure to third parties of personal data after having
collecting them.

5.1.4.1 Data Retention and Erasure
Apps, websites, IoT deployments should define a reasonable retention period for data collected and predefine
a period of inactivity after which the account will be treated as expired.
Detailed description:
Data must be erased upon expiration of the retention period, save the obligation to keep them longer in
accordance with law.
Legal basis:
-

ePrivacy Directive (2002/58/EC): Article 15(1).

5.1.4.2 Data Disclosure to Third Parties
Apps, websites, IoT deployments should inform users about recipients or categories of recipients to whom the
data are disclosed.
Detailed description:
Users must be informed (see Information to the user) about the eventuality of data disclosure when receiving
the information, identifying to whom personal data is disclosed. These third party recipients must be informed
that they should only use the data for the purpose(s) for which they are provided.
Legal basis:
-

ePrivacy Directive (2002/58/EC): Article 15(1).

5.1.4.3 Data Transfer
A transfer of personal data to a third country or an international organisation may take place where the
Commission has decided that the third country, a territory or one or more specified sectors within that third
country, or the international organisation in question, ensures an adequate level of protection. Such a transfer
shall not require any specific authorisation.
In the absence of an adequacy decision, a controller -or processor- may transfer personal data to a third
country -or an international organisation- only if the controller -or processor- has provided appropriate
safeguards, and upon the condition that enforceable data subject rights and effective legal remedies for data
subjects are available. The appropriate safeguards may be provided for, without requiring any specific
authorization from a supervisory authority, by:
(a)

a legally binding and enforceable instrument between public authorities or bodies;

(b)

binding corporate rules in accordance with Article 47 [GDPR];

(c)

standard data protection clauses adopted by the Commission in accordance with the examination
procedure referred to in Article 93(2) [GDPR];

(d)

standard data protection clauses adopted by a supervisory authority and approved by the Commission
pursuant to the examination procedure referred to in Article 93(2) [GDPR];

(e)

an approved code of conduct pursuant to Article 40 [GDPR] together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate safeguards,
including as regards data subjects' rights, or;

(f)

an approved certification mechanism pursuant to Article 42 [GDPR] together with binding and
enforceable commitments of the controller or processor in the third country to apply the appropriate
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safeguards, including as regards data subjects’ rights.

Detailed description:
Subject to the authorization from the competent supervisory authority, the appropriate safeguards may also be
provided for, in particular, by:
(a)

Contractual clauses between the controller or processor and the controller, processor or the recipient of
the personal data in the third country or international organisation, or;

(b)

provisions to be inserted into administrative arrangements between public authorities or bodies which
include enforceable and effective data subject rights.

In the absence of an adequacy decision or of appropriate safeguards, including binding corporate rules, a
transfer or a set of transfers of personal data to a third country or an international organisation shall take place
only on one of the following conditions:
(a)

the data subject has explicitly consented to the proposed transfer, after having been informed of the
possible risks of such transfers for the data subject due to the absence of an adequacy decision and
appropriate safeguards;

(b)

the transfer is necessary for the performance of a contract between the data subject and the controller or
the implementation of pre-contractual measures taken at the data subject's request;

(c)

the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the
data subject between the controller and another natural or legal person;

(d)

the transfer is necessary for important reasons of public interest;

(e)

the transfer is necessary for the establishment, exercise or defense of legal claims;

(f)

the transfer is necessary in order to protect the vital interests of the data subject or of other persons,
where the data subject is physically or legally incapable of giving consent;

(g)

the transfer is made from a register which according to European Union or Member State law is intended
to provide information to the public and which is open to consultation either by the public in general or by
any person who can demonstrate a legitimate interest, but only to the extent that the conditions laid
down by the European Union or Member State law for consultation are fulfilled in the particular case.

Where a transfer could not be based on an adequacy decision or on additional safeguards, including the
provisions on binding corporate rules, and none of the derogations for a specific situation, a transfer to a third
country or an international organisation may take place only if the transfer is not repetitive, concerns only a
limited number of data subjects, is necessary for the purposes of compelling legitimate interests pursued by
the controller which are not overridden by the interests or rights and freedoms of the data subject, and the
controller has assessed all the circumstances surrounding the data transfer and has on the basis of that
assessment provided suitable safeguards with regard to the protection of personal data. The controller shall
inform the supervisory authority of the transfer. The controller shall, in addition to providing the information
referred to in Article 13 [GDPR], inform the data subject of the transfer and on the compelling legitimate
interests pursued.
Legal basis:
-

5.1.5

GDPR: Articles 45, 46, 47, 48 and 49.

Data Processing

This set of obligations consider any operation or set of operations which is performed upon personal data,
whether or not by automatic means (collection, recording, organization, storage, adaptation or alteration,
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retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, blocking, erasure, destruction).

5.1.5.1 Special Categories of Data
Each data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union
membership, genetic or biometric data or data concerning health or sex life/sex orientation must be processed
only under certain circumstances.
Detailed description:
Normally, the process of special categories of data is forbidden, but it is possible if the data subject has given
his/her explicit consent or if processing is necessary for the purposes of carrying out the obligations and
specific rights of the controller in the field of employment, social security and social protection law; or when
processing is necessary to protect the vital interests of the data subject or of another person where the data
subject is physically or legally incapable of giving his consent; or processing is carried out in the course of its
legitimate activities with appropriate guarantees by a foundation, association or any other non-profit-seeking
body with a political, philosophical, religious or trade-union aim and on condition that the processing relates
solely to the members of the body or to persons who have regular contact with it in connection with its
purposes and that the data are not disclosed to a third party without the consent of the data subjects; or when
the processing relates to data which are manifestly made public by the data subject or is necessary for the
establishment, exercise or defense of legal claims; or whenthe processing is necessary for reasons of
substantial public interest, on the basis of the European Union or Member State law or for the purposes of
preventive or occupational medicine, for the assessment of the working capacity of the employee, medical
diagnosis, the provision of health or social care or treatment or the management of health or social care
systems and services on the basis of the European Union or Member State law; or when
processing is necessary for reasons of public interest in the area of public health, such as protecting against
serious cross-border threats to health or ensuring high standards of quality and safety of health care and of
medicinal products or medical devices, on the basis of the European Union or Member State law and for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes.
Legal basis:
-

GDPR: Article 9.

5.1.5.2 Traffic Data Protection
The technical storage or access for the sole purpose of carrying out or facilitating the transmission of a
communication over an electronic communications network, or as strictly necessary in order to provide an
information society service explicitly requested by the subscriber or user is allowed.
Detailed description:
Traffic data relating to subscribers and users processed and stored by the provider of a public communications
network or publicly available electronic communications service must be erased or made anonymous when it is
no longer needed for the purpose of the transmission of a communication.
Traffic data necessary for the purposes of subscriber billing and interconnection payments may be processed
only up to the end of the period during which the bill may lawfully be challenged or payment pursued.
For the purpose of marketing electronic communication services or for the provision of value added services,
traffic data can be processed only if the subscriber or user to whom the data relate has given his/her consent
(which can be withdrawn at any time).
Legal basis:
-

ePrivacy Directive (2002/58/EC): Article 6.
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5.1.5.3 Security of the Processing
The controller must implement appropriate technical and organizational measures to protect personal data
against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, in
particular where the processing involves the transmission of data over a network, and against all other
unlawful forms of processing.
Detailed description:
Technical and organizational measures must ensure a level of security appropriate to the risks represented by
the processing and the nature of the data to be protected, including inter alia as appropriate:
(a)

the pseudonymisation and encryption of personal data;

(b)

the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems
and services;

(c)

the ability to restore the availability and access to personal data in a timely manner in the event of a
physical or technical incident;

(d)

a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational
measures for ensuring the security of the processing.

In this sense, the controller must choose a processor providing sufficient guarantees in respect of the technical
security measures and organizational measures.
The same measures to safeguard security of services are provided in case of electronic communications service.
In particular, the controller has to inform the user and the National Supervisory Authority about the risks or the
occurred breach of the security and about any possible remedies [D58-1].
An example of such measures is the use of an authentication and authorization system. Persons in charge of
the processing shall be allowed to process personal data by electronic means only if they are provided with
authentication credentials with which complete the authentication procedure. These credentials must be
composed by a personal ID code and a secret password with at least eight characters (if this is not allowed, the
password could consist of the maximum permitted number of characters). It shall be modified at least every six
months. Alternatively, these credentials shall consist in an authentication device that shall be used and held
exclusively by the person in charge of the processing or in a biometric feature (possibly, in both cases,
associated with either an ID code or a password).
Clearly, each person in charge of the processing will have a different authorization profile, relating either to a
specific processing operation or to a set of processing operations.
Other examples of security measures are the periodical back-up procedure, which aim is to ensure the
continuity of the system and prevent the loss of data or the data encryption, that must be applied to all
personal and authentication data, in order to make users’ data and credentials encoded in non-readable format
even if the stability of the system is compromised. Authentication credentials shall be de-activated if the
person in charge of the processing is disqualified from accessing personal data.
Legal basis:
-

GDPR: Article 32.
ePrivacy Directive (2002/58/EC): Article 4.

5.1.5.4 Data protection impact assessment (DPIA)
Where a type of processing in particular using new technologies, and taking into account the nature, scope,
context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall, prior to the processing, carry out an assessment of the impact of the envisaged
processing operations on the protection of personal data. A single assessment may address a set of similar
processing operations that present similar high risks. The controller shall seek the advice of the data protection
officer, where designated, when carrying out a data protection impact assessment.
The data protection impact assessment (DPIA) shall in particular be required in the case of:

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

45/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

(a)

A systematic and extensive evaluation of personal aspects relating to natural persons which is based on
automated processing, including profiling, and on which decisions are based that produce legal effects
concerning the natural person or similarly significantly affect the natural person;

(b)

processing on a large scale of special categories of data referred to in Article 9(1) [GDPR], or of personal
data relating to criminal convictions and offences referred to in Article 10 [GDPR], or;

(c)

a systematic monitoring of a publicly accessible area on a large scale.

Detailed description:
The supervisory authority will establish and make public a list of the kind of processing operations which are
subject to the requirement for a data protection impact assessment.
The assessment shall contain at least:
(a)

A systematic description of the envisaged processing operations and the purposes of the processing,
including, where applicable, the legitimate interest pursued by the controller;

(b)

an assessment of the necessity and proportionality of the processing operations in relation to the
purposes;

(c)

an assessment of the risks to the rights and freedoms of data subjects, and;

(d)

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to
ensure the protection of personal data and to demonstrate compliance with this Regulation taking into
account the rights and legitimate interests of data subjects and other persons concerned.

The DPIA obligation is not applicable if the processing is carried out for compliance with a legal obligation to
which the controller is subject or for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller with a legal basis in the European Union’s law or in the law
of the Member State to which the controller is subject and if that law regulates the specific processing
operation or set of operations in question and a data protection impact assessment has already been carried
out as part of a general impact assessment in the context of the adoption of that legal basis.
The controller shall consult the supervisory authority prior to processing where a data protection impact
assessment under Article 35 [GDPR] indicates that the processing would result in a high risk in the absence of
measures taken by the controller to mitigate the risk.
Legal basis:
-

GDPR: Articles 35 and 36.

5.1.5.5 Cloud Services
Cloud computing services are offered by cloud providers by means of standard and unmodifiable contracts,
which may make difficult for clients, which are data controllers under the EU law, to ensure the compliance
with data protection rules.
Detailed description:
The controllership of data processing belongs to the client, whereas the cloud service provider is usually the
data processor. So, the client is responsible and subject to all the legal duties provided for by Directive
95/46/EC. However, by using a data processing agreement, the controller can leave to the processor a certain
level of autonomy regarding technical and organizational measures needed to achieve purposes of the data
controller. In parallel, the cloud service provider must ensure that personal data are processed in a secure
manner, pursuant to Article 17 (3) Directive 95/46/EC. In order for the client to verify whether such a level of
security and compliance with data protection law is guaranteed by the provider, it proves to be very useful to
check the Privacy Level Agreements (PLAs) offered by the latter; these PLAs may also include provisions
concerning the exercise of data subject’s rights.
With reference to the level of services provided by the cloud service provider, Service Level Agreements (SLAs)
identify not only the services but also the objectives that the cloud provider offers to the client in terms of
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security (uptime, reliability, authentication and authorization, breaches reporting etc.) and data management
(retention, erasure etc.).
Following Article 4 of Directive 95/46/EC, if the data controller (client) is established in the EEA (European
Economic Area), the applicable law is the one of the Member State where it is established; if it is established in
different countries, the applicable law is that of each of the Member States in which the processing of personal
data occurs.
In case of a client (controller) established outside the EEA, if the cloud infrastructures are located in the EEA,
then the processing is governed by the law of the Member State where the infrastructures (i.e., equipment)
are.
The cloud service provider may avail itself of sub-contractors so as to carry out part of the data processing and
the former must ensure that its sub-contractors are contractually bound to him respecting the same
obligations and standards he has agreed to with the data controller – for example, he can use model
contractual clauses, especially if these subcontractors are located outside the EU.
Legal basis:
-

Data Protection Directive (95/46/EC): Articles 4 and 17(3).
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5.2 Synthetic List of Obligations
This paragraph provides a double analysis, starting from the previous list of obligations.
In light of what has emerged in the subsection 3.1, it is possible to divide the approach to the Methodology into
two different perspectives of analysis:
-

-

The end-user perspective, in which is considered his/her potential use of the Universal Privacy Risk Area
Assessment Methodology, assuming that he/her is the data subject and wants to know the level of
privacy risks in terms of data protection offered by a data controller from whom the data subject is
receiving a service (IoT, smartphone app, website);
The SMEs perspective, in which the enterprise personifies the data controller and therefore it has to
evaluate its level of compliance in terms of data processing.

Before splitting these two perspectives, the table that follows synthetize the obligations:
Information to be given to the user:
(a) The identity and the contact details of the controller and, where
applicable, of the controller’s representative;
(b) the contact details of the data protection officer, where applicable;
(c) the purposes of the processing for which the personal data are intended
as well as the legal basis for the processing;
(d) where the processing is based on a legitimate interest of the controller
(Article 6(1)(f), the legitimate interests pursued by the controller or by a
third party;
(e) the recipients or categories of recipients of the personal data, if any;

End-user information
awareness

(f) where applicable, the fact that the controller intends to transfer personal
data to a third country or international organisation and the existence or
absence of an adequacy decision by the Commission; or, in the case of
transfers based on appropriate safeguards (article 46 [GDPR]) or binding
corporate rules (in accordance with Article 47 [GDPR]), reference to the
appropriate or suitable safeguards and the means by which to obtain a
copy of them or where they have been made available.
Moreover, in addition to the above mentioned information, the controller
shall, at the time when personal data are obtained, provide the data subject
with the following further information necessary to ensure fair and
transparent processing:
(a) the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;
(b) the existence of the right to request from the controller access to and
rectification or erasure of personal data or restriction of processing
concerning the data subject or to object to processing as well as the right
to data portability;
(c) where the processing is based on the consent provided for Article 6(1)(a)
[GDPR] or on the consent provided for the processing of special
categories of personal data (Article 9(2)(a) [GDPR], the existence of the
right to withdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal;
(d) the right to lodge a complaint with a supervisory authority;
(e) whether the provision of personal data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as well
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as whether the data subject is obliged to provide the personal data and of
the possible consequences of failure to provide such data;
(f)

the existence of automated decision-making, including profiling, referred
to in Article 22(1) and (4) [GDPR] and, at least in those cases, meaningful
information about the logic involved, as well as the significance and the
envisaged consequences of such processing for the data subject.

Prior consent is required for:







marketing purposes;
disclosure to third parties;
geolocation;
profiling (it may include data such as contacts, browsing history,
duration of navigation, frequency of certain queries etc., and be
performed through cookies);
Communication of personal data to third parties for their own
marketing purposes;

As well as for special categories of data, revealing:







racial or ethnic origin;
political opinions;
religious or philosophical beliefs;
trade-union membership;
data concerning health;
data concerning sex life;

or for processing about:






contacts;
Social network credentials;
calendar;
biometrics.

Right of access of the data subject to his/her personal data without excessive
delay or expense, confirmation as to whether or not data relating to him/her
are being processed.
As far as applicable to vertical search engine, right to be forgotten that refers
the to the right for the user to remove from the web the results obtained
from searches made on the basis of his/her name, unless a greater interest to
transparency prevails.
Full user's control on his/her personal data.
As far as applicable, the data subject shall have the right to receive the
personal data concerning him or her, which he or she has provided to a
controller, in a structured, commonly used and machine-readable format and
have the right to transmit those data to another controller without hindrance,
where technically feasible, from the controller to which the personal data
have been provided.
As far as applicable, data controllers must enable users to exercise their right
not to be subject to a decision based solely on automated processing,
including profiling, which produces legal effects concerning him or her or
similarly significantly affects him or her.
Purposes limitation (they cannot be changed without renewed consent).
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Data collection

Data control (the data controller is legally responsible for any processing
operation even if he designates a data processor acting on his behalf. In case
of a joint controllership, the respective responsibilities for compliance with
the obligations under the GDPR is established by means of an arrangement
between them).
Records of processing activities (as far as applicable, each controller,
processors and their representatives, shall maintain a record of processing
activities under its responsibility in writing form, including the electronic one).
Data Protection Officer (under certain circumstances the controller and the
processor shall designate a data protection officer).
Data protection impact assessment (where a type of processing in particular
using new technologies, and taking into account the nature, scope, context
and purposes of the processing, is likely to result in a high risk to the rights
and freedoms of natural persons, the controller shall, prior to the processing,
carry out an assessment of the impact of the envisaged processing operations
on the protection of personal data. A single assessment may address a set of
similar processing operations that present similar high risks).
Data minimization (anonymization and pseudonymization are preferred and,
in general, the only data that must be collected are those which are strictly
necessary to perform the desired functionality).
Profiling (which includes tracking the data subject in the web particularly in
order to take decisions concerning her or him or for analysing or predicting
her or his personal preferences, behaviours and attitudes) is forbidden
without a user specific and explicit consent or unless another legal basis
applies.
Geolocation must be carried out with the data subject’s prior and specific
consent, activating an icon every time the geolocation is on.
Direct marketing operations must be preceded by a specific consent.
Moreover, there must be an “opt-out” option so as to ensure the consent
withdrawal)
Geolocation must be carried out with the data subject’s prior and specific
consent, activating an icon every time the geolocation is on.
Minors’ data protection (Apps, websites and IoT deployments) should provide
an automatic age control mechanism in order to reduce the risk of collect
accidentally children’s data and for the purpose of protecting their data and
avoiding unlawful consent.
The GDPR considers the data processing of a child below the age of 16 years
(or if provided for by Member State law a lower age which shall not be below
13 years) lawful only if the consent of the minor is given or authorised by the
holder of parental responsibility over the child. The burden of verify that the
consent is given or authorized by a parent is up to the controller).
Retention and erasure (the data controller must define a reasonable retention
period for data collected and predefine a period of inactivity after which the
account will be treated as expired).

Data management

Disclosure to third parties is not just a part of the information to be given to
the user, but it concerns also these third party recipients, that must be
informed that they should only use the data for the purpose(s) for which they
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are provided).
Data transfer of personal data to a third country or an international
organisation (it may take place where the Commission has decided that the
third country, a territory or one or more specified sectors within that third
country, or the international organisation in question ensures an adequate
level of protection). Such a transfer shall not require any specific
authorisation.
In the absence of an adequacy decision, a controller or processor may transfer
personal data to a third country or an international organisation only if the
controller or processor has provided appropriate safeguards, and on condition
that enforceable data subject rights and effective legal remedies for data
subjects are available. The appropriate safeguards may be provided for,
without requiring any specific authorization from a supervisory authority, by:
(a) a legally binding and enforceable instrument between public authorities
or bodies;
(b) binding corporate rules in accordance with Article 47 [GDPR];
(c) standard data protection clauses adopted by the Commission in
accordance with the examination procedure referred to in Article 93(2)
[GDPR];
(d) standard data protection clauses adopted by a supervisory authority and
approved by the Commission pursuant to the examination procedure
referred to in Article 93(2) [GDPR];
(e) an approved code of conduct pursuant to Article 40 [GDPR] together
with binding and enforceable commitments of the controller or processor
in the third country to apply the appropriate safeguards, including as
regards data subjects' rights; or
(f)

an approved certification mechanism pursuant to Article 42 [GDPR]
together with binding and enforceable commitments of the controller or
processor in the third country to apply the appropriate safeguards,
including as regards data subjects' rights).

Retention and erasure (the data controller must define a reasonable retention
period for data collected and predefine a period of inactivity after which the
account will be treated as expired).
Internet traffic data related to subscribers and users that are processed and
stored by the provider of a public communications network or publicly
available electronic communications service must be erased or made
anonymous when no longer needed for the purpose of the transmission of a
communication.
Special categories of data (revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade-union membership, and data
concerning health or sex life) must be processed only under certain
circumstances (e.g. processing relates to personal data which are manifestly
made public by the data subject and/or processing is necessary for the
establishment, exercise or defence of legal claims or whenever courts are
acting in their judicial capacity).

Data processing

Normally, the process of special categories of data is forbidden, but it is
possible if the data subject has given his/her explicit consent or if processing
is necessary for the purposes of carrying out the obligations and specific rights

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

51/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

of the controller in the field of employment,. social security and social
protection law; or when processing is necessary to protect the vital interests
of the data subject or of another person where the data subject is physically
or legally incapable of giving his consent; or when processing is carried out in
the course of its legitimate activities with appropriate guarantees by a
foundation, association or any other non-profit-seeking body with a political,
philosophical, religious or trade-union aim and on condition that the
processing relates solely to the members of the body or to persons who have
regular contact with it in connection with its purposes and that the data are
not disclosed to a third party without the consent of the data subjects; or
when the processing relates to data which are manifestly made public by the
data subject or is necessary for the establishment, exercise or defense of legal
claims;
or when the processing is necessary for reasons of substantial public interest,
on the basis of the European Union or Member State law or for the purposes
of preventive or occupational medicine, for the assessment of the working
capacity of the employee, medical diagnosis, the provision of health or social
care or treatment or the management of health or social care systems and
services on the basis of the European Union or Member State law; or
processing is necessary for reasons of public interest in the area of public
health, such as protecting against serious cross-border threats to health or
ensuring high standards of quality and safety of health care and of medicinal
products or medical devices, on the basis of the European Union or
Member State law and for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes.
Traffic data relating to subscribers and users processed and stored by the
provider of a public communications network or publicly available electronic
communications service must be erased or made anonymous when it is no
longer needed for the purpose of the transmission of a communication.
Traffic data necessary for the purposes of subscriber billing and
interconnection payments may be processed only up to the end of the period
during which the bill may lawfully be challenged or payment pursued.
For the purpose of marketing electronic communication services or for the
provision of value added services, traffic data can be processed only if the
subscriber or user to whom the data relate has given his/her consent (which
can be withdrawn at any time).
Security of the processing must be ensured by the data controller with
appropriate technical and organizational measures (e.g. pseudonymization
and encryption) to protect personal data against accidental or unlawful
destruction or accidental loss, alteration, unauthorized disclosure or access, in
particular where the processing involves the transmission of data over a
network, and against all other unlawful forms of processing.
Where a type of processing in particular using new technologies, and taking
into account the nature, scope, context and purposes of the processing, is
likely to result in a high risk to the rights and freedoms of natural persons, the
controller shall, prior to the processing, carry out an assessment of the impact
of the envisaged processing operations on the protection of personal data.
The data protection impact assessment (DPIA) shall in particular be required
in the case of: (a) a systematic and extensive evaluation of personal aspects
relating to natural persons which is based on automated processing, including
profiling, and upon which decisions are based that produce legal effects
concerning the natural person or similarly significantly affect the natural
person; (b) processing on a large scale of special categories of data referred to
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in Article 9(1), or of personal data relating to criminal convictions and
offences referred to in Article 10, or; (c) a systematic monitoring of a publicly
accessible area on a large scale.
Cloud services implicate that the controllership of data processing belongs to
the client, whereas the cloud service provider is usually the data processor.
So, the client is responsible and subject to all the legal duties provided for by
52
Directive 95/46/EC. However, Regulation 679/2016 introduces specific
obligations for data processors which have the result of making the latter
directly accountable towards data subjects and Data Protection Authorities
(DPAs). For example, any person “who has suffered material or immaterial
damage” as a result of an infringement of the Regulation shall have the right
to claim compensation from the controller or the processor for any damage
suffered. Individuals may only claim damages from the processor where it has
not complied with obligations under the Regulation “specifically directed to
processors or acted outside or contrary to lawful instructions of the
controller”.

Table 1: Synthetic List of Obligations

52

See: http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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5.2.1.1 End-user perspective
Starting from the previous categorization, it is possible to “gather” the different obligations in another list that
refers to the end-user perspective, only considering those kinds of obligations that have an effective impact on
his/her privacy risk level evaluation.
Those obligations can be divided into three different categories:
1.
2.

3.

The end-user awareness, which includes all the information that must be given to users before the data
collection, including his/her prior consent, if provided for by law.
The end-users’ rights, because the data subject has not only the right to be informed but also to access
to his/her personal data and see his/her data rectified, blocked and erased, so as to guarantee his/her
full control on them, eventually objecting to his/her personal data processing.
The processing operations, which refer to the definition of purposes and the operations of
minimizations. Minors of age protection and data transfer to third parties fall within this perspective.

Following this sub-categorization, the Table 1 – Synthetic List of Obligation can be reshaped as follows:
Information to be given to the user
Prior consent for:





marketing purposes;
disclosure to third parties;
geolocation;
profiling (it may include data such as contacts, browsing history,
duration of navigation, frequency of certain queries etc., and be
performed through cookies);

or for special categories of data, revealing:
End user information
awareness








racial or ethnic origin;
political opinions;
religious or philosophical beliefs;
trade-union membership;
data concerning health;
data concerning sex life;

or for processing about:





contacts;
calendar;
social networks credentials;
biometrics.

Right of access.
Right to have his/her personal data rectified, blocked or erased.
End-user’s right

Right to object.
Right to be forgotten.
Right to data portability, if applicable.
Right not to be subject to a decision based solely on automated processing,
including profiling, if applicable.

Data collection

Purposes limitation.
Data minimization.
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Transfer to third countries.
Avoidance of minors’ data collection.

Table 2: Obligations: end-user’s perspective

5.2.1.2 SMEs perspective
In terms of data protection, the enterprise must ensure that all the data are processed lawfully. In this sense,
compared to the list of relevant obligations identified from the end-user perspective, the list provided for the
SMEs’ auto-evaluation has to be implemented with further aspects, concerning the data management and all
the operations carried out since the moment of data collection, including those technical aspects, such as the
use of anonymization/pseudonymization techniques or adoption of different security measures, that the enduser may not know.
Maintaining the categorization identified in the previous paragraph, it is possible to readapt this approach so as
to examine the enterprise’s internal adjustment realized to be compliant with the dispositions provided for by
law:
1.

2.
3.

-

-

The end-user awareness, which refers to all the information that must be given to users before the data
collection and this information that are ancillaries but can further clarify the processing operations to
the user. It analyses also the source of the collection (the data subject itself or other sources), including
the aspect of the prior consent, if provided for by law, focusing on the mechanism of consent
withdrawal and its consequences.
The end-users’ rights, so as to understand if the data controller provide the user with means that allow
him/her to exercise his/her rights.
The data management, which refers to collection, recording, organization, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure and destruction.
This all-encompassing section permits to identify which kind of personal data are processed and if the
data controller follows the data minimization principle, eventually processing the data for additional
purposes that are incompatible with the original aim of the processing. Moreover, it refers to the
presence (or absence) of a data processor acting on behalf of the controller and all the security
measures provided since the collection to the storage (and erasure), especially in case of data breaches,
also considering the presence of a Data Protection Officer (DPO) and the measures adopted in order to
avoid minors’ data collection.
The relationship with the data protection authority must be examined too, considering the mechanisms
of prior checking and notification provided for by law in certain cases of data processing.
So as to complete the analysis, it is useful to know if there is a data disclosure to third parties or transfer
outside the EEA or if the data controller uses cloud services processing data in cloud systems and where
are located the servers.
Information to be given to the user
Additional information provided with the notice.
Sources of the collection.

End-user
information
awareness

Prior consent for:





marketing purposes;
disclosure to third parties;
geolocation;
profiling (it may include data such as contacts, browsing history, duration of
navigation, frequency of certain queries etc., and be performed through cookies);
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or for special categories of data, revealing:







racial or ethnic origin;
political opinions;
religious or philosophical beliefs;
trade-union membership;
data concerning health;
data concerning sex life;

or for processing about:





contacts;
calendar;
social networks credentials;
biometrics.

Right of access.
Right to have his/her personal data rectified, blocked or erased.
Right to object.
End-user’s right

Right to be forgotten.
Right not to be subject to a decision based solely on automated processing, including
profiling, if applicable.
Right to data limitation and data portability, if applicable.
Personal data processing (kind of data processed).
Purposes limitation and compatibility of new purposes with the original aim of the
processing.
Data minimization and adoption of anonymization or pseudonymization techniques.
Data control (presence of a data processor acting on behalf of the controller, joint
controllership, designation of a DPO).
Data protection impact assessment.

Data
management

Records of processing activities.
Security measures (pseudonymization, encryption, back-ups, authentication and
authorization systems).
Avoidance of minors’ data collection.
Data retention and erasure.
Data disclosure to third parties.
Transfer to third countries or international organizations.
Cloud services.

Table 3: Obligations: SMEs’ perspective
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6

Technical Risks to be addressed by the Methodology

This section describes the technical risks that are to be addressed by the UPRAAT methodology and that have
been identified in the technical risk analysis in Task 2.2. We concentrate on risks related to privacy and
personal data protection breach in web applications, smartphone apps, and smart cities.

6.1 Identified Technical Risks
In T2.2, three major categories of privacy risks for users have been identified: tracking, profiling and leakage of
personal data.

6.1.1

Tracking of users

In general, the goal of user tracking is to “link” to the user multiple actions of the user. For example, by tracking
the web browsing history of a user, a third party is able to deduce habits and interests of a user that may be
exploited, e.g., for advertisement purposes. Technically, we differentiate between two types of tracking
techniques, that is: simple and advanced techniques.
Simple techniques either observe attributes that are accessible by everyone, e.g., the IP address of a user, or
attributes that are accessible by the providers of the web services, e.g., user IDs, or other user behavior specific
stored information on the client side in the form of cookies. A cookie is a little text file composed of
alphanumeric characters, which is created on user’s computer when his browser accesses a website that uses
cookies. The files are used to help the user’s browser navigate the website and fully use all its features like
logins, preferences, language settings, themes, and other useful features. The cookie is used solely to help a
user’s browser navigate in a website and it does not collect any information from his computer or his files.
Besides these regularly employed cookies, there exist advanced methods that prevent users from avoiding the
use of cookies. For example, a zombie cookie is a HTTP cookie that is recreated after deletion.
Advanced techniques explicitly strive to track users that are trying to avoid being tracked. Typically, these
techniques apply methods such as fingerprinting that are difficult or even impossible to detect. Web browser
fingerprinting is an emerging method, which has recently gained a remarkable amount of interest. Here the
objective is to uniquely identify a web browser installation in order to track the user who is using it. To do this,
the method can try to extract distinctive characteristics such as the set of installed plugins. More sophisticated
approaches of browser fingerprinting create an image that is invisible to the user but the rendering process of
this image in the browser canvas reveals unique patterns of the particular browser instance. This method is
therefore referred to as “canvas”.
Fingerprinting and several recent research works focused on improving this technique. Other fingerprinting
techniques aim to extract unique characteristics of the device that executes the browser, i.e., the user’s
computer, laptop or smart-phone. One of these characteristics is the clock skew. This is the minuscule yet
observable inaccuracy that each crystal-oscillator-driven clock exhibits due to tiny deviations in the
manufacturing process. Although this method, alone, has been shown to not uniquely identify a device it,
nevertheless, can pose a risk for the user when combined with other techniques.
Since Privacy Flag is not limited to browsing using a web browser or a smartphone but also to IoT deployments,
another possibility of user tracking that has to be taken into account as a technical risk is the physical
observation. Here, installed cameras and microphones can be (mis-)used in order to track individuals. New
camera technologies and face recognition algorithms are being used for non-security context and creating
facial databases for marketing purposes. The wireless interconnection of the devices can be used for
identification of these devices through fingerprinting. Also speech recognition usage in many mobile
applications has led to the creation of huge databases of speech samples with the potential of identifying
individuals and increase privacy risks.
Additionally, the location of users can be revealed and tracked using GeoIP, i.e., the coarse positioning
information of a user’s IP address that can be matched against a publicly available database or by applying
smartphone fingerprinting methods along with GPS information. Since it is easy for a user to verify whether a
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Webbrowser
fingerprinting
Device
Fingerprinting
Physical
observation
Geolocation
Leakage
Indirect location
data leakage

Yes

Yes

X

X

6

No

Maybe

X

X

8

No

Maybe

X

X

8

No

No

X

X

X

4

Maybe

Maybe

X

X

9

No

Yes

X

X

6

No

No

X

X

(1..9)
1

X

Smart City

Smartphone

Advanced
Cookies

Textfile created on the user’s computer
Special cookie mechanisms that are,
e.g., automatically recreated after
deletion,
such
as
Zombie
cookies,Evercookies, Flash Cookies
Creation of a unique fingerprint of a
webbrowser installation
Identification of characteristics specific
to a unique physical device
Tracking
by
use
of
cameras,
microphones, or other surveillance
techniques
Using the device’s geolocation API to
reveal a user’s location
Aggregating indirect location data, when
the user uses NFC-enabled devices to
buy a bus ticket or usesasmart city’s
parking system

Website

Cookies

Detectable
by technical
means

Description

Threat
level

Risk

Detectable
by user

smart-phone application uses the built-in positioning information of the mobile operating system only for
internal purposes or intentionally or unintentionally leaks this information to a third party, this can pose a
significant risk for the user. In general, the Geolocation API is used to retrieve the geographic location of a
hosting device. In almost all cases, this information also discloses the location of the user of the device, thereby
potentially compromising the user’s privacy. A conforming implementation of this specification must provide a
mechanism that protects the user’s privacy and this mechanism should ensure that no location information is
made available through this API without the user’s express permission. Another way of revealing a user’s
location is by swiping an NFC-enabled smart phone to get a bus ticket or using the cities’ smart parking system.
This could leave data trails, which in turn can allow the tracking of user’s location and activity. It is therefore
evident that data collection has become more passive and intrusive that the user may be less aware of him/her
being tracked and subsequently ignore the risks.

Table 4: Means for user tracking as technical risk to Privacy Flag Users

6.1.2

Profiling of users

The goal of profiling techniques is to maximize knowledge about an entity (e.g., a user) through aggregation of
attributes. By linking different identities known to belong to a single user the knowledge is extended. If for
example, someone is able to link the user accounts of a user in Facebook and ResearchGate, private
information (such as the relation to friends) and professional information (such as scientific publications) may
be successfully linked to a user to create an improved user profile user. These techniques may further be
extended by performing advanced data mining techniques in order to extrapolate newly accumulated
knowledge. Moreover, the booming of IoT technologies provides more resources for data collection and
information gathering from previously inaccessible parts of people’s private lives. Since these are typically
performed on the server side, these methods are by design not detectable by users or client software. Thus,
the technical risk is very difficult to assess.

Deliverable D2.3: “PRAAMs and in-depth risk analysis modelling report”

58/88

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

6.1.3

Personal data leakage

The, by far, most significant technical risk for users is the leakage of any kind of personal or sensitive data to a
third party. The most basic and, yet, most dangerous risk for a user is the absence of end-to-end (E2E)
encryption on the communication channel. In this case, any adversary that is able to eavesdrop on the user’s
communications traffic is able to extract, virtually, unlimited information (including passwords, payment
information, and sensitive data) without requiring any significant effort. Although this risk is easy to mitigate,
53
many popular systems have been vulnerable for long to this threat, e.g., Whatsapp .
54

With Transport Layer Security (TLS), a very strong end-to-end encryption framework is available. The
efficiency however, strongly depends on an appropriate use and configuration. Transport Layer Security and its
55
predecessor, Secure Sockets Layer (SSL) are standard security technologies for establishing an encrypted link
between a server and a client—typically a web server (website) and a browser; or a mail server and a mail
client. Any web page that requires sensitive information such as credit card numbers, social security numbers,
and login credentials must be transmitted using SSL/TLS to prevent an attacker from submitting an imitation
page that does not use SSL/TLS.
An application relying on SSL/TLS to ensure authenticity, confidentiality and integrity of data transmissions
could be vulnerable to compromise if it fails to choose sufficiently strong cryptographic algorithms. The
strength of the protection mechanism is determined by the authentication, encryption, and hashing algorithms,
collectively known as a cipher suite, chosen for the transmission of sensitive information over the TLS/SSL
channel. Hence, the basic risk for users in the case of TLS is the deployment of not sufficiently strong
56
encryption standards (such as RC4 ) or other obsolete cipher suites.
Users are often not able to verify whether proper end-to-end encryption is activated during a communication
session simply due to lack of appropriate technical knowledge. Hence, users are often unaware of a potential
risk that leads to leakage of private information. If users are equipped either with appropriate knowledge or
with good technical tools, the verification of whether the deployed security mechanisms provide secure
encryption can be feasible.
However, even for highly skilled and careful users, still a technical risk can arise from advanced methods such
as man-in-the-middle (“MITM” or “MIM”) attacks. A MITM attack aims at circumventing mutual authentication
by relaying (and possibly altering) messages exchanged, for example between a browser and a web server. This
is a particularly severe attack in open (Wi-Fi) networks, where it is easy for an adversary to interfere with the
connection of a user. If the attacker is successful, he is able to read, intercept and manipulate all data
exchanged. Hence, this imposes a significant technical risk. Circumvention of this threat is possible by using
strong mutual authentication techniques based on a trusted Certification Authority (CA). Again, the user needs
to be aware of the technical implications, i.e., he must be aware that there is a certificate to be checked and
validated or to be assisted by technical tools for this task.
Another risk to be taken into account by users is the lack of transparency of the storage methods deployed by
service providers (SPs). Even if the communication between user and service is encrypted and secured by all
available means, a risk exists, if for example data is stored without appropriate security. Additionally, the
provider’s systems may be vulnerable to security flaws and thus enable data to be leaked and stolen by third
parties imposing a severe privacy risk for users, as several privacy violation incidents suggest.
A severe problem can arise when technologies and techniques are applied that are not well-thought and
understood. In this case, it is impossible to foresee the long-term consequences of deploying them. Therefore,
the risk of using novel techniques that are not state-of-the-art (SOTA) and, still, untested should be weighted.
Furthermore, a novel threat appeared that has long been neglected as it seemed to be only of academic
interest for a long time. This threat is called traffic analysis and it constitutes the risk of passive information
leakage. The idea of traffic analysis is to infer information about the content of an encrypted transmission
without being able to break the cryptographic primitives applied. Therefore, this threat assumes a rather weak
adversary model that passively eavesdrops traffic. Then, by identifying patterns in the communication traces,
53
54
55
56

For more information, see: https://web.whatsapp.com/
For more related information see, for example: https://en.wikipedia.org/wiki/Transport_Layer_Security
See: https://web.archive.org/web/19970614020952/http://home.netscape.com/newsref/std/SSL.html
See, for example: https://en.wikipedia.org/wiki/RC4
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the attacker tries to infer information about the content. An example of traffic analysis is website
fingerprinting. Here, the adversary aims to identify which website a user is retrieving via an encrypted channel
such as a virtual private network (VPN). This attack has shown to be feasible in reality and was already
57
successfully mounted on state-of-the-art anonymization technologies such as Tor (The Onior Router). Another
example is eavesdropping the traffic of sensors in smart homes or Internet-of-Things’ deployments by, e.g.,
observing the wireless traffic. In this example, the pure presence or absence of traffic can already reveal
significant information (e.g., whether a particular individual is currently at home or not). Therefore, the field of
traffic analysis constitutes a significant risk to users’ privacy.
Moving deeper into the Internet-of-Things, we can see that new threats have made their appearance and
caution should be taken by the users in order to protect their private data from unauthorized entities. A serious
threat is the so-called “lifecycle transitions”, where the risk to privacy arises when a device or service discloses
private information during changes of control spheres in their lifecycle. The information collected and stored to
a device can pose a threat to privacy when the owner changes and the data remains in memory or the data is
not wiped out. This risk is increasing in severity as the devices become even “smarter” and maintain logs of
their usage, which in turn could disclose much information about an individual’s lifestyle.
Another possible threat is the unauthorized collection of information about the existence and characteristics of
personal things, which can be described as an inventory attack. The connectivity over the Internet that IoT
technologies offer and their remote control could lead to exploitation from non-legitimate parties in order to
compile a list of things, e.g. household and factory equipment. On the other hand, although the smart things
can distinguish legitimate users from illegitimate, a fingerprint of their type and model could be found by the
attacker looking at their reaction times and communication speeds.
Moreover, privacy-violating interactions and information presentation can convey sensitive information
through a public medium, disclosing it to unauthorized third-parties. For example, when someone is interacting
with a smart thing (buttons, touch displays, web interfaces) using movement, touch and speaking this
interaction and presentation are inherently public and people in the vicinity can observe them. Another
example is in smart cities when a person asks sensitive information and it is displayed on a public display, which
is visible to any passers-by.
Finally, a risk worth to be mentioned is linkage. Linkage refers to the threat which arises when a link among
different systems is made which along with a combination of their data sources reveals information (truthful or
erroneous) that the subject did not disclose to these previously isolated sources and he did not want them to
be revealed. For example, if existing meta-data (MD) or database leaks enable people to link the
pseudonymized contributions of a disease message board to a user’s Facebook profile. Another privacy
violation is bypassing privacy protection mechanisms, during the combination of data sources, which lead to
unauthorized access and leaks. Also the risk of re-identification of anonymized data increases, even if the
sources are working on anonymous data only.
We summarize the technical risks in terms of data leakage in Table 2.2.

57

For more detailed information see, for example: https://en.wikipedia.org/wiki/Tor_(anonymity_network)
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Website

Smartphone

Smart City

9

Yes

Yes

X

X

X

8

No

Yes

X

X

X

Circumvention of mutual authentication
between client and server by an attacker

8

Maybe

Yes

X

X

Data stored within a third-party-service
may be leaked because the user has no
control over storage security

8

No

No

X

X

X

The backend (e.g., data storage
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methods) deployed by a service provider
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may be susceptible to security
service backend
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6

No

No

X

X

X

Traffic analysis

Information is leaked and exploited
through passive eavesdropping and
analysis of encrypted transmission

5

No

No

X

X

X

DNS request
leakage

Secure DNS is not used and DNS
request are visible to everyone

8
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X

X

X
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Missing End-toend encryption
Use of unsecure
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cypher suites

The traffic is transmitted without being
encrypted
The traffic is encrypted, but the
encryption methods have known
vulnerabilities

Man-in-themiddle attacks
Missing
transparency of
service storage
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Threat
level
(1..9)

Detectable by
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Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) – Grant Agreement (GA) No.653426

Table 5: Technical risks in terms of data leakage
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7 UPRAAM Model
7.1 Initial Model
The UPRAAM model and methodology intends to be as comprehensive as possible, while remaining user
friendly and accessible to non-specialists. It covers the most relevant points of control, including:
-

Legal Points of Control extracted from the synthetic list of personal data protection and privacy
obligations;

-

Technical Points of Control extracted from the list of technology-related risks.

The initial Privacy Risk Area Assessment Tool (PRAAT) [ART-1, ART-2, ART-3] was designed for the EAR-IT
project [EAR-IT] to specifically address the privacy risks related to audio monitoring. The PRAAT model,
illustrated in the following figure, relied on several steps:
-

A preliminary check (A) to determine if personal data were at stake. According to this inputs provided by
the user, it could either lead to a Privacy Safe Area assessment check, or to a complementary check (B).

-

The Complementary Check (B) enabled to refine the evaluation. According to the inputs provided, the
situation could be assessed either in Privacy Safe Area or in a Privacy Risk Area.

-

In case of Privacy Risk Area, the system helped identifying the risks to be addressed and potential
mitigation measures to be implemented (C) that could pave the way to a new test cycle.

Figure 6: Initial PRAAT model
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7.2 Structural Adaptation
A key ambition of Privacy Flag was to “transform” this application specific model into a more generic and
universal methodology, able to address the various categories of objects to be assessed. A key requirement
was to maintain the process as simple as possible.
After analysing several options, we reached to a comprehensive generic and universal privacy risk assessment
model. This led us to adapt the initial PRAAT model into a UPRAAM initial model as illustrated in the figure
below.

Figure 7: UPRAAM overall model
This first adaptation towards the UPRAAM model presents two major differences:
-

A preliminary step has been included, named “UPRAAM Profile Selection”, which enables to preselect
and filter questions according to a category of objects. This is due to the fact that different objects
correspond to different profiles of risks. For instance, the presence of cookies is a risk to be considered
for a website, but not for an IoT deployment. This preliminary step enables to better target the
questions and avoid the unnecessary ones.

-

A set of contextual complementary checks has been added, enabling to perform optional checks
according to the information provided during the process. This model enables also the possibility to
propose additional questions for the in-depth analysis.
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7.3 Refined UPRAAM Model for Crowd-driven Evaluation
The UPRAAM Design Process led us to identify and extract the required questions to be answered. Analysing
and clustering the questions in a logical order led us to revise and refine the UPRAAM Model, from a user
perspective, as indicated below:
1.

2.

Category selection: A first step consists in selecting the category of object to be assessed. In Privacy Flag,
we propose the three targeted options:
a.

Websites evaluation;

b.

smartphone applications evaluation, and;

c.

IoT deployments evaluation.

Object description: The user is invited to provide information on the object to be assessed, such as
name, version, short description, company, URL, etc.
Then, two threads are followed in parallel:
A. Automated tests (step 3)
B. User driven evaluation (step 4 and subsequent)

3.

Remote tests: A set of remote test can be automated by Privacy Flag server, enabling for instance to
identify cookies, check if SDNS is enabled, etc.

4.

Data profile: The end user is invited to identify the categories of personal data that are collected by the
service or application to be assessed. If no personal data is collected, the evaluation leads to a privacy
safe area situation. Otherwise, the process continues with the next step.

5.

Core questions: A set of core questions are submitted to the user in order to assess various dimensions
of privacy risk and legal compliance.

6.

Contextual questions: Additional contextual questions are submitted to the user according to the
previous inputs provided by him.

7.

UPRAAM automated result: Finally, once all the questions have been answered, the system provides an
evaluation of the level of privacy risk.

Figure 8: UPRAAM crowd-driven evaluation methodology
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8 UPRAAM Instantiation for Privacy Flag Crowdsourcing Platform
In the following section we present the UPRAAM Methodology instantiations for the three targeted categories
of objects:
a.

Websites evaluation;

b.

smart-phone applications evaluation, and;

c.

IoT deployments evaluation.

8.1 UPRAAM Specification Table Structure
Each phase of the UPRAAM is specified in a table with the following fields:
-

ID: used to allocate an identifier to the question.

-

Trigger: indicates if the question is contextual and triggered by another question result.

-

Question: the question itself.

-

Criticality: The level of critically of this question for personal data protection as defined in the European
General Data Protection Regulation:
3 = fundamental requirement;
2 = important requirement;
1 = minor requirement;
0 = not a formal requirement.

-

Source: Specifies if the data input comes from:
“U” for the user;
“T” for a tool;
“S” for the system.

-

Input: It specifies the kind of input collected: Y/N for yes or no (or don’t know); Text; List; File.

-

Y: It indicates a value associated to a positive (Yes) answer in terms of potential risk for personal data
protection:
3 = major impact;
2 = substantial impact;
1 = minor impact;
0 = no significant impact.

-

N: It indicates a value associated to a negative (No) answer.

-

Object: It indicates for what object the question is relevant:
“Web” for websites;
“App” for smart-phone application;
“IoT” for IoT deployment.

Object

Figure 9: UPRAAM specification table header
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The following figure presents the table header:
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Some questions require a human answer, while other questions can or could be answered by an automated
tool.
In order to distinguish the two categories of questions, the ones that can or could be answered by a tool are
indicated in blue fonts.
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8.2 Category Selection
The first phase of UPRAAM methodology intends to clarify the category of privacy risk evaluation. It clarifies
two initial questions:
-

Who is performing the evaluation: is it an individual or a company itself?
What is the object to be evaluated?

The following drawing represents the initial decision tree for the three initial UPRAAM instantiations.

Figure 10: UPRAAM category selection tree
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The following table specifies the Category Selection questions:

A - CATEGORIE
A1
A1.1

Subject
Are you an individual or a legal entity?

A2
A2.1
A2.2

Object: Target of Evaluation
Do you want to analyse a website?
Do you want to analyse a smart phone
application?
Do you want to analyse an IoT deployment?

A2.3

* U List

* U List
* U List

X
X

* U List

X

Table 6: Category Selection
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8.3 Object Profiling
This section gathers the questions enabling the profiling of the object to be evaluated. It encompasses:
Object description.
Personal data collection profile.
Purpose and exploitation scope.

-

These three sets of information enables to dynamically adapt the following questions submitted to the end
user.

8.3.1

Object Description

These questions intend to clearly identify and describe the object to be evaluated.

A3
A3.1
A3.2

Object description
Category provided by A2
Name of the service, application or
deployment to be assessed:
A3.3
Version:
A3.4
Short description:
A3.5
What is the name of the legal owner of the
evaluated object:
A3.6
URL:
A3.7
Automated Evaluation ID
A3.8
Automated User ID
A3.9
Automated date of evaluation start
A3.10
Automated date of evaluation completed

Y N

Object

Web
App
IoT

Question

Input

r
ge
ir g
T

Source

ID

Criticali

Some fields are also provided by the system for data management purpose.

* S Text
* U Text

X X X

* U Text
* U Text
* U Text

X
X X X

*
*
*
*

U
S
S
S
S

Text
Text
Text
Text
Text

X X X

X X X
X
X
X
X
X

X
X
X
X

Table 7: Object to be evaluated
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8.3.2

Personal Data Collection Profile

This subset of question is critical, as it will directly impact the evaluation process. If not any personal data is
identified at this stage, the evaluation will conclude that the object to be evaluated does not constitute a risk
for personal data protection, as no personal data are processed.

B1.1
B1.2
B1.3
B1.4
B1.5
B1.6
B1.7
B1.8

B1.9

Are the following categories of data
collected:

Personal data such as user name, address,
3
email?
Credit card number or financial transactions?
3
Data from the user contacts, calendar, or social
3
networks accounts?
Geolocation data (such as GPS indicating
3
where you are)?
Images, videos or pictures of people?
3
Audio recording?
3
Biometric identifier (such as fingerprints, iris
3
scan, voice scan, etc.) ?
Any "Special Categories of Data": data related
to health; sex life or sexual orientation;
religious, political or philosophical believes;
3
racial or ethnic origin; trade-union
membership?
Personal data related to other people than the
3
user himself?
Table 8: Personal data collection profile

Y N

Object
Web
App
IoT
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Input

r
ge
g
i
Tr

Source

ID

Criticali

The categories of data identified will trigger corresponding questions in the subsequent phases.

U Y/N 1 0 X X
U Y/N 2 0 X X
U Y/N 2 0

X

U Y/N 2 0 X X
U Y/N 2 0 X X X
U Y/N 2 0 X X X
U Y/N 2 0 X X X

U Y/N 3 0 X X

U Y/N 2 0 X X

If no personal data are collected, then the system is considered to be safe for personal data protection.
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8.3.3

Purpose and Exploitation Scope

C1.1
C1.2
C1.3
C1.4
C1.5

Are data likely to be disclosed or shared with
third parties?
Are data likely to be used for direct marketing
purpose (promotional SMS, emails, etc.)?
Are the users potentially subscribed to a
newsletter?
Is the system using cookies?
Are data likely to be transferred to any country
outside of European?

Y N

Object

Web
App
IoT

Question

Input

r
ge
ir g
T

Source

ID

Criticali

The purpose and exploitation scope is another critical aspect. It intends to collect information on the purpose
and exploitation scope as perceived by the user on the basis of the available information.

3 U Y/N 2

X X

3 U Y/N 2

X X

2 U Y/N 1

X X

3

X

S

Y/N 1

3 U Y/N 2

X X X

Table 9: Purpose and exploitation scope
In order to simplify the user experience, the question on cookies is expected to be solved by an automated
tool.
One of the questions to be tested and validated with the end-user is related to their capacity to get information
on:




Are data disclosed or shared with third parties?
Are data used for direct marketing purpose?
Are data transferred to any country outside of the European Union?

In order to test it, it is proposed to include these three questions, while making the answer optional.
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8.4 Conformance Checks
This section “gathers” the questions to check the conformance of the object to be evaluated with the General
Data Protection Regulation principles.
These questions are completed by the user on the basis of the available information.

8.4.1

User Information

D1.2
D1.2.1
D1.2.2
D1.2.3
D1.2.4 C1.4
D1.2.5
D1.3
D1.3.1
D1.3.2
D1.3.3
D1.3.4
D1.3.5
D1.4

Are the sensors and devices able to collect
personal data (video cameras, microphones,
etc.) clearly identifiable by the users?
Is there clear information on:
the purpose and scope for which the data are
collected?
who is collecting the data and how to contact
him?
the privacy policy?
the cookies policy?
the period (or criteria) for which the personal
data will be stored?
Is there a clear information on users rights,
including:
the right to access and rectify personal data?
the right to object to the processing of one's
own data?
the right to lodge a complaint with a
supervisory authority?
the right to data portability (data transfer to
other service providers)?
the right to withdraw consent at any time?
If the application or service is designed to
address users with different languages, is the
information on privacy provided in these
various languages?

2 U Y/N

2

3 U Y/N

3 X X X

3 U Y/N

3 X X X

3 U Y/N
3 U Y/N

3 X X X
3 X

2 U Y/N

2 X X X
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IoT
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D1.1

Y N
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This subset of questions intends to check if the user is properly informed on the personal data management
and his rights, and appears to be conformant to the General Data Protection Regulation.

X

X X X
3 U Y/N

3 X X

3 U Y/N

3 X X

3 U Y/N

3 X X

3 U Y/N

3 X X

3 U Y/N

3 X X

2 U Y/N

2 X X

Table 10: User information
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8.4.2

Prior Informed Consent

D2.1
D2.1.1
D2.1.2
D2.1.3
D2.1.4
D2.1.5
D2.1.6
D2.1.7
D2.1.8
D2.2

Are the users requested to provide their
consent before:
Accessing to their contacts, calendar, social
B1.3
networks accounts?
B1.4
Collecting geolocation data?
B1.7
Collecting biometric data?
B1.8
Collecting Special Categories of Data?
C1.3
Being subscribed to a newsletter?
C1.1
Disclosing their data to third parties?
C1.2
Using their data for profiling or direct
marketing?
C1.4
Using cookies on their terminal?
D2.1 - Can the user easily opt out of the above
D2.8 mentioned consents?

Y N
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This subset of questions intends to check if the principle of prior informed consent appears to be properly
implemented in conformity with the General Data Protection Regulation.

3

X X X

3 U Y/N

3 X X

3
3
3
3
3

3
3
3
3
3

U
U
U
U
U

Y/N
Y/N
Y/N
Y/N
Y/N

X
X
X
X
X

X X
X X
X X
X
X

3 U Y/N

3 X X

3 U Y/N

3 X

3 U Y/N

3 X X X

Table 11: Prior informed consent
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8.4.3

Data Collection

D5.1

Does the data collection comply with the
principle of data minimisation, by collecting
only those data that are strictly necessary to
perform the desired functionality?
If minors of age under 16 years old are likely to
use the service or application, is there a
mechanism in place to control the age of the
user and to avoid minors of age from providing
personal data?
Are the information on personal data
collection and the warning written in a
language easily understandable by a minor of
Does the collection of personal data seem to
be legitimate, proportionate and consistent
with the proposed service or application?

D5.2

D5.3

D5.4

Y N

Object

Web
App
IoT

Input
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This subset of questions intends to check if the collection of data appears to be conform with the General Data
Protection Regulation.

3 U Y/N

3 X X X

3 U Y/N

3 X X X

3 U Y/N

3 X X X

3 U Y/N

3 X X X

Table 12: Data collection

8.4.4

Data Protection

D8.1
D8.2
D8.3

Is the user access to his data protected by
passwords?
Is there a minimum length mechanism for the
password to be at least 8 characters long?
Is there a mechanism to force the accredited
users to change their password at least every
six months?

Y N

Object

Web
App
IoT

Input

Source
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r

This subset of questions intends to check if the collected data are protected and appear to be conform with the
General Data Protection Regulation.

2 U Y/N 0 2 X X
2 U Y/N 0 2 X X
2 U Y/N 0 2 X X

Table 13: Compliance and data collection
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8.4.5

Third Countries

D10.1 C1.9

Are collected data likely to be tranferred to any
country that is not providing an EU-equivalent
level of protection for personal data?

U Y/N

Y N
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IoT
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This subset of questions intends to check if there any issue related to third countries transfer of data. It intends
to check if such transfer appears to be conformant to the General Data Protection Regulation.

X X

Table 14: Transfer of data
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8.5 Media Specific Checks
This section gathers complementary information on specific sorts of data, such as images, videos and audio
monitoring.

8.5.1

Images and Pictures

E3.1

B1.5

E3.2

B1.5

Is the granularity of the images sufficient to
differentiate and recognize individuals?
Are the users always aware where pictures or
images are collected?

Y N

Object

Web
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IoT

Question

Input
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Criticali

This subset of questions intends to check if there any issue related to images and pictures. It intends to check if
such data appear to be processed in conformity with the General Data Protection Regulation.

2 U Y/N

X X X

3 U Y/N

3 X X X

Table 15: Collection of images and pictures
If the question E3.1 is answered by "No", then the question E3.2 is skipped and set to 0.

E4.1

E4.2

B1.6

B1.6

E4.3 B1.6
E4.3.1 E4.3
E4.4 B1.6
E4.4.1 E4.4
E4.5

B1.6

Is the granularity of the video files/stream
sufficient to differentiate and recognize
individuals?
Are the users aware of where videos of them
are or can be recorded?
Is the video monitoring a public space?
Did the competent local or national authority
give its agreement?
Is the video monitoring a work area?
Are the employees aware of the video
monitoring?
Is the video monitoring private areas of other
people?

Y N
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8.5.2 Video Monitoring
This subset of questions intends to check if there any issue related to video monitoring. It intends to
check if such data appear to be processed in conformity with the General Data Protection Regulation.

2 U Y/N

X X X

3 U Y/N

3 X X X

U Y/N

X

3 U Y/N

3

X

U Y/N

X

3 U Y/N

3

X

3 U Y/N

3

X

Table 16: Video monitoring
If the question E4.1 is answered by "No", then all the following questions E4.* are skipped and set to
0.
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8.5.3

Audio Monitoring

E5.1

B1.7

E5.2

B1.7

E5.3

B1.7

E5.3.1 E5.3
E5.4

B1.7

E5.4.1 E5.4
E5.5

B1.7

Is the granularity of the audio stream sufficient
to recognize words and understand a
conversation?
Are the users aware where audio is or can be
recorded?
Is the audio monitoring performed in public
space?
Did the competent local or national authority
give its agreement?
Is the audio monitoring performed in work
area?
Are the employees aware of the audio
monitoring?
Is the audio monitoring encompassing other
peoples private areas?

Y N
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This subset of questions intends to check if there any issue related to audio monitoring. It intends to check if
such data appear to be processed in conformity with the General Data Protection Regulation.

2 U Y/N

X X X

3 U Y/N

3 X X X

U Y/N

X

3 U Y/N

3

X

U Y/N

X

3 U Y/N

3

X

3 U Y/N

3

X

Table 17: Audio monitoring

If the question E5.1 is answered by "No", then all the following questions E5.* are skipped and set to
0.
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8.6 Technical Checks
This section gathers complementary information to better assess the technical dimension of the object to be
evaluated. These inputs are in principle provided directly by automated tools.

8.6.1

Connectivity

This subset of questions intends to check the connectivity in order to assess if it complies with the requirement
to protect and secure data transfer and to check it appears to be conformant to the General Data Protection
Regulation. These inputs are expected to be provided by automated mechanisms and tools.

E1.2
E1.3
E1.4
E1.5
E1.6

E1.7
E1.8

E1.9
E1.10
E1.11
E1.12

Are the communications end-to-end
encrypted?
Is the web interface used for providing
personal HTTPS enabled by default?
What encryption algorithm is used?
Is backward compatibility with unsecure SSL or
TLS versions disabled?
What encryption key length is used?
Are reliable authentication mechanisms in
place to prevent man in the middle attacks
(MIM)?
Is SDNS enabled?
Is there any technology of fingerprinting that
can be used to identify differentiate individual
users?
Is the system processing GeoIP of users?
Is the solution and data base immune against
SQL injection attacks?
Is the solution and data base immune against
Cross-site scripting (XSS) attacks?
Is the solution and data base immune against
buffer overflow attacks?

3

T Y/N

3 X X

2

T Y/N

2 X

2

T Text

X X

2

T Y/N

X

2

T Text

X X

3

T Y/N

2 X X

2

T Y/N

2 X

2

T Y/N 2

2

T Y/N 2
X X
Y/N
T
2 X X
+Tex
Y/N
T
2 X X
+Tex
Y/N
T
2 X X
+Tex

2
2
2

Y N
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ID

Input

A key challenge will be to identify and integrate relevant open source tools to perform the following checks.
Alternatively, part of these checks can be performed manually by experts, but it is unlikely that non-specialist
will be able to answer these questions.

X X

Table 18: Connectivity
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8.6.2

Cookies

E2.1

C1.4

E2.2

C1.4

Y N

Extract the list of cookies : name, purpose,
Text
3 U
category
List
Is there any cookie used that remain after the
end of the session and cannot be easily
3 U Y/N 3
deactivated or deleted by the user (everlasting
cookies, zombie cookie, etc.)?

Object
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IoT

Input

Question

r
ge
ir g
T

Source

ID

Criticali

This subset of questions is focused on the cookies and is specifically related to websites.

X

X

Table 19: Cookies

8.6.3

List of identified tools

As explained in the previous sections, the end-user has only a partial access to the applications and services to
be tested. The same apply to the tools too, which will focus on the frontend interaction, and will renounce to
assess the backend. The following section lists a set of identified and potential tools to be considered for
extracting the relevant information for the evaluation:
E1 - Connectivity
E1.1 Are the communications end-to-end encrypted?
For the websites, it is proposed to extract information on the communication encryption from the browser, to
check is if the connection is TLS encrypted.
E1.2 Is the web interface used for providing personal HTTPS enabled by default?
In order to answer this question, it is proposed to use the information provided by the browser, and
alternatively to use the tool testssl.sh developed by Dirk Wetter and available on GITHUB:
https://github.com/drwetter/testssl.sh.git
E1.3 What encryption algorithm is used?
58
The same tool (testssl.sh ) can be used.
E1.4 Is backward compatibility with unsecure SSL or TLS versions disabled?
The same tool (testssl.sh) can be used.
E1.5 What encryption key length is used?
The same tool (testssl.sh) can be used.
E1.6 Are reliable authentication mechanisms in place to prevent man in the middle attacks (MIM)?
To prevent a man-in-the-middle attack, certificate pinning, public key pinning or HSTS (HTTP Strict Transport
59
Security ) should be deployed (cf. Privacy Flag D4.1). This can also be checked by testssl.sh.
E1.7 Is SDNS enabled?
60
61
62
If a given server supports DNSSEC can be checked with dig (from dns-utils ) or delv (from bind9 ). These
tools also verify the correctness of the signature chain.

58
59

See: https://testssl.sh/
Also see: https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
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E1.8 Is there any technology of fingerprinting that can be used to identify differentiate individual users?
Fingerprinting is done in a variety of ways. Since most fingerprinting algorithms make use of API calls that
regular websites do, it is hard to recognize them. Additionally, the API calls used for browser fingerprinting
change frequently, since browsers get new functionality and the tracking industry finds new ways to track the
users. However, there exist some API calls that are often used to fingerprint the user’s browser, e.g., HTML5
63 64
Canvas fingerprinting , .
65

HTML5 Canvas fingerprinting: This can be recognized by the Firefox add-on CanvasBlocker . It will display a
notification each time a website tries to make use of the canvas API.
E1.9 Is the system processing GeoIP of users?
66
It is impossible to check from the outside if a given server does a GeoIP lookup of the client’s IP address.
However, it can be assessed if the IP used by the device is a public address or if it is a local address behind a
NAT. If it is behind a NAT, the risk to be localized is lower, as the GeoIP result will refer to the NAT server and
not to the end-node (a rather unreliable and unprecise location).
E1.10 Is the solution and data base immune against SQL injection attacks?
It is difficult for an automated tool to check if a system is immune against SQL injection attacks. Once all
endpoints that process user-supplied input are enumerated, an automated tool can be used to fire a variety of
67
68
69
SQL injection patterns to the server. Tools that can be used for this task are OWASP SQLiX , sqlmap , SQL
70
71
Power Injector and Pangoline .
E1.11 Is the solution and data base immune against Cross-site scripting (XSS) attacks?
72
It is difficult for an automated tool to check if a system is immune against XSS attacks . There exist automated
tools that are able to find some XSS problems. Unfortunately, each web application makes use of a variety of
different server-side and client-side technologies that makes automated detection difficult. Good coverage
requires a combination of manual code review and penetration testing in addition to automated approaches.
73
74
Tools that can perform different tests and assist in manual assessment are e.g., Acunetix , Burp Suite and
75
Zed Attack Proxy (ZAP).
E1.12 Is the solution and data base immune against buffer overflow attacks?
The buffer overflow bug belongs to the class of memory corruption errors. It is difficult to verify if a solution is
immune against attacks that make use of memory corruption bugs, especially from the outside. If the source
76
code or binary of every application that processes user data is given, memory debuggers such as Valgrind ,
77
78
79
Insure++ and AddressSanitzer can assist in finding memory corruption bugs.

60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79

For more details see, for example: https://packages.debian.org/jessie/dnsutils
See: https://kb.isc.org/article/AA-01152/0/Eleven-twelve-dig-and-delv%3A-BIND-9.10.html
See, for example: http://www.linuxfromscratch.org/blfs/view/7.8/server/bind.html
See, for example: https://www.browserleaks.com/canvas
Also see: https://en.wikipedia.org/wiki/Canvas_fingerprinting
Also see: https://github.com/kkapsner/CanvasBlocker
More can be found, for example, at: http://geoiplookup.net/
See: http://searchsoftwarequality.techtarget.com/definition/OWASP
See, for example: https://www.owasp.org/index.php/Category:OWASP_SQLiX_Project
See: http://sqlmap.org/
For more details, see: http://www.sqlpowerinjector.com/tutorial.htm
See, for example: http://pangolin-free.soft32.com/
See, for example: http://www.acunetix.com/websitesecurity/cross-site-scripting/
See, for example: https://www.acunetix.com/
See, for example: https://en.wikipedia.org/wiki/Burp_suite
For more details see, for example: https://en.wikipedia.org/wiki/OWASP_ZAP
See: https://en.wikipedia.org/wiki/Valgrind
See: https://en.wikipedia.org/wiki/Insure%2B%2B
See, for example: https://github.com/google/sanitizers/wiki/AddressSanitizer
See, for example: https://en.wikipedia.org/wiki/Memory_corruption
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E2 - Cookies
E2.1 Extract the list of cookies: name, purpose, category
80
In Firefox, we can install add-on Firebug and add-on Firecookie . By visiting the page to be checked and
pressing F12, regular cookies from that page will be presented. The cookies extraction is recommended to be
part of the Privacy Flag website browser add-on and to be browser agnostic.
E2.2 Is there any cookie used that remain after the end of the session and cannot be easily deactivated or
deleted by the user (everlasting cookies, zombie cookie, etc.)?
If cookies persist after the end of the session can be verified by ending the session and performing the steps
81
written in E2.1 again. The Firefox extension BetterPrivacy is able to display zombie cookies.

80
81

See, for example: https://addons.mozilla.org/en-US/firefox/addon/firecookie/?src=ss
See: https://addons.mozilla.org/el/firefox/addon/betterprivacy/
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The following table provides an overview of envisaged tools to provide the evaluation process with
automatically retrieved information:

E1.1 Are the communications end-to-end
encrypted?
E1.2 Is the web interface used for
providing personal HTTPS enabled by
default?
E1.3 What encryption algorithm is used?
E1.4 Is backward compatibility with
unsecure SSL or TLS versions disabled?
E1.5 What encryption key length is used?
E1.6
Are
reliable
authentication
mechanisms in place to prevent man in
the middle attacks (MIM)?
E1.7 Is SDNS enabled?

Website

Apps

Browser info +
testssl.sh

testssl.sh

IoT

dig (from dnsutils) or delv
(from bind9)

E1.8 Is there any technology of
fingerprinting that can be used to identify Firefox add-on
CanvasBlocker
differentiate individual users?
E1.9 Is the system processing GeoIP of
users?
E1.10 Is the solution and data base OWASP SQLiX, sqlmap, SQL Power
immune against SQL injection attacks?
Injector and Pangoline
E1.11 Is the solution and data base Acunetix, Burp
immune against Cross-site scripting (XSS)
Suite and Zed
attacks?
Attack Proxy.
Valgrind, Insure++ and
E1.12 Is the solution and data base
immune against buffer overflow attacks?
AddressSanitzer
add-on Firebug
E2.1 Extract the list of cookies: name,
and add-on
purpose, category
Firecookie
E2.2 Is there any cookie used that remain
after the end of the session and cannot be Firefox extension
easily deactivated or deleted by the user
BetterPrivacy
(everlasting cookies, zombie cookie, etc.)?

Table 20: Tools
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8.7 UPRAAM Algorithm
As previously indicated, each answer can be associated to a value in terms of potential risk for the personal
data protection:
3
2
1
0

for major impact
for substantial impact
for minor impact
when there is no significant impact.

The evaluation will consider all the replies and consider the maximum values generated by the answers.
If all resulting values are set to 0, it will trigger a categorization of the object under evaluation in the category
of system or solutions considered as “Appear to be privacy friendly”.
Any reply that reaches to a value of 1 will trigger a categorization of the object under evaluation in the category
of system or solutions considered as “Rather privacy friendly with limited concerns in terms of personal data
protection”.
Any reply that reaches to a value of 2 will trigger a categorization of the object under evaluation in the category
of system or solutions considered as “Bearing a significant level of risks in terms of personal data protection”.
Any reply that reaches to a value of 3 will trigger a categorization of the object under evaluation in the category
of system or solutions considered as “Bearing a high level of risks in terms of personal data protection”.
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9 UPRAAM Extension Towards In-depth Evaluation
The following subsection 9.1.11 presents the proposed adaptation of the UPRAAM Model to support in-depth
evaluation.

9.1.1

In-depth Evaluation Perspective

On the contrary to the crowd-driven evaluation, in order to be trustable and meaningful, the In-depth
Evaluation requires a systematic and comprehensive risk analysis. It requires to access to all relevant
information, which are provided by the company or public administration.
Moreover, the In-depth Evaluation required to be aligned and conformant to ISO standards, implicitly adding a
complementary set of information and requirements. This aspect will be more specifically researched and
analysed by the dedicated task T6.4.
The following drawing illustrates the scope of In-depth analysis compared to the crowd-performed risk
analysis. As previously mentioned, the crowd has only a partial access to information. It can neither access the
company premises, nor get internal information. This limits the capacity of the crowd to assess the visible part
of the system, service or application under consideration. This is illustrated by the green delimited area.
The In-depth evaluation is expected to be performed by experts who are invited by the company itself to be
evaluated in order to get a detailed reporting on their level of risk in terms of personal data protection, and
eventually a labelling and/or certification. In this context, the company can be requested to provide all needed
information, under non-disclosure agreement, in order for the expert to perform his analysis. This is illustrated
by the red delimited area, which include not only the part exposed to the end-users, but also:
-

The network and connectivity with the central servers;
The servers and data storage systems;
The relation with the potential data processors subcontracted by the data controller.

Finally, the In-depth Evaluation requires being conformant to ISO standards and methodologies, as illustrated
by the blue delimited area.

Figure 11: In-depth evaluation scope
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9.1.2

Extended UPRAAM Model for In-depth Evaluation

The In-depth Evaluation also requires some adaptations to the UPRAAM process.
Here is the proposed adaptation of the UPRAAM process to be considered by task T6.4:
1.

2.

Category selection: A first step consists in selecting the category of object to be assessed. In Privacy Flag,
we propose the three targeted options:
a.

Websites evaluation;

b.

smart-phone applications evaluation, and;

c.

IoT deployments evaluation.

Object description: The company is invited to provide information on the object to be assessed, such as
name, version, short description, company, URL, etc. The list of questions is extended with more
detailed questions.
As for the standard UPRAAM, two threads are followed in parallel:
A.

Automated tests (step 3)

B.

User driven evaluation (step 4 and subsequent)

3.

Remote tests: A set of remote test can be automated by in-depth evaluation server, enabling for
instance to identify cookies, check if SDNS is enabled, etc.

4.

Data profile: The user is invited to identify the categories of personal data that are collected by the
service or application to be assessed. If no personal data is collected, the evaluation leads to a privacy
safe area situation. Otherwise, the process continues with the next step.

5.

Documentation: The company is requested to provide a list of documents that will be used by the expert
to assess the compliance with the personal data protection rules.

6.

Core questions: A set of core questions are submitted to the company in order to assess various
dimensions of privacy risk and legal compliance.

7.

Contextual questions: Additional contextual questions are submitted to the company according to the
previously provided inputs.

8.

The whole process is then checked by an independent expert who can also perform an onsite
inspection. Some specific complementary questions can also be addressed to the experts.

9.

UPRAAM automated result: Once all the questions have been answered and verification performed by
the expert, the system provides an evaluation of the level of privacy risk.

10. The report is then reviewed by a group of senior experts.
11. According to the report and assessment by the senior expert a certification and/or labelling can be
delivered.
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The following drawing illustrates the UPRAAM process extended towards In-depth Evaluation:

Figure 12: UPRAAM extension for in-depth evaluation
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10 Conclusions
Through the task T2.3, we have been able to research and sketch a more universal privacy risk area assessment
methodology: the Universal Privacy Risk Area Assessment Methodology (UPRAAM). The UPRAAM is designed
to precisely match the European and international norms and standards related to personal data protection
and privacy (as identified by T2.1) and the technical risks (as identified by T2.2), while providing a simple and
user friendly evaluation tool.
The UPRAAM has been developed on the basis of the outcomes of the tasks T2.1 and T2.2, which provided the
synthetic list of privacy-related risks to be taken into consideration in the privacy risk assessment process,
including both legal obligation and technical risks.
The task also leverages on the initial methodology developed by MI in the context of the European Research
82
project EAR-IT for assessing privacy risks related to audio monitoring. The task successfully managed to
extend the initial approach towards a domain-agnostic methodology encompassing diverse sorts of privacy
related risks, such as websites, smart phone applications and IoT deployments. It enables end users to identify,
assess, and mitigate such risks for their privacy.
The designed UPRAAM methodology evaluates the level of risk from different angles, including legal
compliance and technical risks. It addresses the three targeted domains of Privacy Flag project: websites,
smart-phones applications, smart cities IoT deployments.
The UPRAAM will be used as an outcome of this task to support WP3, WP4 and Task T6.4 to enable the
evaluation of privacy-related risks for websites, smartphones applications, and smart cities IoT deployments, as
well as for in-depth evaluation of privacy risks.
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See: https://ec.europa.eu/digital-single-market/en/news/ear-it-using-sound-picture-world-new-way
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