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Abstract 

Privacy Flag combines crowd sourcing, ICT technology and legal expertise to protect 

citizen privacy when visiting websites, using smart-phone applications, or living in a smart 

city. It will enable citizens to monitor and control their privacy with a user-friendly 

solution provided as a smart-phone application, a web browser add-on and a public 

website. It will:  

 

1. Develop a highly scalable privacy monitoring and protection solution with:   

-  Crowd sourcing mechanisms to identify, monitor and assess privacy-related risks; 

 -  Privacy monitoring agents to identify suspicious activities and application; 

 -  Universal Privacy Risk Area Assessment Tool and Methodology tailored on European 

norms on personal data protection; 

 -  Personal Data Valuation mechanism; 

 -  Privacy enablers against traffic monitoring and finger printing; 

 -  User friendly interface informing on the privacy risks when using an application or 

website.  

2. Develop a global knowledge database of identified privacy risks, together with online 

services to support companies and other stakeholders in becoming privacy-friendly, 

including: 

 -  In-depth privacy risk analytical tool and services; 

 -  Voluntary legally binding mechanism for companies located outside Europe to align 

with and abide to European standards in terms of personal data protection;  

-  Services for companies interested in being privacy friendly; 

 -  Labelling and certification process.  

3. Collaborate with standardization bodies and actively disseminate towards the public 

and specialized communities, such as ICT lawyers, policy makers and academics.  Eleven  

(-11-) European partners, including SMEs and a large telco operator (OTE), bring their 

complementary technical, legal, societal and business expertise; Privacy Flag intends to 

establish strong links with standardization bodies and international fora and it also 

intends to assess and incorporate outcomes from over 20 related research projects. It will 

build and ensure long term sustainability and growth. 
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Executive Summary 
 

The present document covers important elements on the development of T3.4 όάVoluntary 

Compliance Commitment toolέ). 

T3.4 focuses upon enabling any company or public administration located in Japan, Korea, China and 

US to formally and publicly commit and abide to respect the European standards. 

After a brief introduction, Section 4 offers an overview of the respective tool context. In fact, the 

introduction of the General Data Protection Regulation (GDPR) offers new strategies in order to 

άavoid a gapέ in terms of privacy protection outside and inside of the European Union (EU). Through 

the voluntary legal binding mechanism, drafted and made available in a dedicated website (see 

Section 5) by the Privacy Flag Consortium, the formal adoption of this άcompliance commitment 

toolέ will enable Japanese, Korean, Chinese and American companies to signify their legal abidance 

to a common set of rules aligned with the European personal data protections norms, extending 

those norms beyond the European territory. 

Section 6 details the structure of the Voluntary Compliance Commitment tool, as developed on the 

dedicated website (www.privacypact.com).  

Finally, Section 7 draws some conclusions about the value of the tool. 

 

 

 

  

http://www.privacypact.com/
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Glossary 
ACRONYMS  MEANING 
BCR  Binding Corporate Rules  

CFREU  Charter of Fundamental rights of the European Union  

DP  Data Protection 

DPA  Data Protection Authorities  

DPO  Data Protection Officer  

DPR  Data Protection Regulation  

DS  Digital Security  

EC  European Commission  

ECHR  European Convention on Human Rights  

EEA  European Economic Area  

EU  European Union 

GA  Grand Agreement  

GDPR  General Data Protection Regulation 

HTML  HyperText Markup Language 

HTTPS  Hypertext Transfer Protocol Secure 

IA  Innovation Action 

ICT  Information and Communication Technologies  

IEC  International Electrotechnical Commission  

IoT  Internet of Things 

IoT-A  IoT Architecture  

ISO  International Standards Organization  

ITU  International Telecommunication Union 

N.B.  Nota Bene (in Latin); (means: Note Well) 

PDF  Portable Document Format 

PF  Privacy Flag 

QoS  Quality of Service  

SME  Small- and Medium-sized Enterprise 

UN  United Nations  

UPRAAM  Universal Privacy Risk Area Assessment Methodology  

US  United States 

VCT  Voluntary Commitment Tool 

VCCT  Voluntary Compliance Commitment Tool 

WP  Work Package 

WP  Working Party                                                                                                                

WWW, www  World Wide Web   
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3. Introduction 

The present document covers important elements on the development of T3.4 όάVoluntary 

Compliance Commitment toolέύ. 

T3.4 focuses upon enabling any company or public administration located in Japan, Korea, China and 

US to formally and publicly commit and abide to respect the European standards. 

After a brief introduction, Section 4 offers an overview of the respective tool context. In fact, the 

introduction of the General Data Protection Regulation (GDPR) offers new strategies in order to 

άavoid a gapέ in terms of privacy protection outside and inside of the European Union (EU). Through 

the voluntary legal binding mechanism, drafted and made available in a dedicated website (see 

Section 5) by the Privacy Flag Consortium, the formal adoption of this άcompliance commitment 

toolέ will enable Japanese, Korean, Chinese and American companies to signify their legal abidance 

to a common set of rules aligned with the European personal data protections norms, extending 

those norms beyond the European territory. 

Section 6 details the structure of the Voluntary Compliance Commitment tool, as developed on the 

dedicated website (www.privacypact.com).  

Finally, Section 7 draws some conclusions about the value of the tool. 
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4. European legal background 

 
One of the biggest features of the new European Data Protection Regulation (DPR) is certainly its 

scope; previously, Directive 95/46/EC was applicable when the processing of personal data was made 

in the context of the activities of an establishment of a controller located in the European Union.  

Nowadays this criterion appears to have been overruled by article 3, paragraph 1 of the European 

5ŀǘŀ tǊƻǘŜŎǘƛƻƴ wŜƎǳƭŀǘƛƻƴǎ όƘŜǊŜƛƴŀŦǘŜǊΣ άD5twέύΣ ǿƘƛŎƘ ǎǇŜŎƛŦƛŜǎ ǘƘŜ ŀǇǇƭƛŎŀōƛƭƛǘȅ ƻŦ D5tw 

"regardless of whether the processing takes place in the Union or not", and provides the application 

of its provisions even to controllers and processors not established in the EU that: 

Á Process personal data of people who are in the EU when treatment relates to offers of goods and 

services, regardless of whether it is required or not a payment, or; 

Á carry out monitoring activities on the behaviour of people.  

In such a regulatory context, the VCCT (Voluntary Compliance Commitment Tool) represents a 

valuable additional tool aimed at supporting compliance with the rules on protection of European 

personal data by all those entities located outside the EU in two different cases: 

Á If they do not offer goods and services to EU citizens or do not monitor their behaviour yet, but 

through voluntary subscription they commit to comply with European rules on personal data 

protection; 

Á if they want to offer goods and services to EU citizens or monitor their behaviour and are looking 

for an accountable way to offer sufficient safeguards with respect to the protection of the privacy 

and fundamental rights and freedoms of individuals and as regards the exercise of the 

corresponding rights. 

The VCT (Voluntary Commitment Tool) has been built on the sets of standard contractual clauses for 

transfers from data controllers/processors to data controllers/processors established outside the 

EU/EEA, as issued by the European Commission (EC). Moreover, considering the possibility for 

foreign companies to establish a sub-company inside the EU, the VCT has been defined by following 

the Binding Corporate Rules (BCR) model1, intended as a solution for multinational companies which 

export personal data from the European Economic Area (EEA) to other group entities located in third 

countries, which do not ensure an adequate level of protection, conformant to the European 

requirements. 

In fact, the VCT by taking into account the content of the specific model clauses and, in accordance 

with these clauses, ensures that the data controller (i.e.: the Applicant of Privacy Pact) is committed 

to a series of obligations that also apply in favor of data subjects for which is provided a ǊƻƭŜ ƻŦ άthird 

party beneficiariesέ; the clauses take over all the basic principles of European personal data 

                                                           
1  For further information about the Binding Corporate Rules (BCR) see, inter-alia: http://ec.europa.eu/justice/data-

protection/international-transfers/binding-corporate-rules/index_en.htm  

http://ec.europa.eu/justice/data-protection/international-transfers/binding-corporate-rules/index_en.htm
http://ec.europa.eu/justice/data-protection/international-transfers/binding-corporate-rules/index_en.htm


 

 
Deliverable D3.4 ς Voluntary Compliance Commitment tool 

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites 

 and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426 

protection legislation such as: the principle of fairness and lawfulness of the processing, purpose, 

necessity and proportionality of the personal data; the obligation of the data controller to provide 

the information; the notification of the data breach, etc. Moreover, thanks to the studies on the 

contract validity in Japan, Korea, China and US, with the signature on the VCT contract the data 

controller ensures his accountability in case of non-fulfilment of the data protection obligations 

under the related pact. 

Furthermore, it should be noted that the VCT pact is inspired by the Privacy Shield system; the EU-US 

Privacy Shield2 applies both to data controllers and data processors and it is based on a self-

certification system by which a US organization is committed to respect a series of principles in line 

with European privacy legislation; the companies must first sign up to this framework with the U.S. 

Department of Commerce that is responsible for managing and administering the Privacy Shield and 

companies ensuring that live up to their commitments; the system is fitted, in addition to the existing 

supervisory mechanisms in the US, even by individual legal remedies available to the European data 

subject. 

The Privacy Shield system has lot of similarities with the VCT system; in fact, the principal point of 

contact is that both mechanisms are based on the same logic of voluntary accession by organizations 

to a disciplinary system of privacy protection, based on a minimum core of principles drawn from the 

GDPR and being functional to provide EU citizens an appropriate level of guarantees, with the major 

difference being that the mechanism of application of Privacy Shield Principles is based on άself-

certification schemeέ, under which the US operator benefits of  the presumption of adequacy of data 

protection and can proceed to import personal data by the European Union from the date on which 

self-certifies to the Department of Commerce to comply with the principles; while the 

implementation of VCCT is made by the unilateral commitment by which the entity assumes real 

legal obligatioƴǎ ǘƘŀǘΣ ǿƛǘƘ ǎǳōǎŎǊƛǇǘƛƻƴ ǘƘŜ άthird party beneficiariesέ clause, can be relied on 

directly by the data subjects the third recipient - towards the data controller- the Applicant. 

Like the Privacy Shield mechanism, in order to ensure the correct application of the system, it is 

made available to the public in the Privacy Flag website a list of organizations that have decided to 

submit the VCCT pact, in order to make them recognizable for the subject whose data will be 

processed. 

 

4.1 The Voluntary Compliance Commitment between 

the GDPR and certification mechanisms 
The aim of the VCT is to enable each company or public administration to formally and publicly 

commit and abide to respect the European standards, even if located outside Europe.  

First of all, the GDPR itself, introducing the codes of conduct, explicitly allows the possibility for 

άcontrollers or processors that are not subject to this Regulation pursuant to Article 3 in order to 

provide appropriate safeguards within the framework of personal data transfers to third countries or 

international organizationsέ to άmake binding and enforceable commitments, via contractual or 

                                                           
2  For further information also see: https://www.privacyshield.gov/welcome  

https://www.privacyshield.gov/welcome
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other legally binding instruments, to apply those appropriate safeguards including with regard to the 

rights of data subjectsέ ό!ǊǘƛŎƭŜ плΦоύ. 

Moreover, in order to enhance transparency and compliance with the GDPR, the establishment of 

data protection certification mechanisms and of data protection seals and marks, is encouraged by 

the European Legislator; in particular to allow data subject to quickly assess the level of data 

protection of relevant products and services. 

The certification shall be issued by the certification bodies referred to in Article 43, (accredited by the 

competent supervisory authorities or the national accreditation body named in accordance 

with Regulation (EC) No 765/2008 of the European Parliament and of the Council3 in accordance with 

EN-ISO/IEC 17065/20124 and with the additional requirements established by the supervisory 

authority) or by the competent supervisory authority or by the Board.   

In accordance with the article 42 of GDPR, in addition, may be established data protection 

certification mechanism, seals or mark, for demonstrating the existence of appropriate safeguards 

provided by controllers or processor(s) that are not subject to Regulation pursuant to mentioned 

article 3, within the framework of personal data transfer to third countries or international 

organizations.  

Within the legal background, the Privacy Flag provides -thought the VCCT tool- an additional data 

protection mechanism; in fact, the VCCT tool does not constitute a certification in the reading of 

article 42 of the GDPR, but it represents a complementary mechanism for supporting an adequate 

level of data protection, provided by controllers or processor. While the VCCT does not include any 

material control of the compliance with the GDPR, it demonstrates the commitment of the 

contracting party to abide with the European regulation, regardless of its geographic location and 

main jurisdiction.  

Moreover, via applying the VCCT, this constitutes a unilateral commitment that has a valid and 

binding effect from an international law perspective, in line with the jurisprudency of the 

International Court of Justice in the 1974 Nuclear Test cases5.  

It can also generate additional contractual obligations towards non-European residents, who can 

refer to the VCCT commitment as part of their consent in their local jurisdiction. The VCCT tool 

guarantees to be able to identify entities adhering to the Privacy Pact; to this scope, the Privacy Flag, 

makes available to the public a list of organizations that have submitted to the Privacy Pact, 

contributing to establish a trust environment for the European market.  

¢ƘŜ tǊƛǾŀŎȅ CƭŀƎΣ ǘƘƻǳƎƘǘ Ƙƛǎ ǇǊƛǾŀŎȅ ŜȄǇŜǊǘǎ ƴŀƳŜƭȅ ά{ǳǇŜǊǾƛǎƛƴƎ 9ȄǇŜǊǘǎέ can handle complaints 

and will update the respective list, upon the basis of entitiesΩ annual (re-)submissions to the VCT, 

while an entity can be removed from this list whenever requests so; upon this purpose, the Privacy 

Flag provides a mechanism that allows submitting a complaint about the inconsistencies between 

declarations and effective data process. 

The Privacy Flag project, thought his privacy experts (hereinafter mentioned as the ά{ǳǇŜǊǾƛǎƛƴƎ 

9ȄǇŜǊǘǎέύ Ŏontrols the respect of the Pact and updates the list upon the basis of entitiesΩ annual (re-) 

                                                           
3  See: http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:218:0030:0047:en:PDF  
4  See: https://www.iso.org/standard/46568.html  
5  See: http://www.harvardilj.org/2016/11/decision-of-the-international-court-of-justice-in-the-nuclear-arms-race-case/ 

http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32008R0765
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:218:0030:0047:en:PDF
https://www.iso.org/standard/46568.html
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submissions to the VCT. Moreover, the VCT tool provides a mechanism that allows the data subject 

to submit a complaint about the inconsistencies between company self-declarations and effective 

data processing.  
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5. Structure of the VCT 

In order to better understand the functioning of the VCT, this Section will report the structure of the binding unilateral contract and the dedicated 

website contents and subscription steps. 

 

5.1 Contents of the unilateral contract 
As mentioned in Section 4, the VCT contract has been drafted by taking into account the model clauses of the European Commission, the BCR 

standards and the US-EU Privacy Shield.  

The main reference into the GDPR is Article 5.2 which states that άThe controller shall be responsible for, and be able to demonstrate compliance 

with, paragraph м όΨŀŎŎƻǳƴǘŀōƛƭƛǘȅΩύέΦ Lǘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƛƴŎƛǇƭŜs must be guaranteed and effectively applied: 

- Lawfulness, fairness and transparency; 

- purpose limitation; 

- data minimisation; 

- accuracy; 

- storage limitation; 

- integrity and confidentiality. 

For this reason, the Attachment 1 to the contract concerns the data protection principles. 
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ATTACHMENT 1 - DATA PROTECTION PRINCIPLES  
Under the Notice Principle, Data Controllers are obliged to provide information to Data Subjects with regards to the processing of their Personal 

Information (e.g., type of data collected, purpose of processing, right of access and choice, conditions for onward transfers and liability). Further 

safeguards apply, in particular the requirement for organisations to make public their privacy policies (reflecting the Data Protection Principles) and 

to provide links to the public (with further details on self-certification, the rights of Data Subjects and available recourse mechanisms).  

Under the Choice Principle, Data Subjects may exercise the opt-out or object to the disclosure of their Personal Information to a third party (other 

than a Sub-processor acting on behalf of the Data Processor) or to it being used for a "materially different" purpose to the one stated. In case of 

special categories of data, Data Controllers must in principle obtain the data subject's affirmative express consent (opt in). Given the necessary 

prior consent of the Data Subject, under the Choice Principle, special rules apply for direct marketing, generally allowing for opting out "at any 

time" from the use of Personal Information.  

Under the Security Principle, organisations creating, maintaining, using or disseminating Personal Information must take "reasonable and 

appropriate" security measures, taking into account the risks involved in the processing and the nature of the data.  

Under the Data Integrity and Purpose Limitation Principle, Personal Information must be limited to what is relevant for the purpose of the 

processing, reliable for its intended use, accurate, complete and updated. An organisation may not process Personal Information in a way that is 

incompatible with the purpose for which it was originally collected or subsequently authorised by the Data Subject.  

Under the Access Principle, Data Subjects have the right, without need for justification and in principle without additional costs or upon payment of 

a non-excessive fee in some cases where justified by the circumstances and allowed by the law, to obtain from a Party confirmation of whether such 

Party is processing Personal Information related to them and have the Information communicated within reasonable time. This right may only be 

restricted in exceptional circumstances; any denial of, or limitation to the right of access has to be necessary and duly justif ied, with the Party 

bearing the burden of demonstrating that these requirements are fulfilled. Data Subjects must be able to correct, amend or delete personal 

information where it is inaccurate or has been processed in violation of the Data Protection Principles. 

Under the Accountability for Onward Transfer Principle, any onward transfer of Personal Information from an organisation to controllers or 

processors can only take place (i) for limited and specified purposes, (ii) on the basis of a contract (or comparable arrangement within a corporate 

group) and (iii) only if that contract provides the same level of protection as the one guaranteed by the Data Protection Principles. This should be 

read in conjunction with the Notice and especially with the Choice Principle, according to which Data Subjects can object (opt out) or, in the case of 

sensitive data, have to give "affirmative express consent" (opt in) for onward transfers. Where compliance problems arise in the (sub-) processing 
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chain, the organisation acting as the Controller of the Personal Information will have to prove that it is not responsible for the event giving rise to 

the damage, or otherwise will face liability. 

 

The whole structure of the contract has been set up considering the implications of the previous mentioned principles. In particular, the 

introduction to the contract underlines that: 

INTRODUCTION TO THE CONTRACT 
¢Ƙƛǎ ±ƻƭǳƴǘŀǊȅ /ƻƳǇƭƛŀƴŎŜ /ƻƳƳƛǘƳŜƴǘ ¢ƻƻƭ όά±/¢έ ƻǊ άtŀŎǘέύ ƛǎ ŀ ǳƴƛƭŀǘŜǊŀƭ ŎƻƳƳƛǘƳŜƴǘ ǳƴŘŜǊǘŀƪŜƴ ōȅ /ƻƳǇŀƴȅ  XY όάǘƘŜ !ǇǇƭƛŎŀƴǘέύ ǘƻ ǇǊƻŎŜǎǎ 
personal data of its clients, users and employees in accordance with Regulation EU 2016/679 on the protection of personal datŀ όάDŜƴŜǊŀƭ 5ŀǘŀ 
tǊƻǘŜŎǘƛƻƴ wŜƎǳƭŀǘƛƻƴΣ ƘŜǊŜƛƴŀŦǘŜǊ άD5twέύ ŀƴŘ 5ƛǊŜŎǘƛǾŜ нллнκру ƻƴ ǇǊƛǾŀŎȅ ŀƴŘ ŜƭŜŎǘǊƻƴƛŎ ŎƻƳƳǳƴƛŎŀǘƛƻƴ όŀƭǎƻ άŜ-tǊƛǾŀŎȅ 5ƛǊŜŎǘƛǾŜέύΣ ǘƻƎŜǘƘŜǊ 
defined as European Data Protection Law.     

(A) The Applicant provides ώōǊƛŜŦ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǎŜǊǾƛŎŜǎϐ όά{ŜǊǾƛŎŜǎέύ ŀƴŘΣ ƛƴ ƻǊŘŜǊ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ŀŦƻǊŜƳŜƴǘƛƻƴŜŘ {ŜǊǾƛŎŜǎΣ 

XY, collects, processes, stores, transfers and manages Personal Information/Data; 

(B) The provision of the Services may be subject to European Data Protection Law that imposes certain requirements with respect to the 

collection, processing, storage, transfer or other management of any Personal Information. 

(C) The Applicant unilaterally undertakes to comply with the obligations arising out of this Pact in order to demonstrate its compliance 

with European Data Protection Law and/or establish safeguards and standards for the collection, processing, transfer, storage and maintenance of 

Personal Information. 

N.B: For what concerns the details of the Company (e.g. name and offered services) the fields will be filled through the data declared by the 

Company itself through the registration and submission process on the privacypact.com website (see Section 5.2). 

 

In order to avoid misunderstanding and clarify the content following the GDPR, the contract includes also a set of standard but clear definitions: 

Clause 1. DEFINITIONS 

For the purposes of this Pact definitions not otherwise provided in the text of this Pact will have the following meanings: 
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άEuropean Data Protection Lawέ ƳŜŀƴǎ ŀƭƭ ƭŀǿǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎ ŀǇǇƭƛŎŀōƭŜΣ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ǊŜƭŜǾŀƴǘ ŎǊƛǘŜǊƛŀ ƻƴ ŀ ŎŀǎŜ-by-case basis, for example, to 

the territory or Member States ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ ǿƘŜǊŜ ǘƘŜ {ŜǊǾƛŎŜǎ ŀǊŜ ŘŜƭƛǾŜǊŜŘ ŀƴŘκƻǊ 5ŀǘŀ {ǳōƧŜŎǘǎΩ ŀǊŜ ǊŜǎƛŘŜƴǘ ŀƴŘκƻǊ ǘƘŜ 5ŀǘŀ 

Controller is established and/or however applicable on a case-by-case basis to the Processing of Personal Information.  

 άData Controllerέ ƳŜŀƴǎ ǘƘŜ !ǇǇƭƛŎŀƴǘ ƻǊ !ǇǇƭƛŎŀƴǘΩǎ ŀŦŦƛƭƛŀǘŜ ƻǊ ǎǳōǎƛŘƛŀǊȅ ǿƘƛŎƘΣ ŀƭƻƴŜ ƻǊ Ƨƻƛƴǘƭȅ ǿƛǘƘ ƻǘƘŜǊǎΣ ŘŜǘŜǊƳƛƴŜǎ ǘƘŜ ǇǳǊǇƻǎŜǎ ŀƴŘ means 

of the Processing of Personal Information; 

άData Processorέ ƳŜŀƴǎ ŀƴȅ ŜƴǘƛǘȅΣ ǿƘƛŎƘ ǿƛƭƭ tǊƻŎŜǎǎ tŜǊǎƻnal Information on behalf of the Data Controller;  

άData Subjectέ ƳŜŀƴǎ ǘƘŜ 5ŀǘŀ /ƻƴǘǊƻƭƭŜǊΩǎ ŦƻǊƳŜǊΣ ŎǳǊǊŜƴǘ ƻǊ ǇǊƻǎǇŜŎǘƛǾŜ ŎƭƛŜƴǘǎΣ ǳǎŜǊǎΣ ŜƳǇƭƻȅŜŜǎΣ ŎƻƴǘǊŀŎǘƻǊǎ ƻǊ ƻǘƘŜǊ ƛƴŘƛǾƛŘǳŀƭǎΣ ƻǊ ǘƘƻǎŜ ƻŦ ƛǘǎ 

affiliates or subsidiaries; 

άData Protection Principlesέ ƳŜŀƴǎ ǘƘŜ ǇǊƛƴŎƛǇƭŜǎ ƛŘŜƴǘƛŦƛŜŘ ƛƴ Attachment 1; 

"Personal Informationέ ƻǊ άPersonal Dataέ ƳŜŀƴǎ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀƴ ƛŘŜƴǘƛŦƛŜŘ ƻǊ ƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŘƛǾƛŘǳŀƭΣ ŀǎ ǎǇŜŎƛŦƛŎŀƭƭȅ ŘŜŦƛƴŜŘ ōȅ 

European Data Protection Law; 

άtŜǊǎƻƴŀƭ 5ŀǘŀ .ǊŜŀŎƘέ means a breach of security as specifically defined by European Data Protection Law and leading to the unlawful 

destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data.  

άProcessingέ ƳŜŀƴǎ ŀƴȅ ƻǇŜǊŀǘƛƻƴ ƻǊ ǎŜǘ ƻŦ ƻǇŜǊŀǘƛƻƴǎ ǿƘƛŎƘ ƛǎ ǇŜǊŦormed upon Personal Information, whether or not by automatic means, such as 

collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, transfer, dissemination 

or otherwise making available, alignment or combination, blocking, erasure, or destruction; 

ά{ǳǇŜǊǾƛǎƛƴƎ 9ȄǇŜǊǘǎέ refers to the legal experts entrusted by the Privacy Flag Consortium with the drafting, the update and the control on the 

lawfulness of the substantive provisions of the Pact, whose names and contact details are listed in Attachment 3; 

άSupervisory Authorityέ ƳŜŀƴǎ ǘƘŜ !ǳǘƘƻǊƛǘȅ ƻŦ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ ǿƘƛŎƘ Ƙŀǎ ǘƘŜ ŎƻƳǇŜǘŜƴŎŜ ƻŦ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ 

of European Data Protection Law; 

ά¢ŜŎƘƴƛŎŀƭ ŀƴŘ ƻǊƎŀƴƛǎŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎέ means those measures aimed at protecting Personal Information against accidental or unlawful 

destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where the processing involves the transmission of data 

over a network, and against all other unlawful forms of processing. 
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5!¢! /hb¢wh[[9wΩ{ h.[LD!¢Lhb{ 
¢ƘŜ ǎŜŎƻƴŘ ǇŀǊǘ ƻŦ ǘƘŜ ŎƻƴǘǊŀŎǘ ŎƻƴŎŜǊƴǎ ǘƘŜ Řŀǘŀ ŎƻƴǘǊƻƭƭŜǊΩǎ ƻōƭƛƎŀǘƛƻƴǎΦ ¢Ƙƛǎ ǎǘŀǘŜƳŜƴǘ ŜƴǎǳǊŜ ǘƘŜ ŀŘƘŜǊŜƴŎŜ ƻŦ ǇǊƻŎŜǎǎƛƴƎ activities to the data 

protection norms and principles, introducing some concrete aspects of the accountability principle ς i.e. adoption of technical and organizational 

security measures, accuracy, quality, and lawfulness of Personal Information, consent mechanism, additional safeguards for special categories of 

data, data breach notification. 

Clause 2. ¢I9 5!¢! /hb¢wh[[9wΩ{ h.[LD!¢Lhb{ 

2.1 The Data Controller warrants that the Processing of Personal Information has been and will continue to be carried out in accordance with the 

relevant provisions of the Data Protection Principles, European Data Protection Law, and those technical and organizational security measures 

described in Attachment 2. 

2.2. The Data Controller will have responsibility for the accuracy, quality, and lawfulness of Personal Information and the means by which it 

acquired Personal Information.  

2.3 In case the Processing involves special categories of Personal Information6 requiring additional safeguards under European Data Protection 

Law, the Data Controller guarantees that the processing fulfils the specific conditions established by European Data Protection Law. 

2.4 The Data Controller has obtained the relevant consents from the Data Subjects required for the lawful Processing, including the collection and 

transfer, of the Personal Data. 

2.5 The Data Controller will notify the Supervisory Authority and, where appropriate, the Data Subjects concerned, without undue delay and, where 

feasible, within 72 hours after becoming aware of a Personal Data breach. 

 

DATA CONTROLLER, DATA PROCESSOR AND SUB-PROCESSORS 
The third part of the contract regulates the relationship between the data controller when using a data processor that acts on his behalf and the 

content of the VCT contract. In fact, the processor has to apply the same warranties of the contract signed by the controller and the same happens 

if the data processor designates a sub-processor. 

                                                           
6  Special categories of Personal Information means personal data, revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, 

and the processing of genetic data, biometric data in order to uniquely identify a person or data concerning health or sex life and sexual orientation. 
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Clause 3. 5!¢! /hb¢wh[[9wΩ{ ²!ww!b¢¸ hb ¢I9 5!¢! twh/9{{hwΩ{ /hat[L!b/9 

3.1 The Data Controller warrants and represents that any Data Processor acting on its behalf in relation to the provision of the Services will comply 

with the obligations set out in this Clause. 

3.2 The Data Processors commit themselves to Processing Personal Information pursuant to the Data Protection Principles, European Data 

Protection Law, and those technical and organisational security measures described in Attachment 2. The Data Processor will utilize appropriate 

preventative security measures in the Processing of Personal Information in such a way as to minimize the risk of a Personal Data Breach. 

3.3 The Data Processors will notify the Data Controller without undue delay and, where feasible, within 48 hours after becoming aware of a 

Personal Data breach. 

3.4 The Data Processors shall reasonably cooperate with the Data Controller to assist the Data Controller in providing to Data Subjects with the 

means necessary for them to exercise the rights granted to them by European Data Protection Law. 

3.5 The Data Processor will promptly inform the Data Controller about every inquiry, action, investigation, and/or inspection by the competent 

Supervisory Authorities, according to the provisions of the European Data Protection Law. The Data Processor will fulfil the orders of the competent 

Supervisory !ǳǘƘƻǊƛǘƛŜǎΣ ŜȄŎŜǇǘ ǿƘŜƴ ǘƘŜ 5ŀǘŀ /ƻƴǘǊƻƭƭŜǊ Ƙŀǎ ǇǊƻƳǇǘƭȅ ƴƻǘƛŦƛŜŘ ǘƘŜ 5ŀǘŀ tǊƻŎŜǎǎƻǊ ŀōƻǳǘ 5ŀǘŀ /ƻƴǘǊƻƭƭŜǊΩǎ ŘŜǎƛǊŜ ǘƻ ƻǇǇƻǎe such 

inquiry, action, investigation, and/or inspection, and without prejudice to the situation in which the Data Processor is anyway mandated to execute 

the orders because they constitute a specific obligation of the Data Processor. 

3.6 Subject to European Data Protection Law, Data Processor will Process Personal Information solely in accordance with the written instructions 

provided by the Data Controller.  

Clause 4. THIRD PARTY BENEFICIARY CLAUSE  

If the Data Controller or the Data Processor have factually disappeared or have ceased to exist in law, the Data Subject shall be entitled to enforce 

against the available party Clause 2, Clause 3, Clause 5, Clause 9, Clause 10 as third-party beneficiary.  

Clause 5. SUB-PROCESSORS  

The Data Controller guarantees, and authorizes the Data Processor, where the latter outsources the Services or a part thereof to an external Sub-
processor, to perform such activities solely by way of a written agreement with the Sub-processor which imposes specific and adequate obligations 
on the Sub-processor; the Data Processor will remain fully liable to the Data Controller for the compliance with this Pact.  
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SECURITY MEASURES ς ATTACHMENT 2 
The fourth part of the contract concerns the technical and organizational security measures. This field will be filled with the measures declared by 

the company during the submission process (see Section 5.2) 

Clause 6. TECHNICAL AND ORGANISATIONAL SECURITY MEASURES  

The Data Controller and the Data Processor will implement and maintain the technical and organisational security measures defined in Attachment 
2.  

ATTACHMENT 2 ς TECHNICAL AND ORGANISATIONAL SECURITY MEASURES 

The Parties will each take appropriate technical and organisational measures against misuse, unauthorised or unlawful processing or accidental loss, destruction 
or damage to Personal Information as set out below. 

[This Section will be filled with the details provided by the Applicants in the Company Submission Phase] 

 

CONFIDENTIALITY OF INFORMATION 
The fifth part of the contract is about the confidentiality of information related to the data subjects: 

Clause 7. CONFIDENTIALITY 

The Data Controller hereby undertakes to keep any confidential information related to the Data Subjects exchanged during the provision of the 

{ŜǊǾƛŎŜǎ ƛƴ ǎǘǊƛŎǘ ŎƻƴŦƛŘŜƴŎŜΦ CƻǊ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ǘƘƛǎ ŎƭŀǳǎŜΣ άŎƻƴŦƛŘŜƴǘƛŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ ƳŜŀƴǎ ŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴ ǿƘŀǘǎƻŜǾŜǊ ǊŜlating to a Data 

SuōƧŜŎǘΩǎ ōǳǎƛƴŜǎǎ ƛƴŎƭǳŘƛƴƎΣ ōǳǘ ƴƻǘ ƭƛƳƛǘŜŘ ǘƻΣ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜƭŀǘƛƴƎ ǘƻ ǇǊƛŎƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴΣ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜƭŀǘƛƴƎ ǘƻ ŎǳǎǘƻƳŜǊs and information 

relating to the business plans of Parties. The Data Controller undertakes not to divulge to any third party the confidential information disclosed 

during the provision of the Services and even after the discontinuation thereof. 
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LIABILITY OF THE DATA CONTROLLER 
The sixth part substantially summarizes what has been established in the previous paragraphs (data controllŜǊΩǎ ƻōƭƛƎŀǘƛƻƴǎΣ ǿŀǊǊŀƴǘȅ ƻƴ ǘƘŜ Řŀǘŀ 

ǇǊƻŎŜǎǎƻǊΩǎ ŎƻƳǇƭƛŀƴŎŜΣ ǘŜŎƘƴƛŎŀƭ ŀƴŘ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀƴŘ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅύΦ Lƴ ŦŀŎǘΣ ǘƘŜ 5ŀǘŀ /ƻƴǘǊƻƭƭŜǊ ƛǎ the only subject that is 

liable in case of any loss, damage or sanction caused by the Processor ς clearly with the possibility to claim reimbursement from the latter one. 

Clause 8. LIABILITY 

The Data Controller will bear the exclusive liability for any damages sustained by the Data Subjects, and any sanction imposed to it, for a breach of 
any of the obligations under European Data Protection Law, as referred to in clause 2 of this Pact and save the right to claim any reimbursement or 
cost back from the Data Processor, where the loss, damage or sanction derived from the breach of an obligation by the Data Processor.   
 
 

TERMINATION, EXPIRING DATE, RENEWAL AND WITHRAWAL 
The seventh part is about the withdrawal (or termination) requested by the Company. There are no conditions to rescind the contract, but there 

are consequences in terms of data processing. In fact, the Company must delete or transfer to the Data Subject all the personal data related to 

him/her, in order to avoid unlawful further processing carried out without the GDPR warranties.  

Clause 9. TERM AND TERMINATION  

9.1 This Pact shall be effective for twelve (12) months upon its signature by the Applicant, unless renewed pursuant to the following paragraph, and 
shall automatically terminate upon withdrawal or termination, for any reason, by the latter, save for those provisions which, by their nature, may 
survive. In case of withdrawal, the Applicant should remove from its website/s the iFramed Label issued by Privacy Flag upon signature of the Pact. 
 
 9.2 The Applicant may renew the Pact, after the 12 (twelve) month period has expired, upon the payment of a fee, as described in Attachment 4. If 
the Pact is not renew after the 12 (twelve) months period has expired, the Applicant shall remove from its website/s the iFramed Label issued by 
Privacy Flag upon signature of the Pact. 
 
9.3 Upon terƳƛƴŀǘƛƻƴ ƻŦ ǘƘŜ tŀŎǘ ŀƴŘ ǿƛǘƘƛƴ ǘƘƛǊǘȅ όолύ Řŀȅǎ ƻŦ ǘƘŜ !ǇǇƭƛŎŀƴǘΩǎ ǊŜŎŜƛǇǘ ƻŦ ǊŜǉǳŜǎǘ ōȅ 5ŀǘŀ {ǳōƧŜŎǘǎΣ ǘƘŜ 5ŀǘŀ /ƻƴǘǊƻƭƭŜǊ shall transfer 
to the Data Subject all the Personal Data related to him, or shall delete/destroy the Personal Data as requested by European Data Protection Law.  
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9.4 If a Data Protection Authority identifies the Applicant as non-compliant with EU privacy norms, the Supervising Experts will receded the contract 
and remove it from the public list. In this case, the Applicant must shall remove from its website/s the iFramed Label issued by Privacy Flag upon 
signature of the Pact.  
 
 

MISCHELLANEOUS PROVISIONS 
The last part of the contract contains different provisions.  

Clause 10. MISCELLANEOUS 

10.1 If any provision in this Pact is ineffective or void, this will not affect the remaining provisions. The Supervising Experts will replace the 
ineffective or void provision with a lawful provision that reflects the purpose of the ineffective or void provision. The Supervising Experts will 
similarly add a necessary appropriate provision where such a provision is missing. 
 
10.2 This Pact may be modified only by a written amendment by the Supervising Experts. The amendment shall be communicated to the Applicant 
who can withdraw from the Pact if it does not agree with it within 15 days from the date of communication. If the Applicant does not withdraw 
within the mentioned term, the amendment is deemed as accepted in its entirety and legally binding for the Applicant. 
 
10.3 To the extent it is compatible with what is provided for by European Data Protection Laws, the Applicant hereby agrees and accepts that this 

Pact and any obligations arising thereby will be governed by the law of Italy.  

Two clarification are needed: 

- ¢ƘŜ ά{ǳǇŜǊǾƛǎƛƴƎ 9ȄǇŜǊǘέ ƛǎ ǘƘŜ ƻne indicated in Attachment 3 to the VCT contract: Laura Senatore (Data Protection Officer) ς Italian 

Institute for Privacy. 

- The governing law is the Italian one, because the project has the DPO established in Italy and the legal team of Privacy Flag is represented 

by the Italian Institute for Privacy. 
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5.2 www.privacypact.com: implementing the VCT 
After having illustrated the structure and contents of the VCT contract in Section 5.1, it is necessary to demonstrate practically the functioning of 

the resulting tool. 

The Voluntary Compliance Commitment tool is available as an on-line contractual platform called privacypact.com that has been implemented as a 

process which lead to the contract subscription and allows the Applicant acting on behalf his/her company and common users (i.e. natural or legal 

persons not registered to the website) to carry out different types of actions. 

 

5.2.1 VCT overview and application process 
In order to better understand this element from the potential Applicant perspective, it should be useful to divide the procedure in different 

phases, as follows: 

 

 Phase 1: website access 
The Company XY visits the PF website and click on Tools menu, which contains the PrivacyPact description and the link to be redirected to 

privacypact.com 
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Figure 1 - Website access 

 Phase 2: privacypact.com overview 
By accessing to privacypact.com, the potential Applicant or the common user can access to different kind of information that, during the 

implementation, have been divided as follows: 

- ¢ƘŜ άIƻƳŜέ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ŀ ōǊƛŜŦ ƛƴǘǊƻŘǳŎǘƛƻƴ ƻŦ ǘƘŜ ǘƻƻƭ ŀƴŘ ǘƘŜ ƛƴǎǘǊǳŎǘƛƻƴǎ ǘƻ ǊŜƎƛǎǘŜǊ ǘƘŜ ŎƻƳǇŀƴȅ ƻŦ ǘƘŜ !ǇǇƭƛŎŀƴǘΤ 
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Figure 2 - Privacypact overview 

 

- ¢ƘŜ άPublicationsέ ǎŜŎǘƛƻƴΣ ǿƘƛŎƘ Ŏƻƴǘŀƛƴǎ ŀ ǇǳōƭƛŎ ƭƛǎǘ ƻŦ ŜŀŎƘ ŜƴǘŜrprise that has subscribed the VCT pact. 

Every user (natural or legal person) visiting the website can access to the list and search for the name of one specific company which is 

described with an overview on its details and status (active/inactive depending on whether the pact has been subscribed/renewed or 

withdrawn). 
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Figure 3 - List of adhering companies 

By clicking on the name of the company, the user can see in more detail the information about the selected enterprise. This sort of 

information is based on what the Applicant has declared during the pact subscription. 
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Figure 4 - Details of an adhering company 

- ¢ƘŜ ǎŜŎǘƛƻƴ ŀōƻǳǘ ά²Ƙȅ Ƨƻƛƴ ǘƘŜ ǇǊƛǾŀŎȅǇŀŎǘέ ǿƘƛŎƘ ƛǎ ŘŜŘƛŎŀǘŜŘ ǘƻ different aspects such as the functioning of the contract and the 

potential subscribers, the reasons to join the tool and the benefits for the adhering companies and users/clients of such companies. 
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