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Abstract

Privacy Flag combines crowd sourcing, ICT technology and legal expertise to protg
citizen privacy when visiting webss, using smarphone applications, or living in a smart
city. It will enable citizens to monitor and mwol their privacy with a usefriendly
solution provided as a smaphone application, a web browser aae and a public
website. It will:

. Devebp a highly scalable privacy monitoring and protection solution with:
Crowd sourcing mechanisms to identify, monitor and assess priedated risks;
Privacy monitoring agents to identify suspicious activities and application;

Universal Privey Risk Area Assessment Tool andthbdology tailored on European
norms on personal data protection;

Personal Data Valuation mechanism;
Privacy enablers against traffic monitoring and finger printing;

User friendly interface informing on the ipacy risks when ursg an application or
website.

. Develop a global knowledge database of identified privacy risks, together with onling
services to support companies and other stakeholders in becoming piivanyly,
including:

In-depth privacy isk analytical tool and services;

Voluntary legally binding mechanism for companies located outside Europe to alig
with and abide to European standards in terms of personal data protection;

Services for companies interested in being privacy ftignd
Labeling and certification process.

. Collaboratewith standardization bodies and actively disseminate towards the public
and specialized communities, such as ICT lawyers, policy makers and academics. El
(-11-) European partners, includinMEs and a large telco operat®TE) bring their
complementary technical, legal, societal and business expeRigeacy Flag intends to
establish strong links with standardization bodies and internatioriata and it also
intends toassess and incorpate outcomes from over 20 related research projects. It will
build and ensure long term sustainability and growth.

DeliverableD3.4¢ VoluntaryCompliance Commitment tool




Enabling Crowdourcing based privacy protection fosmartphone applications,websites
and Internet ofThings deployment (Privacy Flag) GRANT AGREEMESB426

The present document covers importantemsients on the development of T3.4 \doluntary
Compliance Commitment tayl

T3.4 focussupon enabling any company or public administration located in Japan, Korea, China and
US to formally and publicly commit and abide to respect the European standards.

After a brief introduction, Section éffers anoverview of therespectivetool context. In fact, the
introduction of the Genaral Data Protection Regulation (GDPR) offers new strategies in order to
davoid a gapin terms of privacy protection outside and insidethe European UnionEU. Thraigh

the voluntary legal binding meahism, drafted and made available indadicated website (see
Section % by the Privacy Flag Consortium, the formal adoption of theempliance commitment

tool¢ will enable Japanese, Korean, Chinese and American companies to signify their legal abidance
to a common set of rules aligned with the European personal data protections norms, extending
those norms beyond the European territory.

Section6 details thestructure of the Voluntary Compliance Commitment tool, as developed on the
dedicated websitevyww.privacypact.com

Finally, Sectioid draws some conclusions about the value of the tool.
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The present document coversnportant elements on the development of T3d\oluntary
Compliance Commitment taol0

T3.4 focussupon enabling any company or public administration located in Japan, Korea, China and
US to formally and publicly commit and abide to respect the Europianiards.

After a brief introduction, Section 4ffers an overview of theespectivetool context. In fact, the
introduction of the General Data Protection Regulation (GDPR) offers new strategies in order to
davoid a gapin terms of privacy protection ostde and insid®f the European UnionEU. Through

the voluntary legal binding mechanism, drafted and made available dedicated website (see
Section % by the Privacy Flag Consortium, the formal adoption of tismpliance commitment

toole will enabk Japanese, Korean, Chinese and American companies to signify their legal abidance
to a common set of rules aligned with the European personal data protections norms, extending
those norms beyond the European territory.

Section6 details the structure oflie Voluntary Compliance Commitment tool, as developed on the
dedicated websitevyww.privacypact.com

Finally, Section draws some conclusions about the value of the tool.
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One of he biggest features of the new European Data Protection RegulédD&mrR)s certainly its
scope; previously, Directive 95/46/EC was applicable when the processing of personal data was made
in the context of the activities of an establishment of a contrdideated in the European Union.

Nowadays this criterion appears to have been overruled by article 3, paragraph 1 of the European
5FGF tNRGSOUAZzY wS3dzZ I GA2yad OKSNBAYI FGSNE aD5t
"regardless of whether the prossing takes place in the Union or not", and provides the application

of its provisions even to controllers and processors not established in the EU that:

A Process personal data of people who are in the EU when treatment relates to offers of goods and
servi@s, regardless of whether it is required or not a paymennt
A carry out monitoring activities on the behaviour of people.

In such a regulatory contexthe VCCT{Voluntary Compliance Commitment ToaBpresents a
valuable additional tool aimed at supporty compliance with the rules on protection of European
personal data by all those entities located outside the EU in two different cases:

A If they do not offer goods and services to EU citizens or do not monitor their behaviour yet, but
through voluntary gbscription they commit to comply with European rules on personal data
protection;

A if they want to offer goods and services to EU citizens or monitor their behaviour and are looking
for an accountable way to offer sufficient safeguards with respect tgotis¢ection of the privacy
and fundamental rights and freedoms of individuals and as regards the exercise of the
corresponding rights.

The VCTVoluntary Commitment Toohas been built on the sets of standard contractual clauses for
transfers from data camollers/processors to data controllers/processors established outside the
EU/EEA asissued by the European Commissi{ftiC) Moreover, considering the possibility for
foreign companies to establish a sabmpany inside the EU, the VCT has been defiryedliowing

the Binding Corporate Rules (BCR) mbdetended as a solution for multinational companies which
export personal data from the European Economic AE&AJo other group entities located in third
countries which do not ensure an adequate ldvef protection conformant to the European
requirements

In fact, the VCDy taking into account the content of thepecificmodel claises and, in accordance
with these clausesnsures that the data controlleri(e.: the Applicant of Privacy Pact) is caitted

to a series of obligations thallsoapply in favor of data subjects for which is provided B f Shir® ¥ &
party beneficiarie§ the clauses take over all the basic principles of European personal data

1 For further information about the Binding Corporate Rules (BCR) ists;alia: http://ec.europa.eu/justice/data
protection/internationattransfers/bindingcorporaterules/index_en.htm
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protection legislation such ashe principleof fairness and lawfulness of the processing, purpose,
necessity and proportionality of the personal dathe obligation of the data controller to provide

the information the notification of the data breach, etc. Moreover, thanks to the studies on the
contract validity in Japan, Korea, China and US, with the signature on the VCT contract the data
controller ensures his accountability in case of fiolfilment of the data protection obligations
under therelated pact.

Furthermore, it should be noted thahé VCT pact is inspired by the Privacy Shield system; théSEU
Privacy Shiefdapplies both to data controllers and data processors @nis based on a self
certification system by which US organization is committed to respect a series of principléaédn

with European privacy legislation; the companies must first sign up to this framework with the U.S.
Department of Commerce that is responsible for managing and administering the Privacy Shield and
companies ensuring that live up to their commitmentse system is fitted, in addition to the existing
supervisory mechanisms in the US, even by individual legal remedies available to the European data
subject.

The Privacy Shield system has lot of similarities with the VCT syistéatt, the principal pant of
contact is that both mechanisms are based on the same logic of voluntary accession by organizations
to a disciplinary system of privacy protectjdrased on a minimum core of principles drawn frtm
GDPR anbteingfunctional to provide EU citizera appropriate level of guarantees, with the major
difference being that the mechanism of application of Privacy Shield Principles is bas@édetfn
certification schemg, under which the US operator benefits of the presumption of adequacy of data
protection and can proceed to import personal data by the European Union from the date on which
selfcertifies to the Department of Commerce to comply with the principles; while the
implementation of VCCT is made by the unilateral commitment by which the emsynaes real
legal obligatiy & G KIF G0 ¢ A (K thigdogarty Oevwdfitislies 2latse,icknSbe telied on
directly by the data subjecthe third recipient- towards the data controllerthe Applicant.

Like the Privacy Shield mechanism, in order tsuee the correct application of the system, it is
made available to the public in the Privacy Flag website a list of organizations that have decided to
submit the VCCT pact, in order to make them recognizable for the subject whose data will be
processed.

The aim of the VCT is to enable each company or public administration to formally and publicly
commit and abide to respect the European standasi®n if located outside Eope.

First of all,the GDPRItself, introducing the codes of conduct, explicitly alfothe possibility for
ccontrollers or processors that are not subject to this Regulation pursuant to Ariitlerder to
provide appropriate safeguards within the framork of personal data transfers to third countries or
international organizationsto démake binding and enforceable commitments, via contractual or

2 For further information also seéttps://www.privacyshield.gov/welcome
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other legally binding instruments, to apply those appropriate safeguards including with regard to the
rights of data subjecss 6! NIA Ot S nndoo

Moreover, n order to enhance transparency and compliance with the GDPR, the establishment of
data protection certification mechanisms and of data protection seals and marks, is encouraged by
the European Legislatpin particular to allow data subject to quickly assess the level of data
protection of relevant products and services.

The certification shall be issued by the certification bodies referred to in Article 43, (accredited by the
competent supervisory authoritie®r the national accreditation body named in accordance
with Regulation (EC) No 765/2008the European Parliament and of the Couticilaccordance with
ENISO/IEC 17065/2042and with the additional requirements established by the supervisory
authority) or by the competent supervisory authority or by the Board.

In accordance with the article 42 of GDPR, in addition, may be established data protection
certification mechanism, seals or mark, for demonstrating the existence of appropriate safeguards
provided by controllers or procesqs)that are not subject to Regulation pursuant to mentioned
article 3, within the framework of personal data transfer toirth countries or international
organizations.

Within the legal backgroundthe Privacy Flag provideshought the VCCT toohn additional data
protection mechanism; in fact, the VCCT tool does constitute a certification in the reading of
article 42 ¢ the GDPR, but it represents a complementary mechanism for supporting an adequate
level of data protectionprovided by controllers or processor. While the VCCT does not include any
material control of the compliance with the GDPR, it demonstrates thenugment of the
contracting party to abide with the European regulatisagardless of its geographic location and
main jurisdiction.

Moreover, via applyinghe VCCTthis constitutes a unilateral commitment that has a valid and
binding effect from an intmational law perpective, in line with the jurigrudency of the
International Court of Justice in the 1974 Nuclear Test €ases

It can also generate additional contractual obligations towards-Baropean residents, who can
refer to the VCCT commitment gart of their consent in their local jurisdiction. The VCCT tool
guaranteesto be able to identify entities adhering to the Privacy Pact; to this sdbgePrivacy Flag,
makes available to the public a list of organizations that have submittethe Pivacy Pact,
contributing to establish a trust environment for the European market.

¢CKS tNAGIOe Cfl Iz GK2dAKG KAE& £k GandieéconPlrintdS NI &y
and will update therespectivelist, upon the basis of entitic@annual (re-)submissiondo the VCT

while an entity can be removed from ithlist whenever requests saipon this purpose, the Privacy

Flag provide a mechanism that allows subriiig a complaint about the inconsistencies between
declarations and effective data press.

The Privacy Flagroject, thought his privacy expertéhereinafter mentioned as thed { dzLJS NJJA & A Y =
9 E LJS Nufitrdl$ the redpect of the Pact and daites the listupon the basis oéntitiesCannual(re-)

3 Seehttp://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=008:208:0030:0047:en:PDF
4 Seehttps://www.iso.org/standard/46568.html
5 Seehttp://www.harvardilj.org/2016/11/decisiorof-the-internationaktcourt-of-justicein-the-nucleararmsracecase/
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submissiongo the CT.Moreover, the VCT togrovides a mechanism that allowthe data subject
to submit a complaint about the inconsistencies betwemmpany selfleclarations and effective
data procesmg.
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In order © better understand the functising of the VCT, this Semi will report the structure of the binding unilateral contract and the dedicated
website contents and subscription steps.

As mentioned in Section, 4he VCT contract has been draftbg taking into account the model alises of the European Commissidne BCR
standards and the UBJ Privacy Shield

The main reference into the GDPR is Article 5.2 which statesiftat controller shall be responsible for, and be able to demonstrate compliance
with, paragraphm 6 W I OOEdBYUR Q0 YSI ya ( KI Gsmiuskie guaranteedzadgdieffegtiveldbidpligdd A LI S

- Lawfulness, fairness and transparency
- purpose limitation

- data minimisation

- accuracy

- storage limitation

- integrity and confidentiality

For this reason, théttachment 1 to the contract concerns the data protection principles.
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ATTACHMENT- DATA PROTECTION PRINCIPLES

Under theNotice Principle Data Controllers are obliged to provide information to Data Subjects with regards to the processing of theil Persona
Information (e.g.type of data collected, purpose of processing, right of access and choice, conditions for onward transfers and liaibiéty). Fu
safeguards apply, in particular the requirement for organisations to make public their privacy diteéesing the Data Protection Principles) and

to provide links to the public (with further details on sdftification, the rights of Data Subjects and available recourse mechanisms).

Under theChoice PrincipleData Subjects may exercise the -opt or object to the disclosure of their Personal Information to a third party (other
than a Sukprocessor acting on behalf of the Data Processor) or to it being used for a "materially different" purpose to the onin statedof

special categories of datdata Controllers must in principle obtain the data subject's affirmative express consent (opt in). Given the necessary
prior consent of the Data Subject, under the Choice Principle, special rules apply for direct marketing, generally allopting dut "at any

time" from the use of Personal Information

Under the Security Principleorganisations creating, maintaining, using or disseminating Personal Information must take "reasonable and
appropriate" security measures, taking into account the riskslved in the processing and the nature of the data.

Under theData Integrity and Purpose Limitation Principl&ersonal Information must be limited to what is relevant for the purpose of the
processing, reliable for its intended use, accurate, completeupdated. An organisation may not process Personal Information in a way that is
incompatible with the purpose for which it was originally collected or subsequently authorised by the Data Subject.

Under theAccess Principld)ata Subjects have the rigtwithout need for justification and in principle without additional costs or upon payment of
a nonexcessive fee in some cases where justified by the circumstances and allowed by the law, to obtain from a Party carffinatiar such
Party is procssing Personal Information related to them and have the Information communicated within reasonable time. This right fmay only
restricted in exceptional circumstances; any denial of, or limitation to the right of access has to be necessary artididd|ywits the Party
bearing the burden of demonstrating that these requirements are fulfilled. Data Subjects must be able to correct, améetgd ped®mnal
information where it is inaccurate or has been processed in violation of the Data Protectapl&sin

Under theAccountability for Onward Transfer Principleny onward transfer of Personal Information from an organisation to controllers or
processors can only take place (i) for limited and specified purposes, (ii) on the basis of a contragigi@bde arrangement within a corporate
group) and (iii) only if that contract provides the same level of protection as the one guaranteed by the Data ProtactmesPiihis should be
read in conjunction with the Notice and especially with the Cheiiiceiple, according to which Data Subjects can object (opt out) or, in the case of
sensitive data, have to give "affirmative express consent” (opt in) for onward transfers. Where compliance problemthar{(sebjh processing
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chain, the organisationdaing as the Controller of the Personal Information will have to prove that it is not responsible for the event giving rise t
the damage, or otherwise will face liability.

The whole structure of the contradtas been set up considering the implicationstle previous mentioned principles. In particular, the
introduction to the contract underlines that

INTRODUCTION TO THE CONTRACT

CKAE z2fdzy Gl NB / 2YLXALYOS /1 2YYAGYSYG ¢22t 060da=x/ ¢ XYOXNIKSSHt MOd & A Dra LINE @ & &
personal data of its clients, users and employees in accordance with Regulation EU 2016/679 on the protection of pérsor@lcd® Sy SNI £ 51 G|

t NPGSOGA2Y wS3IdzA I GA2yS KSNBAYFFISNI aD5t wé (A O yiR 2 5 NS @Haess I5SuMBIG k p @ S 20/3 L
defined as European Data Protection Law.

(A) The Applicanprovidesod NA ST RSAONA LIIA2YO0@FSNHNREOO2%0) V¥RE APNPNRSHBGZ2 LINRJAR
XY, collects, processestores, transfers and manages Personal Information/Data;

(B) Theprovision ofthe Servicesay be subject t&european Data Protection Lahat imposes certain requirements with respect to the
collection, processing, storage, transfer or other managemeang Personal Information.

(© The Applicanunilaterally undertakes to comply with the obligations arising out of this Pact in order to demonstrate its compliance
with European Data Protection Law and/or establish safeguards and standards for theamllpaicessing, transfer, storage and maintenance of
Personal Information.

N.B: For what concernstie details of the Company (e.game and offered services) thelds will be filled through the data declared by the
Company itself through the registraticand submission process on thgvacypactcomwebsite (see Sectioh 2).

In order to avoid misunderstanding and clarify the content following the GIbBRpntractincludes also a set of standard but clear definitions:

Clause 1DEFINITIONS

For the puposes of this Pact definitions not otherwise provided in the text of this Pact will have the following meanings:
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¢EuropeanData Protection Law Y SFya Fff €Fg¢a FyR NBIdzZ | A2y & | Widase Odsis, forSeXamfie f t 2 6 Ay 3
the territory or Member Stae2 ¥ (G KS 9dzZNRLISIY ! yA2Yy GKSNB GKS {SNBAOSa NB RSt AOSNBR
Controller is established and/or however applicable on a-bgsmse basis to the Processing of Personal Infoonati

6Data Controlleé Y SI ya GKS ! LI AOFYyd 2N ! LILX AOCFydiQa FFFAECALIGS 2N demdlsa A RAI NB & |
of the Processing of Personal Information;

éData Processar Y Sl ya Fyeé SydaAienmlinokiatdiikon behdlf bf the Diba@éniraller;t S NA 2

@ataSubjed YSI A GGKS 2y GINREEf SNRE F2NNSNE OdANNBYyd 2N LIN2ALISOGAGS OfASYylias «
affiliates or subsidiaries;

éData Protection Principlgg YSI ya GKS LINJAyathmmedt1Sa ARSYGATFTASR Ay

"Personal Informatios  ZPbidortal Data Y SIya &adzOK AYyF2NXIFGA2Yy Fo2dzi Iy ARSYGATFTASR 2NJ AF
European Data Protection Law;

Gt SNER2Y Il f S5Sntedink a brédi of Oeufrityas specifically defined by European Data Protection Lawleaming to the unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data.

GProcessing YSIya Fye 2LISNI A2y 2dideddon Perdonalinfd@madiod, wiyiel or ok by ukomatid mehdS, NJEh as
collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by tramstrassfer, dissemination
or otherwise making availde, alignment or combination, blocking, erasure, or destruction;

& dzLIS NIJA & A séfars 10 the J&ghllexpérts entrusted by the Privacy Flag Consortium with the drafting, the update and the control on the
lawfulness of the substantive provisions af fPact, whose names and contact details are listedtachment 3

éSupervisory Authority  YSI ya GKS ! dziK2NAGe 2F GKS aSYoSNI {dFdS 2F GKS 9dz2NRPLISIYy |y
of European Data Protection Law;
G ¢ SOKY RNBfF yIAVAR G A2y | f medhOttosdnmeasures Sined drpdtactéing Personal Information against accidental or unlawful

destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where the processing ievicdwssniesion of data
over a network, and against all other unlawful forms of processing.
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51 ¢! /hbewh[[9wQ{ h.[LD!¢Lhb{
¢tKS aSO2yR LINIL 2F GKS O2yidNI Ol O2yOSNya GKS RIFGF O xofivitistofthe §adDa 206t A I |
protection norms and principles, introducing sommencreteaspects of the accountability principtei.e. adoption of technical and organizational

security measures, accuracy, quality, and lawfulness of Personal Information, consent mechdditional safeguards for special categories of

data, data breach notification.

Clause2¢ 1 9 5! ¢! /hbe¢wh[[9wQ{ h.[LD!¢Lhb{

2.1 The Data Controller warrants that the Processing of Personal Information has been and will continue to be carried odanceactith the
relevant provisions of the Data Protection Principles, European Data Protection Law, and those technical and orgarézatiomahsasures
described irAttachment 2

2.2. The Data Controller will have responsibility for the accuracy, gualitd lawfulness of Personal Information and the means by which it
acquired Personal Information.

2.3 In case the Processing involves special categories of Personal Infofmedjoining additional safeguards under European Data Protection
Law, the Dat&Controller guarantees that the processing fulfils the specific conditions established by European Data Protection Law.

2.4 The Data Controlldnas obtained the relevant consents from the Data Subjects required for the lawful Processing, includingction catid
transfer, of the Personal Data.

2.5The Data Controller will notify the Supervisory Authority and, where appropriate, the Data Subjects concerned, withaiglaydunel, where
feasible, within 72 hours after becoming aware of a Personal Dratch

DATA CONTROLLER, DATA PROCESSORAMICHIBORS

The third part of the contractegulates therelationship betweerthe data controller wherusinga data processothat acts on his behalf and the
content of the VCT contracin fact, theprocessothas to apply the same warranties of the contract signed by the controller and the same happens
if the data processor designates a guincessor.

6 Special categories of Personal Information means personal data, revealing racial or ethnic origin, political opinions celighilosophical beliefs, traelenion membership,
and the processing of genetic data, biometric data in order to uniquely igemtiferson or data concerning health or sex life and sexual orientation.
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Clause35! ¢! / hbe¢wh[[9wQ{ 2! ww!b¢, hb ¢I1 9 5!1¢! twh/9{{hwQ{ /hat[L!b/?9

3.1 The Data Controller warrants andpresents that any Data Processor acting on its behalf in relation to the provision of the Services will comply
with the obligations set out in this Clause.

3.2 The Data Processors commit themselves to Processing Personal Information pursuant to theot@aterP Principles, European Data
Protection Law, and those technical and organisational security measures described in Attachment 2. The Data Procekzerapplapriate
preventative security measures in the Processing of Personal Informasiochim way as to minimize the risk of a Personal Data Breach.

3.3 The Data Processors will notify the Data Controller without undue delay and, where feasible, within 48 hours after becaraing a
Personal Data breach.

3.4 The Data Processors shall seaably cooperate with the Data Controller to assist tiaDController in providing t@ata Subjects with the
means necessary for them to exercise the rights granted to them by European Data Protection Law.

3.5 The Data Processor will promptly inform thata Controller about every inquiry, action, investigation, and/or inspection by the competent

Supervisory Authorities, according to the provisions of the European Data Protection Law. The Data Processor wiltdielfd dfehe competent

Supervisory dzii K2 NAGAS&as SEOSLII 6KSYy G(KS 5FGF /2yGNREft SN K& LINRevsudht & y20GAFA
inquiry, action, investigation, and/or inspection, and without prejudice to the situation in which the Data Procesgmais mandated to execute

the orders because they constitute a specific obligation of the Data Processor.

3.6 Subject to European Data Protection Law, Data Processor will Process Personal Information solely in accordance wéh thstavdtions
provided by the Data Controller.

Clause 4.HIRD PARTY BENEFICIARY CLAUSE

If the Data Controller or the Data Processor have factually disappeared or have ceased to exist in law, the Data Suigeentithed to enforce
against the available party Clause@ause 3, Clause 5, Clause 9, Clause 10 apdhiydbeneficiary.

Clause 5SUBPROCESSORS

The Data Controller guarantees, and authorizes the Data Processor, where the latter outsources the Services or a pariathepdefnal Sub
processor, tgperform such activities solely by way of a written agreement with thepBatessor which imposes specific and adequate obligations
on the Sukprocessor; the Data Processor will remain fully liable to the Data Controller for the compliance with this Pact.
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SECURITY MEASUREBTACHMENT 2

The fourth part of the contract concerns the technical and organizatise@lritymeasures. This field will be filled with the measures declared by
the company during theubmission process (see Sectio)5

Clause 6TECHNICAL AND ORGANISATIONAL SECURITY MEASURES

The Data Controller and the Data Processor will implement and maintain the technical and organisational security memsdésAtefchment
2.

ATTACHMENTGZIECHNICAL AND ORGANISATIONAL SECURITY MEASURES

The Parties will each take appropriate technical and organisational measures against misuse, unauthorised or unlawinlgpoo@esidental loss, destruction
or damage to Personal Information as set out below.

[This Section will be filled with the ddtaprovided by the Applicants in the Company Submission Phase]

CONFIDENTIALITY OF INFORMATION

The fifth part of the contract is about the confidentiality of information related to the data subjects:
Clause 7CONFIDENTIALITY

The Data Controller hereby wrtihkes to keep any confidential information related to the Data Subjects exchanged during the provision of the

{ SNBAOSa Ay &aGNRAOG O2yFARSYOS® C2NJ GKS LIzN1J2aS 27F O Kaing toGfDatdza S a 02y T
SweS0iQa odzaAySaa AyOfdRAYy3I:Z odzi y20 fAYAGSR G2z Ay Eakifounatdny, NSt GAY.
relating to the business plans of Parties. The Data Controller undertakes not to divulge to any third paotyfittemtial information disclosed

during the provision of the Services and even after the discontinuation thereof.
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LIABILITY OF THE DATA CONTROLLER

The sixth part substantially summarizes what has been established in the previous paragraphs (dat&dédréll 26 f A3 GA2yaz 6 NNI yi
LINE OSaa2NnRa O2YLX AL yOSs GSOKYyAOFt |yR 2NHIYAT L (A 2y thé onlii SiatzNTatist Y S & dzNB
liable in case of any loss, damage or sanction caused by the Boogetearly with the possibility to claim reimbursement from tlagter one.

Clause 8LIABILITY

The Data Controller will bear the exclusive liability for any damages sustained by the Data Subjects, and any sanciibio iityfosea breach of
any ofthe obligations under European Data Protection Law, as referred to in clause 2 of this Pact and save the right to daimblasgment or
cost back from the Data Processor, where the loss, damage or sanction derived from the breach of an obligretiDatayRrocessor.

TERMINATION, EXPIRING DATE, RENEWAL AND WITHRAWAL

The seventh part is about the tividrawal (or termination) requested by the Company. There are no conditiorrescind the contract, but there

are consequences in terms of data prosieg. In fact, the Company must delete or transfer to the Data Subject all the personal data related to
him/her, in order to avoid unlawful further processing carried out without the GDPR warranties.

Clause 9TERM AND TERMINATION

9.1 This Pact shall beffective for twelve (12) months upon its signature by the Applicant, unless renewed pursuant to the following paragraph, and
shall automatically terminate upon withdrawal or termination, for any reason, by the latter, save for those provisiondwlielr, nature, may
survive. In case of withdrawal, the Applicant should remove from its website/s the iFramed Label issued by Privacysidagtupenf the Pact.

9.2 The Applicant may renew the Pact, after the 12 (twelve) month period has expiredthgpeayment of a fee, as described in Attachment 4. If
the Pact is not renew after the 12 (twelve) months period has expired, the Applicant shall remove from its website/méteLigba! issued by
Privacy Flag upon signature of the Pact.

93UponteW Ayl GA2Yy 2F GKS tIFOG YR gAGKAY GKANILE& o6on0 RI&a amlltérfsEr ! LI A O y
to the Data Subject all the Personal Data related to him, or shall delete/destroy the Personal Data as requ@&stepday Data Protection Law.
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9.41f a Data Protection Authority identifies the Applicant as-nompliant with EU privacy norms, the Supervising Experts will receded the contract
and remove it from the public list. In this case, the Applicant must remative from its website/s the iFramed Label issued by Privacy Flag upon
signature of the Pact

MISCHELLANEOUS PROVISIONS

The last part of the contract contains different provisions.
Clause 10. MISCELLANEOUS

10.1 If any provision in this Pact is ineffive or void, this will not affect the remaining provisions. The Supervising Experts will replace the
ineffective or void provision with a lawful provision that reflects the purpose of the ineffective or void provision. aresiSgiExperts will
similarly add a necessary appropriate provision where such a provision is missing.

10.2This Pact may be modified only by a written amendment by the Supervising Experts. The amendment shall be communicamaicarthe
who can withdraw from the Pact if itogs not agree with it within 15 days from the date of communication. If the Applicant does not withdraw
within the mentioned term, the amendment is deemed as accepted in its entirety and legally binding for the Applicant.

10.3To the extent it is compatid with what is provided for by European Data Protection Laws, the Applicant hereby agrees and accepts that this
Pact and any obligations arising thereby will be governed by the léaipnf

Twoclarification are needed:

- ¢KS a{ dzLISNIIA & A gedndicated d$ Aifachmeiit 3 to iih SCTontractiura Senatore (Data Protection Officerjtalian
Institute for Privacy

- The governing law is thigalianone, because the project hdlse DPO established in Italy and the legal team of Privacy Flageseeped
by the Italian Institute for Privacy.
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After having illustrated the structure and contents of the VCT contract ind®egtl, it is necessary to demonstrate practically the functioning of
the resultng tool.

The Voluntary Compliance Commitment tisdvailable as an cline contractual platforntalledprivacypact.conthat has been implemented as a
process which lead to the contract subscription and allowsApplicant acting on behalf hisslheompary and common users (i.e. natural or legal
persons not registered to the websiti) carry out different types of actions.

5.2.1 VCT overview and application process

In order to better understandhis element from the potential Applicant perspectiveit should & useful to divide thgrocedurein different
phases, as follows:

5.2.1.1 Phase 1: website access

The Company XY visits the PF website and click on Tools menu, which contains the PrivacyPact description and the link gotdwub taedir
privacypact.com
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Home - Privacy Flag Overview News PF Tools About the project Network Glossary Useful Links Privacy Policy Q

Privacy Flag target areas of risks threatening privacy and personal data protection:

For Citizens:

For Companies:

Cervagy P>

Figurel - Website access

5.2.1.2 Phase 2: privacypacbmoverview
By accessing t@rivacypact.com the potential Applicantor the common usercan access to different kind of information thaturing the
implementation have been divided as folics:

- ¢KS al2YS¢ GKIG O2ydGFAya I ONARAST AYUNBRAzOGAZ2Y 2F GKS (22t | yR
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What is Privacy Pact and what it does for you

The Privacy Pact is a voluntary legally binding mechanism for entities located outside of the European Union to voluntarily and contractually commit to respect and abide to the European Data

Protection Law (i.e. Regulation 679/2016 — “GDPR?”, Directive 2002/58/EC — “E-Privacy Directive”).

It provides your organization with a respected and trustworthy seal that shows commitment to comply with the European privacy and data protection law, with the potential of building trust in

developing business activities in one of the largest market in the world, the European Union.

Privacy PACT has been developed by the European research project Privacy Flag and is run as an open service overviewed by legal experts.

The PACT is provided against a minor application fee intended to support this service. The price is:

XXXX.- Euros for companies with less than 10 employees AND less than 2 Mios turnover
XXXX.- Euros for companies with less than 50 employees AND less than 10 Mios turnover
XXXX.- Euros for companies with less than 250 employees AND less than 43 Mios turnover

XXXX.- Euros for companies with either more than 250 employees or more than 43 Mios turnover




o
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Disclaimer

The Privacy Pact is a voluntary legally binding mechanism for entities located outside of the European Union to voluntarily and contractually commit to respect and abide to the European Data
Protection Law (i.e. Regulation 679/2016 — “GDPR™, Directive 2002/58/EC — “E-Privacy Directive™). The Privacy PACT has been drafted by privacy experts in the context of a EU funded project —

“Privacy Flag”, overviewed by the European Commission and independent experts.

Privacy PACT enables legal entities to voluntarily, formally and contractually commit to abide to the European obligations, regardless of their place of establishment and/or activity. However,

Privacy PACT does not constitute a certification in the reading of article 42 of the GDPR, and it does not guarantee that applicants are necessarily compliant with the mentioned legal obligations.
Privacy PACT declines any responsibility whatsoever regarding the effective actions, measures and practices of applicants.

Join us and start to be compliant with EU privacy norms by clicking on “Register” button!

For further information, visit the Terms of Service page.

I hereby accept the terms of the disclaimer.

Figure2 - Privacypact overview

- ¢ K®ublications aSOGA2Y 3> @gKAOK O2y liprisk fhat hak sulhsiiibetl theVCT paét.i. 2F St OK Sy (S
Every user (natural or legal person) visiting the website can access to the list and search for the name of one speaificvebicip is
described with an overview on its details and status (active/inactive depgnoin whether the pact has been subscribed/renewed or
withdrawn).
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Search...

ACTIVI Search

DNET i

Novi Sad, Vojvodina , Serbia EU-U.S. Privacy Shield Non HR

Framework

Figure3 - List of adhering companies

By clicking on the name of the company, the user can se®mare detail the information about theselectedenterprise. Tis sort of
informationisbased on what the Applicant has declared during the pact subscription.
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12MC Ventures, LLC Participation

. EU-U.S. PRIVACY SHIELD FRAMEWORK FRAMEWORK:
Participation

Privacy Policy

_ _ Original Certification Date: 10/6/2016
Dispute Resolution Next Certification Due Date: 10/6/2017

NON-HR DATA COLLECTED

The purpose of data collection at RocketBlocks is two fold: 1) we collect email addresses which serve as usernames
that allow an individual to logon to our online platform and use the services 2) we collect user usage data that is
generated by a user interacting with content on our platform (egif a student completes a math problem set, that
information would be logged) so that we can improve the platform for our users. These pieces of information are
stored on RocketBlocks servers. We do *NOT® in any way, shape or form sell private data that is collected in our
systems. No third parties have access to any data that is entered into the RocketBlocks platform.

Figure4 - Details of an adhering company

- ¢KS aSOGA2y Fo2dzi a2 Keée 22AYy (difeent laipdc® bucheasit fOrtctioning &F Ah® Eontrach anRtBeR A OF (1 SR
potential subscriberghe reasons to join the tool anithe benefits for the adhering companies and users/clients of such companies.

(et



What is the Voluntary Compliance Commitment tool ?

The Voluntary compliance commitment tool (“VCT” or “Privacy Pact™) is a valuable additional tool aimed at ensuring compliance with the rules on protection of European personal data by all those
entities located in Korea, Japan, China and US: it shall enable them to voluntarily and contractually commit to respect and abide to the most relevant personal data protection obligations in line with

the European Data Protection Law (i.e. Regulation 679/2016 — “GDPR”, Directive 2002/58/EC — “E-Privacy Directive™).
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