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Abstract

Privacy Flag combines crowd sourcing, ICT technology and legal expertise to protect citi
privacy whenvisiting websites, using smaohone applications, or living in a smart city
leveraging usefriendly solutiors provided as a smart phone application, a web browser
add-on and a public website. It will:

1. Develop a highly scalable privacy monitoring prudection solution with:
- Crowd sourcing mechanisms to identify, monitor and assess priedated risks;
- Privacy monitoring agents to identify suspicious activities and application

- Universal Privacy Risk Area Assessment Tool and method@libgped to European
norms on personal data protection;

- Personal Data Valuation mechanism;
- Privacy enablers against traffic monitoring and finger printing;

- User friendly interface informingbout the privacy risks when irgy an application or
webste.

2. Develop a global knowledge database of identified privacy risks, together with onling
services to support companies and other stakeholders in becoming pifiiandly,
including:

- In-depth privacy risk analytical tool and services;

- Voluntarylegally binding mechanism for companies located outsifiEurope to align
with and abide to European standards in terms of personal data protection;

- Services for companies interested in being privacy friendly;
- Labeling and certification process.

3. Collaborate with standardization bodies and actively disseminate towards the public an
specialized communities, such as ICT lawyers, policy makers and academics.(-Eleyen
European partners, including SMEs and a large telco oper@@diE) bring their
complementary technical, legal, societal and business expeliseacyFlag intends to
establishstrong links with standardization bodies and internatiofoa and it also intends

to assess and incorporattcomes from over 20 related researptojects. It will build and
ensure long term sustainability and growth.

PRIVACY
FLAG
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This document presents the work undée Work Package (WR ¢ Technical Enableraim of this WP

is to research and develop the required technical enaldeic toolsfor security and privacy that will

provide protection mechanisms for users, contriimgitowards the improvement of privacy protection

and risk detection through collegt user activitiesThese wilhelp dinfuset privacy risk awareness as

well as privacy risk detection knowledge to usémsorder to make thendtake a more active role in

handling their own privagy
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Section ldescribes the purpose of this document agidesa geneal description of WP4nd of its
dedicatedtasks

Section2 providesthe new architecture of the technical enablers and shows the structure of the
interactions among them.

Section 3describes the privacy and security enablers of the Privacy Flag platform. The description
includes the updatediop 25 Threat Matrix YR A da AYLX SYSyidlGdAazy Ay (GKS
security and privacy components, how anonymity is handled and thememmded resources for the

PrivacyHag users.

Section 4iscusses therivacy Flag Web browser add and its functionality along with its integration
with the UPRAM evaluation methodology, along with critical work performed during the second year
andwhat improvements have been achieved in the usability and User Interface component of the add
on.

Section 5provides the details of th&mart phone applicatiothat alerts users about possible privacy
and security risks of applications they use and sitey visit.The section also describes the improved
Userlinterface, new functionalities, and the communication of the application with the backend for
obtaining threat related information.

Section &discusses a majgand of direct practical valuepmponen of the PrivacyFlag Early Warning
System the PrivacyFlag Observataryrhis is hosted in a web site and provides an overview of the
privacy and security situation in the Internet. The information it provides (in numerical, text as well as
graphic format)is useful to numerous stakeholders such as common users, developers, researchers
and enterprises.

Section7 discusses, briefly, the concept of the Distributed Agents, whose task is to crowdsource
information about privacy and security risks. In additibimplements part of th& op25 Threat Matrix
automatic analysis in the front end based on the risk evaluation component.

Section 8discusses th&valuation Componerand how it deploys théatabasein order to obtain
information from theDatabasean order to make it available to other components.

Section 9discussesthe Early Warning Systerof Privacy Flag, which relies on tlievaluation
Componentind theObservatoryin order to detect privacy and security outliers (iapplications of

web sites). This isffectedthrough the use of statistical tools including R SXrifeon, B NBE 2 y Q
correlation,the zZ1 O2 NB X YR / KS0éaKSgQa ¢KS2NBY®

Section 10s focused on one of the most vital components of the Privacy Flag platforrDatadase

This stores all crowdsourced and computed information and execute SQL queries sent remotely by all
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other Privacy Flag components. The section discussd3dtabasearchitecture as it was implemented

during the second year of the project in order to inporate the requirements of the evolved Privacy
Flag architecture.

Section 1ldiscusses théWebsite and Backend Managementomponent. The latter one was
implemented in order to facilitate the presentation to the audience of information from other Privacy
Hag platform components and provide assessment result of websites and smartphone application in
form of a ranking list.

Section 1Zontains the bibliography.
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ISP
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Two-Factor Authentication
Association for Computing Machinery
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Artificial Intelligence

Application Programming Interface
application

application

Autonomous System

Blueray Disc

certificate authority

Cumulative Distribution Function
CodeDivisionMultiple Access
ContentDelivery Network
CommaneLine interface

Common Vulnerabilities and Exposures
Distributed Agent
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Diffie-Hellmann

Domain Name System

Domain Name System Security Extensions
Digital Signature Algorithm
Endto-End

European Commission

Electronic Frontier Foundation
European Union

Early Warning System

Export

Factor Authentication

Future Internet

Future Internet Architecture

Grant Agreement

Global Positioning System

Global System for Mobile Communications
HTTP Public Key Pinning

HTTP Strict Transport Security
HypertextMarkup Language
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Information andCommunication Technologies
Identifier

Instant Messaging

Internet of Things

Internet Protocol

Internet Service Provider

Information Technology
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JSON JavaScript Object Notation

LAN Local Area Network

LSO Local Shared Objects

MAC Medium Access Control

MD Message Digest

MIT Massachusetts Institute of Technology
MITM martin-the-middle attack

NIST National Institute of Standards and Technology
NMAP Network Mapper

OCSP Online Certificate Status Protocol
OFTE on-the-fly enayption

(O Operating System

P3P Privacy Preferences Project

PDF Portable Document Format

PET Privacy Enhancing Technology

PF Privacy Flag

PGP Pretty Good Privacy

PHP Hypertext Preprocessor

PK Public Key

PoC Proofof-Concept

RAM Random Acceddemory

RC Rivest Cipher

RFID RadieFrequency Identification

RTC RealTime Communications

URI Uniform Resource Locator

SHA Secure Hash Algorithm

SIGSAG Special Interest Group on Security, Audit and Control
SME Smalt and Mediumsized Enterprise
SMS Short Message Service

SQL Structured Query Language

SSL Secure Sockets Layer

STD standard deviation

SVG Scalable Vector Graphics

Sync synchronization

TBB Tor Browser Bundle

TLD TopLevel Domain

TLS Transport Layer Security

Tor, TOR The Onion Ring

ul User Interface

UL Uplink

UPRAAM Universal Privacy Risk Area Assessment Methodology
UPRAAT Universal Privacy Risk Area Assessment Tool
URL Uniform Resource Locator

USB Universal Serial Bus

VPN Virtual Private Network

Wa3C World Wide Web Consottin

WebRTC Web Real Time Communications
Wi-Fi Wireless Fidelity
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WOT, WoT Web of Trust

WP Work Package

WwWw World Wide Web

XML Extended Markup Language
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The purpose of WP4 is to design and implement the mechanisms and enablers that will tixesure
privacy of prospective users as well as emagjthem to monitor and report privacthreats detected
on their smartphone anéh their web browsers

Main objectives of this work package are to

Provideprivacy protection mechanisms for users

Contribute towards the improvement of privacy protection and risk detection through
collective user activities and reporting

Helpinfuse privacy risk awareness as well as privacy risk detection knowledge tamsedgr

to make them take a more activele in handling their own, as well as oth@qgrivacy.

WP4 consists of the following tasks:

T4.1 will researctgnalyzeand design the required security and privacy enablers foPttiacy

Flag platform and users. It witlentify existing security solutions and resoes to be used by

the platform. Additionally, T4.1 willdevelop complementary building blocks to support the
platform in order to fill the holes angrovide a list of recommended resources for the Privacy
Flag users.

T4.2 will design and implement an advanced Evaluation Component that will pemddss to

the PrivayFlag Observatory and badtarly Warning Services. TReivacylagObservatory
utilizes multiple sources of input to offer timely and validoimhation on possible privacy
threats.

T4.3 will design and develop a web browser-atdthat will allow users to get information on
potential privacy risks when browsing throughout th@ernet. The adebn informs users
whether a web site is considereak privacy friendly-or not friendly based on the analysis
conducted by the Privacy Flag backend system.

T4.4 will study and implement a smartphone application that will inform users on the potential
privacy risks related to their installed applicatioriswill alsoprovide the evaluation tools
collection crowd sourcing inputs.

T4.5 will provide the underlying server infrastructure that will support the rest of the Privacy
Flag tools, as well as the required database that will store the collected data f@watious
tools.

T4.6 will create the backend management platform together with the corresponding web site
and the underlying database.

Thisdocument presentshe progress and achievements of WP4 within the contéxhe second year

(Y2)of the Privacy Flag projedt focusesupon the modification and enhancements made to the
technical enabler component® accommodate the new Privacy Architecture and the UPRAAM
methodology as well as the current Database schema its automatic risk evaluation capabilities,
which support the Privacy Flag Early Warning System. The components and APIs described in this
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document have been successfully integrated into a fully working pilot system that has already been
activated in heframeworkof the pilot operation in the context of WP5. Major improvements over the
first year (Y1)include the privacy and anonymity components, the integration of the UPRAAM
methodology into the smartphone application, the development of the databtee finalization of

the Top 25 Threat Matrix and the detection of outliers. Work on thesand other WP4 issues is
ongoing and will be described tine Deliverable D4.3.
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Privacy Fla@ a I NJO Empawespeatasldd monitor and caimol their privacy, themselves, with a
usercentered solution equipped with friendly interfaces.

As seen in the figure below, the Privacy Flag architectonsistz 2y (G KS dzaSNEQ aARS>
application and anobile phone web browser adan through which a user may submit evaluations
with respect to the privacy of the visited sites and downloaded applications.

The Distributed Agents @) running in the backgroungroduce automatically evaluations of the sites
and applications.

In the center ofthe architecture lies the Database which contains all the collected and derived
information coming from users and the distributed agernits real time. All the PFcomponents

communicae with this database containing information about privacy breach inotde privacy

violating app, web sites and services as well as possible threat combinations which, when they coexist,
impose severe privacy risk for the user.

¢KS tC O02YLRYySyida Nzyy Ay Thuoksfy minkds thedrit&llbdeagplicats | NI LIK 2
la 6Stt & dzZaSNEQ O2yySOidmaya &2 &mbvaekcdiedSiEinelS Wi & DR
databasedzy 6 y(i SR SEGSNYyIt | 00S&aa (2 dzaSNBQ RFGF® | LI
the central database is notified so as to updaself with a,possibly new identified privacy threat as

well as send back to the enabler advice directed to the user of how the privacy breach can be avoided.
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PF Early
Warning

PF
Observatory

PF Smartphone

HFtle Application

Evaluation
Component

PF Database

Figure2-1: Depiction of the Privacy Flag architecture

In parallel, upon detection of security threats, the Distributed Agents activate the Early Warning
System(EWS)notifying users about the threats and suggesting to them actions in order to avoid
security andorivacy issues.

Finally, the Privacy Flag Observatory publishes all information stored and computed in the database in
a text as well graphical form in order to provide useful information to the public and the experts with
respect to the latest security anprivacy breach threats.

Ly GKS F2fft2¢6Aay3q aSOGA2yas ¢S RSAONROS GKS 42N
Privacy Flag enablers, during the second year of the project in the context of WP4.
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Several security and privacy threats were identified in Year 1 of the project and discussed in Section
2.1 of the Deliverable D4-JAutomatic checks for these threats have been implemented either in the
backend or the browser addn. The slection is made based on the requirement of the threat and
upon the condition whethethe automatic checks can be implemented in the client sidénelfatter

not possible tha theautomatic checks are directly implemented in the backeaking the advatage

of the implementation flexibility and powerfulness of the server.

3.1.1 AutomaticThreat Detection Mechanisms

3.1.1.1Threat Detection Mechanisms implemented in the Backend
The following list of threats presents the ones implemented inldhekend.

Does he website provide HSTS?

Websitesattacks:protocol downgrade attacks and cookie hijacking

HTTP Strict Transport SecufifiiSTS) is a web security policy mechanism
allows web servers to declare that web browsers should only interact wi
using secure HTTPS connections and never via the insecure HTTP protoct
Additionally, the lifetime and public key pins can be wedi by the server tha
the client browser will cache. From now,dhe browser will refuse to connec
via HTTP or via HTTPS in case none of the public key pins is part of the ce
chain. This hinders Mein-the-middle attack&

Confdentiality of communications

This threat is implemented as a backend script that takes the URL as inp1
NEIF R&E (KS | ¢ StiictTrErSpoS8cNdiyd K FI RS NJ S
& Y k- B2 & évell configured (i.e., > 8}) then the script returns true, otherwis:
it returns false

True/False

Does the website use a trustworthy certification chain?
The server may use a certificate that is issued by untrusted or compromist
or the attacker tries to impersonate the genuine server.

1 For more detailsbout this deliverablessee:
http://privacyflag.eu/wp-content/uploads/2017/03/Privacy_20Flag_Deliverable 20D4.1 final v1.0.pdf

2 More information can be foundnter-alia, at: https://en.wikipedia.org/wiki/HTTP_Strict Transport_Security

3 A manin-the-middle attack (MITM)sometimes called a "bucket brigade attack") is an attack where the aitaekretly
relays and possibly alters the communication between two parties who believe they are directly communicating with
each other More information can be foundor example at: https://en.wikipedia.org/wiki/Manrin-the-middle_attack
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In order for an SSL certificate to be trusted, it must have been issued
certificate authaity* (CA) that is trusted by the connecting client (web brows
If the certificate was not issued by a trusted known CA, the client will then ¢
to see if the certificate of the issuing CA was issued by a known trusted C,
so on until either a truste@€A can or cannot be found. The list of SSL certifici
from the root certificate to the website certificate, represents the SSL certifi
chair?.

Confidentiality of communications

This threat is implemented as backend script that takes the URL as input
analyses the server certificate. First, it obtains the server certificate and its i
certificate and uses OpenSSL libfaty verify them using CA certificate
obtained from a trusted source. It also Viezs that all certificates are nc
revoked by check the specifi@CSRJRI in the HTTPS header.

True/False

Does the website use Certificate pinning? (HTTP public key pinning)
Website impersonation

HTTP Public Key PinrfiiPKP) is a security mechanism which allows H’
websites to resist impersonation by attackers using Assaed or fraudulent
certificates. For example, attackers might compromise a certificate auth
(i.e., the entity that issues soft authenticatigertificates for websites) and the
mississue certificates for any domain. To combat this risk, the webservel
LINE BARS | fA&d0 2F AGLAYYSREé Lzt A(
browsers expect that server to use one or more of those puldigskin its
certificate chain.

Confidentiality of communications

This threat is implemented as a backend script that takes the URL as inpi
NEI R&E (KS | publickeBnst R KNGH dR SINT  Séi AF1Si€a =
configured (i.e., > 30 s) and there is a v8IlA256hash for the public key, the:
the script returns true, otherwise it returns false

True/False

In cryptography,a certificate authority(CA is an entity that issuedigital certificates A digital certificate certifies the
ownership of a public key by the named subject of the certificate. This allows others (relying parties) to rely upon
sighaturesor on assertions made about the private key that corresponds to the certified public key.

More general information can be founéhr example at: https://support.dnsimple.com/articles/whais-sstcertificate-

chain/

OpenSSL is an open source project fhalvides a robust, commercigkade, and fulfeatured toolkit for the Transport

Layer Security (TLS) and Secure Sockets Layer (SSL) profeaolsmore details see,for example
https://www.openssl.org/

For more related information se&r example https://www.openssl.org/docs/manl.0.2/apps/x509v3_config.html

More information can be foundnter-alia, at: https://en.wikipedia.org/wikilHTTP_Public Key Pinning

Secure Hash Algorithms (SHA) are a family of cryptographic hash functions published by the National Institute of
Standards and Technology (NISi particular, SHA is afamily of two similar hash functions, with different block sizes,
known asSHA256andSHA512 They differ in the word siz¢hat is:SHA256 uses 3bit words where SHA12 uses 64

bit words More related and generalized information can be foundfor example at:
https://en.wikipedia.org/wiki/Secure_Hash_Algorithms
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Is backward compatibility with unsecure SSLLdB Versions disabled?
HTTPS traffic encrypted using weak ciphers is prone to be decrypted
eavesdropper

Transport Layer SecurtlB(TLS) and its predecessor, Secure Sockets Layer
are standard security technologies for establishing an encrypted link betwe
server and a cliemt typically a web server (website) and a browser.

The strength of the protection mechanism is detergdrby the authentication
encryption, and hashing algorithms, collectively known as a cipher suite, ct
for the transmission of sensitive information over the TLS/SSL channel. The
some cipher suites known to be broken or weak.-&&ibledservers should be
configured to disable these insecure cipher suites.

Confidentiality of communications
This threat is implemented as a backend script that takes the URL as inp1
uses 3 party tools to analys the cipher suites supported by the server. Firs
the server supports SSL v2 or v3, then the script returns false directly be
SSL is considered obsolete. Otherwise, the automatic check uses'NddABt
that ranks the strength of each cipher sugupported by the server. This scri
iterates on a large list of ranked cipher suites and negotiates with the serve
handshake. Then, the minimum rank of all accepted cipher suites is obtair
it is higher than a specific threshold, the API ragitrue, otherwise it returns
false. The following cipher suites list is considered weak and rejected by th

1 NULL ciphers suite (no encryption)

1 Anonymous DiffiHellmann(DF)(no authentication).

1 Cipher suites with Export (EXP) level (caedslybroken)

1 MD5%2(collision attacks)

1 RC23(crypto-analytical attacks)
True/False

Does the encrypted user traffic is prone to fingerprinting?

Even if the user navigates the web anonymously through th& metwork, the
related traffic is prone to fingerprinting (i.e., revealing the website the u
visits). This fingerprinting is possible due to the uniqueness of traffic fea
from a website to another.

Based on a largscale experiment of website fjerprinting over Tor network
we built a generic assessment tool that gigevulnerability score for krge list
of websites. Using the most visited 1000 webs{tscording to Alexaranking)
we recorded 40 instances from its web traffic using 20 lalclnmes over several
days Using this big traffic data, we trained a generic assessment model v
gives a score the anonymous traffic t@ given website is vulnerable to websi
fingerprinting

10
11
12
13
14
15

More information can be foundnter-alia, at: https://en.wikipedia.org/wiki/Transport_Layer Security

More information about Network Mapper (NMAP) can be found, irgtha, at:https://en.wikipedia.org/wiki/Nmap

Also seefor example https://en.wikipedia.org/wiki/MD5

Also seefor example https://en.wikipedia.org/wiki/RC4

More information about Tor (The Onion Ring) project can be founhdtigs://www.torproject.org/
More information aboutAlexacan come by considerinbttp://www.alexa.com/topsites
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Privacy compromising mechanisms

Currently the scores for 1000 websites are stored in a database and fetchi
each requested URL. We are planning

Score (percentage;-000) and Rank (& 3, 1 means low vulnerability while
mean high vulnerability)

Is DNSBCenabled?

DNS cached records can be manipulated by an attacker which redirects th
to malicious servers.

Domain Name Systefh(DNS) is the system that converts human reade
addresses (e.g.www.google.conm to machine readable addresses (i.e.,
address). DNSSE@as designed to protect applications from using forgec
manipulated DNS data, such as that created by DNS cache poisoning. All a
from DNSSEC protected zones are digitally signed. By chetigndigital
signature, a DNS client is able to check if the information is identical
unmodified and complete) to the information published by the zone owner
served on an authoritative DNS server.

Confidentiality of communications

ThisAPlusesdJ- NIig G22f GRAI¢E G2 R2 (GKAZ
signature for the domain name of the given URL

True/False

Does the website comply with the P3P privacy policy?
The website privacy policy is not
The Platform for Privacy Preferences Profg@3P) enables websites to expre
their privacy practices in a standard format that can be retrieved automati
and interpreted easily by browserg/ebsites implementing such policies ma
their practices explicit and thus open them to public scrutiny.
Privacy compromising mechanisms
This API uses the P3P validator provided by WW3®@e privacy policy can b
retrieved as an XML file or can be included, in compact form, in the HTTP h
The location of the XML policy file that applies to a given document can be
9 specified in the HTTP header of the document
9 specified in the HTML head of the document
9 if none d the above is specified, the wddhown locationw3c/p3p.xml
is used
This validator search for a wdtirmed XML policy file and returns true if fiodl,
otherwise it returns false.
True/False

=

6 More information can be foundnter-alia, at: https://en.wikipedia.org/wiki/Domain_Name System

7 For more details also semter-alia: https://en.wikipedia.org/wiki/Domain_Name_System_Security Extensions

18 The platform for Privacy Preference Project (P3P) is a protocol allowing websites to declare their intended use of
information they collect about web browser users. For more details also see:higefsvww.w3.org/P3P/

19 The World Wide Web Consortium (W3C) is an international community wWersber organizationsa fulttime staff,

and the public work togetherto developS 6 &G YR NRaAP a2NB NBE SOIyld AyF2NNIGAZ2Y

at: http://www.w3.org/

-
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Is the encryption method (cipher suit@egotiated between client and serve
considered as secure?

Weak or insecure cipher suite may let an eavesdropper to reveal the
information.

Old browser or misconfigured web server may support obsolete or weak c
suies. This API should verify if the negotiated cipher suite between the bro
and the server of the currently visited website is considered secure.
Confidentiality of communications

N/A

It is figured out it i;mot possible to gain information about the negotiated cipt
suite from the browser ad@n. Also, it does not make sense to perform t
check from backend because we are not aware about the cipher suites supy.
08 (KS dzaSNNa o NBvill BeSdpldacedtbi amatizer andkKUL &
develop its API.

N/A

Does the website use technologies with known security iSsEdE?

When you open a new file that has active content (data connections, ma
and so on), it magontain viruses and other security hazards that could he
@2dzNJ O2 Y LIz SNJ 2NJ @2dzNJ 2NBIF yAT | GAz

If a malicious macro is loaded into &iffice application likeWord via an
AYTSOUSR R20dzySy iz A4 Oly dzasS ¥S
with Word 2 NJ & ! dzi2h LSy ¢ (G2 Fdzi2YlFGAO
document. In this way, the macro virus can integrate itself iWkard, infecting

future documents.

Security compromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web pagéilét of this kindexist then the script
returns true, otherwise it returns false.

Integer

Does the website use technologies with known security isgmesably,Flash?

Known bugs inadd ya Ol dzaAy3 YIfAOA2dza |
devices.

Flash(the following also hold for other similar aguhs), which is commonly
used addon in browsers and websitesuns inside the same process ar
memory as the web browsgbut frequent bugs inhis software give hackers
lots of opportunities to gain access BS @ An@@®eryQWhen they do that,
they can cause the browser to jump to a specific memory address and
control of thedevice The defense against this threat relies on the identificati
of its source code pattern.

Security compromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web page. Ifplagern for this particular breat
exisisthen the script returns true, otherwise it returns false.
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| True/False

5284 GKS 9S0aAisS O2yilAy fAyla 24

Unsafe web resources likeocial engineering sites (phishing and decept
sites) and sites that host malware or unwanted software

Hacked sites contain hidden links to malicious sites which can inject mali
O2RS G2 I dza SuNXtEnglyR/Sihg 0ethd  dzL2 v

Security compromising mechanisms

This threat is implemented as a backend scriptthat t £ & D22 3t S
l'tL gKAOK KlFa GKS ! w[ I a A ythédgarigt
returns trueif the webpage is safetherwise it returns falseSafe Browsing is
a Google service that lets client applications check URLs against Gc
constantly updated lists ofnsafe web resources.

True/False

Does the website uspotentially dangerous advanced HTMLBPIs: Web
Audio AP¥?

Users are exposed to unauthorized recordings.

The Web Audio API involves handling audio operations inside an audio co
and has been designed to allow modular routing. Basic audio operation:
performed with audio nodes, which are linked together to form an au
routing graph. Several sourcewith different types of channel layouiare
supported even within a single context. This modular design provides
flexibility to create complex audio functions with dynamic effects.

Privacycompromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web page. If the functions used for this parti
technology exist then the script returns true, otherwise it returns false.

True/False

Does the website use potentially dangerous advanced HTML5 APIs: Wek

HTML5WebRTC is a very effective mechanism for providing real 1
communication buft is also used by hackers to leak sensitive informatior
de-anonymize users.

WebRTC (Web Redime Communicatioijis a collection of communication
protocols and application programming interfaces that enable -tiead
communication over peeto-peer connections. This allows web browsers
not only request resources from backend servers, but also-tieal
information from browsers of other userghis enables applications such

20
21
22
23

For more details, also sekttps://developers.google.com/saferowsing/v4/
For more details also see, among othdrps://en.wikipedia.org/wiki/HTML5
Also seehttps://developer.mozilla.org/eftUS/docs/Web/API/Web_Audio API
For more details also sebttps://webrtc.org/
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video conferencing, file transfer, chat, or desktop sharing without the nee
either internal or external plugins.

Privacycompromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web page. If the functions used for this parti
technology exist then the script returns true, otherwise it returns false.
True/False

Does the website use potentially dangerous advanced HTML5 .
Geolocation (GPS)?

The HTML5 Geolocation ARkalizes locatiofbasedservices via the Web b
granting web sites the geographical location information of user devi
| 26 SOSNE (GKS DS2t20FGA2y 1tL Oly
coarsegrained permission and location models.

The W3GGeolocation API is an effort by the World Wide Web Consort
(W3C) to standardize an interface to retrieve the geographical loca
information for a clientside device.The most common sources of locatic
information are IP address, Wi and BluetoottMAC address, radifsequency
identification (RFID), WRi connection location, or device Global Position
System (GPS) and GSM/CDMA cell IDs. The location is returned with &
accuracy depending on the best location information source available.
Privacycompromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web page. If the functions used for this parti
technology exist thetthe script returns true, otherwise it returns false.
True/False

Does the website use technologies with known security issdesiveX?

The usage of this particular obsolete technology indicates seaniyprivacy
AaadzSa (2 (K $heydzarSsphicompues fio® Yumhctioning
correctly, collectyour browsing habits and personal information without yo
knowledge, or can give you contetike popup ads that you do rtovant. Al®,
ActiveX controls might céain unintended code that allows "bad" websites 1
use them for malicious purposes.

ActiveX® is a Microsoft technology supported in older Microsoft browsers
can be used to build complex scripts to automate many tasks. ActiveX nor
operates from the web site directly to the users systems. Therefore, n
security issues arise from this appch. Even Microsoft has discontinue
ActiveX.

Securityand privacycompromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web pagéhdf pattern for this particular threat
exists then the script returns true, otherwise it returns false.

24 For more details alsces: https://www.sitepoint.com/htmI5geolocation/
25 Also seefor example https://en.wikipedia.org/wiki/ActiveX

5St AQDSNI 0f Seamreport b Te¢hticalzyabl@ls RS OS2


https://www.sitepoint.com/html5-geolocation/
https://en.wikipedia.org/wiki/ActiveX

Enabling Crowdourcing based privacy protection fosmartphone applications, website:
and Internet ofThings deployment (Privacy Flag) GRANT AGREENMESB426

True/False

Does the website use technologies with known security issuaga?

Security compromising mechanisms

An applet is a small Internétasedprogram written in Java, a programmin
language for the Web, which can be downloaded by any computer. The a
is usually embedded in an HTML page on a Web site and can be execute:
within abrowser.

Security compromising mechanisms

This threat is implemented as a backend script that takes the URL as inpt
scans the source code of the web page.alfjava applet orthe object

constructed for this particular technologgxist then the script returns true,
otherwise it returns false.

True/False

Does the website use technologies with known security iss@dserlight?

The usage of this particular obsolete technology indicates security bugs
LINA @ O AaadzSa G2 G KbvatedemaiNand othierdata

Silveright?® is a deprecate@dpplication framework for writing and running ric
Internet applications, similar to Adobe Flasthile early versions of Silverligt
focused on streaming media, later versions supported multimedia, grap
and animation and gave developers support f@l1’ languages and
development tools. Silverlight is also one of the two application developn
platforms for Windows Phor& but web pages that use Silverlight cannot ri
on the Windows Phone or Windows MoBfi@ersions of Internet Explorer, a
there is no Silverlight plugin for Internet Explorer on those platforms.

Securitycompromising mechanisms

This threat is implemented as a backend script thaes the URL as inpahd
scans the source code of the web patf¢he pattern for this particular threat
exists then the script returns true, otherwise it returns false

True/False

3.1.1.2Threat Detection Mechanisms implemented in the Frontéwaidon)
For the implementation of the threat a number gdvaScriptibraries are used, includirghrome APIs.

Nevertheless, while the threats were identified in Year 1 of the project, the implementation of
methods to detect them is also connected with the infotioa available to and the capabilities of the
browser addon, as many times theespectivedevelopers do not allow specific code and request to

be executeddue to security of the browser itself.

N

6
27

NN
=]

9

For more details also sebttps://www.microsoft.com/silverlight/
For more details also semter-alia: https://en.wikipedia.og/wiki/Commandline interface
Also seehttps://www.microsoft.com/erus/windows/windowsl0-mobileupgrade

Also seehttps://www.microsoft.com/erus/mobile/
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The following list of threats presents the ones implementadthe addon, and have the status
establishedafter the 2 year of the project.

Does the website provide data encryption (SSL/TLS)?

Easy to intercept users sensitive information at multiple points using a net
sniffer®. All data arevisible to the ISP as well as to the network gateway
The data encryption allows the authentication of the website and
communication between the user browser and the server. Data encryy
protocols protect against maim-the-middle attacks

Confidentiality of Communications

The addon checks the current tab url and checks if https is enabled ar not

True/False

What information does the website/server directly learabout a user (using
forms)?

Retrieve user information without his knowledge

A common input method on websites are HTML forms where users are asl
LINE GARS AYF2NNIGAR2Y GKIG gAff Gk
information can range from name and address, to passwords and credit ¢
The user should be informed on the data any website has collected fronm
over a period of time.

Privacy Compromising Mechanisms

N/A

It is not possible to detect forms in a website without using a scrapj
methodology which is not accepted. This threat is passed on WP2 and W
include on the implementation of UPRAAM

Usersubmitted informationthrough URPAAM

Whichcommunication parties is data transferred to?

3 parties may etrieve user information without his knowledge

Some websites may send the user information (as name, addresaileto third
parties for numerous reason&.g. advertising) without the user knowledg
O2YLINR&AAY3I.dza SNRAa LINA @I O

Privacy Compromising Mechanisms

N/A

From the browser adan it is not possible to know if data are sent té @arties
(apart from cookies,ee bdow). This threat is also passed on WP2 and WP
include on the implementation of UPRAAM

Usersubmitted informationthrough URPAAM

Does the website useTMLcookies?

30 A network sniffermonitors data flowing over computer network links in real time. It can be acselfained software
program or a hardware device with the appropriate softwarefiamware programming For more details also see:
https://www.lifewire.com/definitionof-sniffe817996
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Misuse of cookies for authentication or storesansitive information

Cookies are small text files composed of alphanumeric characters, whic
ONBI GSR 2y dzaSNRa O2YLMzi SN 6KSy
cookies. Every time the user loads the website, the browsads the cookie
back to the serverto notify the user's previous activitHTTP cookies are ust
for authentication or to store sensitive information.

Privacy Compromising Mechanisms

While the website is loading, lsstener is used to catch the communication
cookies with the server. The cookies are then separated based on
characteristics to calculate the number of HTTP cookies.

+ fdz§ wnXy®s

Does the website usdnird party cookies?

Tracking user's browsing history

Cookiesare small text files composed of alphanumeric characters, which
ONBIFGSR 2y dzaSNDRa O2YLJziSNI gKSy
cookies Every time the user loads theebsite, the browser sends the cook
back to the server to notify the user's previous activithird party cookies ar
dzZa SR G2 GNIY O] dz&ASNDa oOoONRBgaAy3ad KAa
Privacy Compromising Mechanisms

While the website idoading, a listener is used to catch the communicatior
cookies with the server. The cookies are then separated based on
characteristics to calculate the number of third party cookies.

£ £ dzS wnXye

Does the website use HTML5 WeQL database

A third-party advertiser could use a unique identifier stored in its local stoi
area to track a user across multiple sessions.

Sometimes websites are using this methodology to store user informatidara
example unigue identifier of the user. If accessed by a tkpatty it could be
used to track the user across multiple browsing sessions and learn more

the users browsing history.

Privacy Compromising Mechanisms

Under evaluation the possibility of retrieving this information from the -aad

True/False

Does the website use LSOs?

Detailed Tracking, allows spyware or malware to be installed

Local Shared®bjects! (LSO) or Flash Cookies work the same way as nc
cookies and are used by the Adobe Flash Piayerstore information at the
usel@ computer. They exhibit a similar privacy risk as normal cookies, but al
as easily blocked, meaning that tlmgtion in most browsers to not accef

31 Also seefor example https://en.wikipedia.org/wiki/Local shared object
32 For more details also sebttps://get.adobe.com/flashplayer/
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cookies does not affect Flash cookies. Flash cookies are unlike HTTP cool
sense that they are not transferred from the client back to the server. \
browsers read and write these cookies and can track any biateveb usage
HTTP cookies can't save more than 4 Kilobyte of,detile Flash cookies ca
save up to 100 Kilobyte by default

Privacy Compromising Mechanisms

Under evaluation the possibility of retrieving thi§ammation from the adeon.

True/False

Does the website use Supercookies?

Disrupts or impersonates legitimate user requests to another website that st
the same Tog.evel Domain as the malicious website

Supercookie® are the cookies with an origin of a Tapvel Domain (such ¢
.com) or a Public Suffix (such as .co.uk). An attacker in control of a mal
website could set a supercookie and potentially disrupt impersonate
legitimate user requests to another website that shares the samelBwel
Domain(TLD)r Public Suffix as the malicious website.

Privacy Compromising Mechanisms

N/A

There is no way to differentiate cookies andpstcookies from the adan, as
there is no specific way if cookie or not unless compared with other webs
From the adebn the list of cookies can be retrieved (see above) and passed
to the backend. In discussion if this identification can takegla the baclend.
£ £ dzS wnXye

3.2.1 Securing Backend Server

HTTPS must be configured on the server and all traffes goough it. Also, all other unused or
unsecured ports (e.g., HTTP) are disabled. A certificate for privacy flag will be issued from "Let's
Encrypt" CA. A domain name for the privacy flag backend should be reserved and inserted in the
certificate.

3.2.2 Securig Communication

Secure communication between frontend and backend is done through two security levels. The first
level is to let the user traffic route through the Tor network to maximize the security and privacy levels.
Otherwise, if the user does not@Jor at the moment, the frontend will communicate through a direct
HTTPS connection, but in this case the user anonymity is not guaranteed.

To routePrivacyHag (PF) traffic through Tor network, the user should install Tor, which differs based
on the wser device. More specifically, the browser aall user has to download the "Tor Browser
Bundle" fromhttps://www.torproject.organd start it. While it is running, the aeth in Chrome will

33 For further information also seter-alia: http://searchsecurity.techtarget.com/definitisupercookie
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seamlessly use the T@roxy running in the localhost. For the Android gppe(Google 2015) the
user needs to install K S & hpBand start a Tor connection from OrBbtwhile it is running, the
PF app will use the proxy server provided bigddr

To implement this 2evels conceptthe proxy settings of thérontend should be changesuch that

the traffic routes through the Tor proxy (i.e., localhost:9150) if the requested URL is located on the PF
domain while the traffic routes directlptherwise. Therefore, the PF domain name must be passed in
the frontend initialization to differentiate the user trafffoom PF traffic

Since Privacy Flag project aims to increase the users awareness about privacy and its enablers (i.e.,
Tor), we suggest to show an elegant warning message if the user is not using Tor &hd gbera

link to a page on the PF website describing the Tiwaatages. Then, we may ask the usdreifshe

likes to continue using PF frontend without using Tor.

Implementation details for both addn and Android app are provided in the next two sections.

3.2.3 Browser Adebn Code Sample

To allow changing proxy settis from the adebn, the "proxy" permission should be added to the
manifest. The code sample can be found in the js/torproxy.js file which contestisroxy()
function that sets the proxy settings, access a webpagaapecific domain and displays resuih the
add-on window.

Set proxy configuration

Since we need to selectively use Tor proxy only with URLs hosted on the PF seryeacthsemipt
proxy modeshould be usedhat enables proxy settings based on the visited URL. Thus, on thenadd
initialization, the proxy settings should be modified as follows:

var pfdomain = ' privacyflagbackend.eu '; /ITo be updated by the real
domain name

var configtor= {
mode "pac_script,
pacScript{
data "function FindProxyForURL (url, host)\§" +
if (dnsDomainis(host,"" + pfdomain + ") || dnsDomainls(host, ‘wwiv.+ pfdomain + ") ||
dnsDomainls(host, 'torproject.orgf)) +
return 'SOCKSS5 localhost:9150", +
" return 'DIRECTSn" +
o
}
h
chromeproxy.settingsset{value configtor, scope 'regular}, function() {});

Verify Tor proxy is running

34 Orbot is an application that allows mobile phone users to access the web, instant messaging and email without being
monitored or blocked by their mobile internet service provider. Orbot brings the features and functionality of Tor to the
Android mobile operating systerfior more details seduttps://www.torproject.org/docs/android.html.en
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To check if the Tor proxy is running correctly, we can accesbtthg://check.torproject.orgpage

g KA OK Cengraiudations. This browser is configured to useéTorAy G KS GAGES AF (K
G2 Ad GKNRdzZAK ¢2NJ yS8arg Ndu are yidk usihgl TorNJ & LilZ \SR &2 (1 K& Na
Alternatively, we can make it simpler by trying to access any webpadt- domain dorproject.org

If the connection successes, then Tor proxy is running. For example, this code snippet performs this
check:

var configsystem = {

mode: ' system ',

%

$. get (' https://check.torproject.org ", function () {})

. done (function (data ) {
/I connection succeeded, then Tor proxy is working
//[document.getElementByld(‘torcheck’).innerHTML = data;

})

fail(function() {
/I connection failed, then warn the user
if (confirm('lt seems that Tor browser is currently not running. Aresume to continue using Privacy
Flag without using TorP==true) {
/I User wants to continue without using Tor, then roll - back the
system
/I proxy settings
chromeproxy.settingsse({ value configsystemscope 'regulat});

}

else{
/I Otherwise, keep Tor proxy settings.

}
i

The addon should keep the user choice in the session to avoid asking the user labthar choice
every time the server is accessed.

Access the PF backend
The addon is free to use any library to sel' TPS request to the PF server. The following shows a
jQuery example:

$.get 'https://<pf domain function() {} )
.don€function(datg {
/I data contains the HTTPS response

b

3.2.4 SmartphoneAppCode Sample
The android app follows a similar concept that changes the proxy setting to route the PF traffic through
the Tor proxy.

Set proxy settings

To let the app communicate to an external server, proper permissions should be added to the app
manifest. These perissiors are as follows:
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<uses - permission android:name="android.permission.INTERNET" />

<uses - permission android:name="android.permission.ACCESS_NETWORK_STATE" />

'[ RS@St2LISR I ToRizkybectdri SKI Of AXK2dfi R 6S AymPf dzZRSR
traffic. In the app initialization, a new object from this class should be created passing the default

system proxy settings and the PF domain name as a string. Then, the set this object as the default as
follows:

TorProxySel ector torproxy = null ;

torproxy = new TorProxySelectdProxySelectogetDefaulf), "privacyflagbackend.eu;'

ProxySelectosetDefaulttorproxy);

Verify Tor proxy is running

To check if the Tor proxy is running, you can caligfierConfigured() function after accessing
a page on the PF domain. If it returns true, then the Tor proxy is supposed to work properly. If not, the
TorProxySelectarlass is configured to automatically roll back to the original system settings.

Access the PF backend

ULh & RSOSt2LISR I ¢ NI LILIS Nde BiipdURLICondGettiphuilt-ig yaéStO G A 2 v €
simplifythe asynchronou$iTTPS communication. What is needed from the class that sends requests

to the server is tamplementthe SSLConnection.SSLConnectionAsyncRes ponse interface

and override theprocessFinish() function. The latter function should process HTTPS responses
when they arrive.

To send a request to the servat,is required tocreate an SSLConnection object and call execute
function with passing the ragested URL in the RequestDetails object. For example

new SSLConnection (this ). execute (new RequestDetails( ur) )

The SSLConnection constructor takes the object that implem&SisConnectionAsyncResponse
interface which can be the caller class. The execute function takes a RequestDetails object that assign
an internal Id for the request and takes the requested URL. The requestID can be used later on when
processing the response. The execute function igi@sronous and returns immediately. When a
response arrives the processFinish callback function is called with the response details. A definition
sample of this function can be the following:
public void processFinish(ResponseDetails respdgnse)

/I Here, you will receive all responses

/I 'You can differentiate among responses by checking the
/I RequestDetails object included in the response

if (responsésError)
/l Handle errors here (resportSgorMsg)
else
/I Work with response here (respom$ETPResponse
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The processFinish function will receive a ResponseDetails object that contains the following members:

Request which contains an automatically assigned RequestID and théyétlecking the
included request, you can associate the returned response to its corresponding request.
isError which set true when there is an error occurred

HTTPResponse which is a string of the returned response.

ErrorMsg which contains the error messagesError is true

3.2.5 Anonymizing Exchanged Data

Even if Tor network is employed to route the PF traffic, arged data must banonymous or at least
anonymized. fie following two tableshowuser data that are transferred to and stored in the server
by add-on and smartphone app

BrowserAdd-on

Data Item Recommendations

Device/User Id Collecting device or user ID directly contradicts with the user
anonymity.

Website name The URL must be truncated to the scheme, subdomain(s) and don
names. Directory path and page name should not be sent to the
server, except there is a need for that. In any case, the query strint
should not be sent to the server.

Website evaluation There is no anonymity issue in this data item

(UPRAAM + automated

evaluation

SmartphoneApp
Data Item Recommendations
Device/User Id Collecting device or user ID directly contradicts with the user

anonymity.

List of all applications  Application names should not be sent to the server because recent

installed in theapp studies showed that user's habits and traits can be accurately ident
using such list of installed apps. For more information, please checl
studyhttp://privmetrics.data6l.csiro.au/wp
content/uploads/2015/02/MC2R_paper_1569898227.pdf

Hashing application names may be a workaround in the sense tt
hardens identifying theuser's interests directly, but user identificatic
may be still possible. Another step can be taken is to divide sendin
hashed applications list into several requests, hopping that rejoining

5SSt AOBSNI ot Seamrapert 0o Te¢hticalZznabl€ls RS PSSt 2


http://privmetrics.data61.csiro.au/wp-content/uploads/2015/02/MC2R_paper_1569898227.pdf
http://privmetrics.data61.csiro.au/wp-content/uploads/2015/02/MC2R_paper_1569898227.pdf

Enabling Crowdourcing based privacy protection fosmartphone applications, website:
and Internet ofThings deployment (Privacy Flag) GRANT AGREEMES$B426

requests is not trivial (e.g., assuming that severarsi$®m the same
public IP send their app list concurrently).

Application evaluation  There is no anonymity issue in this data item
(UPRAAM +
permissions)

The second important goal of Task 4.1 is to recommend trusteld and resources for endsers to

be able to preserve their privacy. Thus, we surveyed the egbevities that users commonly do with
their computers ad smart devices to identify possible privacy leaks and the recommended tools to
mitigate these leak The conducted survey included a wide range of cgbsvities from surfing the
Internet and sending instant messages to securely managing user crddddtiee werecommend a

list of best practices and tools that are helpfut fsers to preserve thecybersecurity and privacy.

3.3.1 Web browsing

While users browse the web, they leave footprints or traces behind tivehether locally on their
machines or remotely on the web servers. However, there are some tips that can mitigate this
problem:

Private Browser Window

Most web browsers supports a private browsing mode which deletes all data related to the user
session once the browser window is closed. Session data include browsing history, filled forms, cached
media and firstparty cookies.

Useful Addons

There are many browser adths that claim that they improve the user privacy. However, not all of
them are really doing s®@r doing it in the correct way. We list here most popular @l that are
recommendedand/or offered by authentic sources.

uBlock Origin(Firefox/Chromg It is an efficient widespectrum Ads blocker thais not
memory consumer but supports so many Ads filters than other popular blockers. It
completely open source, has no monetization strategy, and does not allceallsa
"acceptale ads" like AdBlock Plusttps://github.com/gorhill/uBlock/wiki/Blockingnode

SelfDestructing CookiegFirefox: It automatically removes cookies when they are no longer
used by open browser tabs.https://Addons.mozilla.org/ergb/firefox/Addon/self-
destructingcookies/

Click&Clean(Firefox/Chromp deletes browsing and download history, temporary files and
cache, remove cookies including Flash LLHQs://www.hotcleaner.com/
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Disconnect(Firefox/Chromgis an open source aeth thatvisualizes and blocks the invisible
websites that track the user. It blocks third party tracking cookies and gives the user control
over all site scripts. Disconnect was named the best privacy tool by theNewwimes (2016).
https://disconnect.me/disconect

Privacy BadgeffFirefox/Chromgstops advertisers and other thighrty trackers from secretly
tracking the user. If an advertiser seems to be tracking the user across multiple websites
without his/her permission, Privacy Badger automatically kkthat advertiser from loading

any more content in the browsenttps://www.eff.org/privacybadger

HTTPS EverywhelEirefox/Chromg It encrypts the user communications with many major
websites, making the brasing more secure. This a@d is a collabration between The Tor
Project and the Electronic Frontier FoundafiofEFF)https://www.eff.org/https-everywhere

Decentraleyes(Firefox/Chromg It emulates Content Delivery NetworKE€DNSs)ocally by
intercepting requestdfinding the required resource and injecting it into the environment. This
all happens instantaneously, automatically, and no prior configuration is required.
https:// Add-ons.mozilla.org/firefoxAdd-on/decentraleyes/

uMatrix (Firefox/Chromg Many webdes integrate features which let other websites track
you, such as Facebook Like ButfSos Google Analytiés uMatrix gives the user control over
the requests that websites make to other websites. This gives greater anglfme-grained
control over the information that the wuser leaks online. https:/Add
ons.mozilla.org/firefoxAdd-on/'umatrix/

NoScript(Firefoy andScriptSaf§Chromé: is a highly customizable add to selectively allow
Javascript, Java, and Flash to run only on websites thatigbe trusts. Not for casual users
because it requires technical knowledge to configure.

o0 https:// Add-ons.mozilla.org/firefoxAdd-on/noscript/

Harmful Addons

On the other side, there are some popular amlas that are supposed to protect user privamyt, in
fad, they sell user data to"8parties:

Ghosterygives the user the control of the personal data that can be shared with the trackers
on the visited websites. It can also block the offending trackers and significantly speed up the
browsing experience. Hower, it was reported by an MIT review that itencpany helps
advertising companies that want to improve their use of tracking code by selling them data
collected from Ghostery users who have enabled a -ght@ing featwe in the tool. Source:
https://www.technologyreview.com/s/516156/aopularad-blocke-alsohelpsthe-ad-

industry/

35 For more details seduttps://www.eff.org/
36 For more details seduttp://www.addthis.com/socialbuttons/facebooklike-button
37 For more details seduttps://www.google.com/aalytics/
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Web of Trust (WOTuses crowdsourcing to rate sites based on trustworthiness and child
safety. It turns out that it also collects a bunch of data about the user browsingshabit
According to a report from the German teldgois channel NDR WOT sells user data to
various third party companies without even a proper anonymization, which meanesasy to
re-identify the user. Sourcdattps://en.wikipedia.org/wiki/WOT _Services#Privacy_issues

Tor Browser

When users reallgare about their anonymity, they are advised to use the Tor browser. The Tor
network (ttps://www.torproject.org/) is a group of volunteemperated servers that allows people to
improve their privacy and secirié 2y (1 KS slugers Smloysthishheatk2bilEdnnecting
through a series of virtual secure tunnglather than making a direct connection to the destination.
Along the same line, Tor is an effective censorsiiipumvention tool, allowing its users to reach
otherwise blocked destinations arontent. Tor can also be used as a building block for software
developers to create new communication tools with biriltprivacy features. The Privacy Flag-add

and smarphone app enablers uses this feature and routes the Privacy Flag traffic through Tor if the
user installs and enables Tor as explained in Se2th@. More detailed information about Tor can be
also found in SectioB.4.

Since the Tor network only csitlers the anonymity of data transgothe Tor project created the Tor
Browser Bund& (TBB) which consists of a modified Mozilla Firefox web beowthe TorButtof?,
TorLaunchet, NoScripf? and HTTPS Everywhétextensions and the Tor proxy. The Tor Bsew
automatically starts Tor background processes and routes traffic through the Tor network. Upon
termination of a session the browser deletes privaeysitive data such as HTTP cookies and the
browsing history.

3.3.2 Virtual Private Network (VPN)

Virtual Pivate Network (VPN) extends a private network across a public network, typically the Internet.

It enables users to send and receive data across shared or public networks as if their computing devices
were directly connected to the private netwarlBusinesaisers employ VPNs to connect remote
datacenters, and individuals can use VPNs to get access to network resources when they're not
physically on the same local area network (LAN), or as a method for securing and encrypting their
communications when theyra using an untrusted public network (e.g., open WiFi). When the user
connects to a VPNje/she usually launches a VPN client los/her machine, logn with his/her
credentials, and the user device exchanges trusted keys with a remote VPN §&mee bothclient

and server have verified each other as authentic, all of user traffic is encrypted and secured from
eavesdropping.

38 https://www.ndr.de/

39 Also seehttps://www.torproject.org/projects/torbrowser.html.en
40 For more details sedattps://www.torproject.org/docs/torbutton/

41 Also seehttps://www.torproject.org/projects/torbrowser.html.en
42 Also seehttps://noscript.net/

43 For more details also sebttps://www.eff.org/https-everywhere
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Recently, VPN services are commonly used to browse the Internet securely and anonymously.
However, not all VPN providers azempletely anonymous even if they declare themselves so. Some
providers do logging of the IP addresses and activities of their users. Thus, VPN should not be
considered as an anonymity tool but as a security layer for the user traffic so that it eagly
monitored or censored by intermediate parties. Nevertheless, we recognize pifivecyly VPN
providers since they support OpenVENlo not require personal information to register, adopt no
logging policy and offer protection against DNS leakmeSexamples are TorGuattl NordVPKf,
EarthVPK and Proxy.st.

It is worthy to stress on the fact that user traffic is encrypted only when and during a VPN connection
is established. Traffic transmitted before establishing a VPN connection (e.g., emaiis stactup)

or while the connection is disconnected is not secure nor private. There are some VPN clierits and 3
party tools (e.g., VPNCheck B)dhat stop the traffic or alert the user when communication outside

the VPN tunnel occurs. Furthermore, thdeea serious kek caused by WebRTC. WebRTC is a new
communication protocol that relies on JavaScript and allows different platforms to communicate via a
common set of protocols. This technology can leak the user actual IP address even from behind a VPN.
Thus, WebRTC is recommended to be disabled in the web browser when using VPN. It can be disabled
in Firefox by setting "media.peerconnection.enabled” to "false" in "about:config". For Chrome, users
should Install Google official extension WebRTC Networketim

3.3.3 Email ervice and client

Google has clarified its email scanning practicesdeiems of servicé update, informing users that

incoming and outgoing emails are analyzed by automated software. The revisions explicitly state that
D223f SQansiXKB(IOEyYEACY (i 2F SYFHAtA ad2NBR 2y D223t SC
received by any Google email account. This happens because emails are stored in clear text in the mail
servers even if they are transmitted to the server in an encrypted foirhis information leakage is

similar to other free popular email service providers.

Thus, to overcome this serious privacy leak, users are advised to use secure email services such as
ProtonMail (https://protonmail.com/). Messages are transmitted and stored on Prot@ilMervers in
encrypted brmat. This means that they do tbave the technical abili to decrypt the user messages

and, as a resultthey are unable to hand the user data otethird parties. They also dwt save any

tracking information such as the IP addresses used to log in. Also, it does not require any personal
identifiable information to register.

In case of using corporate email service, users are advised to usg ®oetd Privady (PGP) to encrypt

and sign their messages. PGP can be used to m&sdages confidentially. For this, PGP combines
symmetrickey encryption and publikey encryption. The message is encrypbgaising a symmetric
encryption algorithm, whicliequires a symmetric key. Each symmetric key is used only once and is

44 More informative details can be found dtttps://openvpn.net/

45 For more details also sekttps://torquard.net/

46 For more details also sekttps://nordvpn.com/

47 For more details also sekttp://www.earthvpn.com/

48 For more details also sebttps://proxy.sh/

49 Also seehttp://www.guavi.com/vpncheck pro.php

50 For more details also semter-alia: https://en.wikipedia.org/wiki/Pretty Good_Privacy
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also called sa session key. The message and its session key are sent to the receiver. The session key
must be sent to the receiver so they know how to decrypt the messhgeto protect it during
transmission it is encrypted with the recei@mublic keyOnly the private key belonging to the
receiver can decrypt the session key. PGP supports message authentication and integrity checking. The
latter is used to detect whether a messapas been altered since it was completed (the message
integrity property) and the former to determine whether it was actually sent by the person or entity
claimed to be the sender (a digital signature). Because the content is encrypted, any changes in th
message will result in failure of the decryption with the appropriate key. The sender uses PGP to create
a digital signature for the message with either the R8ADSA? algorithms. To do so, PGP computes

a hash (also called a message digest) from theext and then creates the digital signature from

that hash using the send@rprivate key. There are several aglts that support PGP in different mail
clients such aEnigmail(https://www.enigmail.ne) for Mozilla Thunderbitf and SeaMonkéy.

3.3.4 SearctEngines

Search engines (likBoogle Yaho9 use search queries issued by users to deliverenpersonalized

search results. This maybe apparently a good feature but to be enabled, search engines store the user
query, timestamp and IP address to track ssand infer the user interests. This information is shared

to the requested webite which threatens the user privacy. Also, this feature prevents showing the
results from the whole Internet, only things interested to the user.

On the bright side, there ar some private search engines out there such agckDuckGo
(https://duckduckgo.comywhich des not track users nor collect their personalized information. Also,
Startpage(https://www.startpage.com) fetches results from Google on behalf of the user witho
recording her IP address or log anything about its behavior. SimiaéyrX(https://searx.me) is an

open source metaearch engine, aggregates the results of other search engines while not storing
information about its users.

3.3.5 Instant Messaging (INd VolP Software

Instant Messengers (likBkype Whatsapp Viber, Facebook Messageareused by almost everyone
nowadays in sending text message and place voice and video calls. Few of these popular IM have
recently started to support entb-end encrypion like Whatsapp and Viber which makes conversation
secret even from the seers of the provider. Facebook Messenger supports-tendnd (E2E)
encryption only for mobile devices and text messages, but it is not enabled by default. Even if this
feature issupport by IM app, user privacy is still not fully safe. In August 2016, WhatsaApprared

that it will start to share user data with its parent company Facebook in order to draw in adverts to the
platform. Third party companies will be able to séatheted messages directly to WhatsApp users.

To keep user messages safe and private, users are advised to use-piaradly opensource IM
services Signal(https://whispersystems.org/is a free and open source mobile app which provides
endto-end ercrypted instant messaging and voice calls (¥idalls are recently beta supported).

51 For more details also semter-alia: https://en.wikipedia.org/wiki/RSA_(cryptosystem)

52 For more details also semter-alia: https://en.wikipedia.org/wiki/Digital Signature Algorithm
53 For more details atssee,inter-alia: https://en.wikipedia.org/wiki/Mozilla_Thunderbird

54 For more details also sebttps://www.seamonkeyproject.org/
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Encypted group chats are also supportétiire (https://wire.com/) supports similar features as Signal

but it is supported for desktop, web and mobile platforms. For dgsktr laptop machinesicochet
(https://ricochet.im/) is another alternative which uses the Tor network to reach user contacts without
relying on messaging servers. Ricochet starts a Tor hidden service locally on &pssegputer and

can communicate dg with other Ricochet users who are also ringitheir own Ricochetreated Tor
hiddenservices. This way, Ricochet communication never leaves the Tor network. A user screen name
(e.g., ricochet:hsimfsg47dmcqctb) is awgenerated upon first starting Ricbet; the first half of the
screen name is the word "ricochet”, with the second halhgethe address of the Tor hidden service.
Before two Ricochet users can talk, at least one of them must privately or publicly share their unique
screen name in some way

3.3.6 Encrypted Cloud Storage

Cloud storage (l&kDropbox OneDriveand Google Drivestated to be an essential tool for everyone

G2 &AKFENB FAE{Sa FYyR YSRAF FY2y3a GKS dzaSNRa RSOAO!
security guarantee, theytare user files unencrypted in the cloud whether on their own or shared

servers. This nans that the technical team or the government can have access to the personal user

files without notice. Also, if the servers got compromised, hackers have full amtéss user files.

There are several securdternatives for cloud storage lik8ync(https://www.sync.comj, Seafile
(https://www.seafile.com) and SpiderOak(https://spideroak.comj. Sync is a zetknowledge cloud
services which means the files aracrypted on the user machine before they are sthevith the

cloud servers. Sync.com us2%6-bit AE® encryption on files and lock them with 2048 RSA private

keys. For maximum security, passwords are never transmitted to Sync. Furthermore, Synotdoes
store passwords or password hashes during account creation, or when you log in. Amaoithelris
offered by Seafile. This cloud service gives users the opportunity to host their files on their own servers.
It also offers to host user files on theirrgers either in Germany or with Amazon Web Service in the
us.

3.3.7 Disk and File Encryption

Disk encryption software protects the confidentiality of data stored on computer media (e.g., a hard
disk, floppy disk, or USB device). Operating systems usuallgngsenforce access controls where
each user accourhas specific rights on each file andeditory. However, disk encryption passively
protects data confidentiality even when the OS is not active, for example if data is read directly from
the hardware orby a different OS. Disk encryption generally refers to complete encryption that
operates onan entire volume mostly transparently to the user, the system, and applications. This is
generally distinguished from fillevel encryption which enabled by the ussction on a single file or
group of files. Disk encryption usually includes all aspects of the disk, including directories, so that an
attack cannot determine content, name or size of any file. It is well suited to portable devices such as
laptop computes and external drivesvhich are particularly susceptible to being lost or stolen. If used
properly, someone finding a lost device cannot penetrate actual data, or even know what files might
be present.

5 For more information also semter-alia: https://en.wikipedia.org/wiki/Advanced Encryption Standard
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One example for disk encryption toolsfsraCrypt(https://veracrypt.codeplex.comivhich can create

and maintain an o#the-fly-encrypted volune. Onthe-fly encryption (OTFE)means that data is
automatically encrypted right before it is saved and decrypted right after it is loaded, without any user
intervention. No data stored on an encrypted volume can be read (decrypted) without using the
correct pasword/keyfile(s) or correct encryption keys. The-thre-fly encryption does not mean that

the whole file that is to be encrypted/decrypted must be stored RAM before it can be
encrypted/decrypted. There are no extra memory (RAM) requirements. VeraCrypt supports individual
file encryption as well. For file encryptiocBnuPQhttps://www.gnupg.org)) is a simple option which

is opensource and supported on alkesktop operating system¥\indows LinuxandMacO$.

3.3.8 Password Management

Good security practices require users to use different passwords for each website and service. For
accounts of any significance, those also need to be strong passwords fafroner another. But if we
combine those two requirements (erpassword per site and strong passwortti&n it turns to a very
complex task. To handle this complexity, there are many password managers but only few of them are
really secure.Master Password(https://ssl.masterpasswordapp.com/is based on a password
generation algorithm that guarantees thegswords can never be lost. Its passwordsratestored,

but they are generated cdemand from the user name, the site and the master password. Thexefor

no syncing, backups or Internet access needézbPasghttp://keepass.info) is a free open source
traditional password manager, which helps the user manage passwords in a secure way. All passwords
are stored in one database, which is locked with onaster key or a key file. The databases are
encrypted using the best and most secure encryption algorithms currently known: AES and *fwofish

3.3.9 TwoFactor Authentication (2FA)

After the numerous account breaches occurred last year even from giant seraciglgns (such as

LinkedIin Dropbox Yahog Myspace etc.), many poviders started to support a twéactor
authentication to protect their users from being affected by this kind of attacks.-faemr or two-

step authentication adds a second level of auttieggttion to an account logn. When the user have to

enter only the username and password to login to avisy, that hasconsidered a singactor
authentication. 2FA requires the user to enter an additional secret (or verification code) that the user
(K2dzf RO Ll2aasSaa 2N (y2sad ¢KAA | RRAGAZ2YIf aSONBI
or can be a biometric feature like a fingerprint. For example, the verification code can be sentin a SMS

or generated by a dedicated mobile app that stoeesecret (such a&oogle AuthenticatqrDuo

Mobile, the Facebook app Therefore, 2FA offers the user greater account security by authenticating

0KS ARSyGAGe 08 Y2NB (KIYy 2yS YSiK2R® ¢KA& YSIya
primary password, they could not access the account unless they also had the mobile phone, or
another secondary means of authentication.

¢KS HC! | dziKSYGAOFGA2Y KFa OFNAFYyd GSNXYa FNRY &
FLILINRP O f a4 G¢aX B3N OISNAFAOI-G LSV €S NI BxielsRdl 32 § 0O
list of services supportingFA is available #&ttps://twofactorauth.org/.

56 Also see, intealia: https://en.wikipedia.org/wiki/Twofish
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3.3.10Additional Resources

Since security and privacy threats and their countermeasures are constyuenolve, we provide here
links to trusted online guides that prvwe upto-date tips, tools and best praces for safer and more
private communication.

https://ssd.eff.org/is a surveillance setfefense guide provided by The Electronic Frontier
Fowundation (EFF) that provides best practices and -ktgptep tutorids that help users of
different levels of profession to defend themselves from surveillance by using secure
technology.

https://www.privacytools.iois a socially motivated website that pides information about
tools for protecting data security and privacy. If the website is down or compromised, users
can access it on GitHuttps://privacytoolsio.qgithub.io/privacytools.io/
https://www.bestvpn.com/theultimate-privacyguide/is an excedint privacy guide written by

the creators of the bestVPN.com website.

https://guardianproject.info The guardian project provides opeource mobile security
software to help end users to communicate freely and pobthemselves from intrusion and
monitoring.

https://prism-break.org/is a crowdsourced portal for privagware, generally open source,
alternatives to the most popular applications.
http://www.ghacks.net/2015/12/28/theultimate-onlineprivacytest-resourcelist/ is a
diverse and comprehensive list of online privacy tests that help users find out what kind of
information programs and services reveal about users and their devices.

3.4.1 Overview of Privacy Enhancing Technologies

In addition to thealready mentioned Privacy Enhancing Technologies (PETSs) in D4.1, this section aim
to present the current research activities performed during tfigy2ar of the project. Although the

Tor network is the identified anonymization solution for Privacy Flagywill assess here the newly
proposed systems:

Hornet:

Hornet by Chen et al. was published in the Proceedings oR#mel ACM SIGSKConference on
Computer and Communications Security 20l3rnet was heavily misunderstood by media and
promoted as a fagtr Tor, with speeds up to 96GBit/s. The important part that media missed is that
Hornet was designed as an onion routing scheme féutare Internet Architecture (FIA) like e.g.,
Sciori®. But if it comes to the point that a nelmternet architecture will e deployed, it would be very
beneficial to have onion routing deployed at the autonomous system (AS) level routers to provide
privacy in the network by default. The design of systems like this should be closely observed, but for
the rest of the project, wavill stick to Tor since we design solutions for the current internet.

Riffle:

57 Also seehttps://www.sigsac.org/
58 For more specific details also sétps://www.scionarchitecture.net/
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Riffle by Kwon et al. was published in the Proceeding@riwiicy Enhancing Technologies 2@h@

multiple news websites announced it as a new rival to Tor. Unfortunately, media exaggerated its
capabilities since Riffle describes a proof of con¢BpiC)f an anonymity system that also builds on
onion routing and mixnets. But in contrast to whidr offers, Riffle does not aim at providing a low
latency anonymity system for web browsing. In the paper, authors analysed two use cases for Riffle,
namely a microblogging service (similar to Twitter) and a file sharing application. Riffle works by
providing a relatively small set of anonymity servers that serve a large number of clients. In its setup,
anonymity is ensured as long as at least one honest server is in the chain of the used nodes. Anonymity
guarantees offered by Riffle are achieved by twiledent privacy primitives: verifiable shuffle for
upstream communication and private information retrieval for downstream communication.

3.4.2 Latency Enhancement

We worked on enhancing the performance of Tor by-fineing the relays selection process. Cuthgn

Tor clients select relays for a circuit position randomly with probability roughly proportional to the
LINE RdzOG 2F SIOK NBflé&Qa ¢SAIKI NBINASOSR FTNRY
K2dzNX¥ @ | YR LINE L3 NI Arepgtted andi Beasirdd Soandwiith. | Thie deleciiof f F
mechanism may allow the client to select relays from different continents in a single circuit which
results in unavoidable latency.

We modified this mechanism by limiting the relay selection over a singlenemtt{i.e., EU) hoping in
reducing the latency experienced by Tor users.

Installation

To install this enhanced version on Uburda€(Canonical 201&) Windows is not yet supported), the
user must do the following:

1. Installthe following packages:
sudo apt - get install tor python python - pip

sudo pip install stem python - geoip - geolite2

2. Download Tor Browser Bundle frommvw.torproject.comand uncompress it in the home
directory (~/torbrowser_enUsS/)

3. Copy PF_Tor folder (in OneDrive) to the home directory (~/PF_Tor/)

Run the following commands in separate terminals:
a. tor-f ~/PF_Tor/ltorrc

B

The directory ~/PF_Tor/data should nowcontaifid £ S& ' yR GKS GSNXYAYL
. 22GAGN LILISR mMam:Y 52yS8éd YSSLI GKAA (SNYA

b. In a new terminal, run python ~/PF_Tor/gogyhis should show some updates with

iKS frad tAyS areéa af ANDdAAG AyAGAFE AT SRX

c. In a new termmal, start Tor Browser Bundle by running ~Amowser_en
US/Browser/startor-browser
5. Inthe Tor Browser, navigate to any website (éhtips://check.torproject.oryand click on the
green onion icon bede the URL bar. You can see information about the Tor circuit wdiere
nodes should beavithin Europeas shown in the below screenshot.
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& Congratulations. This bro.. > \+

St @' € a https://checktorproject.org/Tlang=en_U5

MNew |dentity Ctrl+Shift+U
MNew Tor Circuit for this Site  Ctrl+Shift+L

Tor circuit for this site

(torproject.org):

Security Settings... This browser

Tor Network Settings... France (37.167.4.8)
Germany (84.187.141.84)
Check for Tor Browser Update... Poland (178.217.187.39)

Internet

Congratulations. This browser is configured to use
Tor.

Your IP address appears to be: 178.217.187.39

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet
anonymously. For more information about this exit relay, see: Atlas.

Donate to Support Tor

Tor Q&A Site | Volunteer | Runa Relay | Stay Anonymous

The Tor Project is a US 601(c)(3) non-profit dedicated to the research, development, and education of online anonymity and privacy. Learn More v

Figure3-1: Browser configuration to use Tor

Evaluation

We evaluatedhe modified Tor with the Edtbuting by fetching the top 100 websites rankedAlyexa,

ten times per website. flen, we measure the time of loading the website in the standard Tor (i.e.,
vanilla Tor) and in the modified Tor (i.e.,-Eluting Tor). In botlvariants, the Tor circuit was discarded

and a new one was created after 10 of 1000 fetching processes. The evaluation results can be found
in the following two graphs. Figurg-2 describes a CDfEumulative Distribution Functiorthat
contains all 1000 mesured time values per routing method (Vanilla TolBtgrouting Tor). It describes

which percentage of the fetched websitesaxis) was finished loading in which timespaiaxis). We

notice that more fetching instances in the Haliting Tor have been &wed faster than in the Vanilla

Tor. In contrast, Figurd-3 displays the loading time as the mean of the ten fetching instances per
website. The error bars describe the standard deviation (STD). Mean and STD are displayed for each of
the 100 websites foboth relay selection methods (Vanilla Tor vs-rauting Tor). It is clearly visible

that the EUrouting approach incorporates less deviation during multiple fetching processes. The
modified Tor seems to be more stable, which will probably enhance theexperience.
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Figure3-2: CDF description that contains all 1000 measured time values per routing method
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The Privacy Flag web browser amiul is a tool that allows users to get information about potential
privacy risks when browsing throughout the Internet. The-addnforms usersvhether a web site is
considered safe or nptased on the analysis cducted by the Privacy Flag backi system; an
analysis which includes both input gathered by technical enables and by exploiting the pbwer
crowdsourcing data from endsers incorporang the UPRAAM methodology.

The Privacy Flag web browser amitlis one of the main points of interaction between emgers and
the Privacy Flag project.

The followingsection presents-in brief- the architecture and the functionality scenarios for the
browser addon (as defined in WP1) as well as the two levels of evaluation, the automated evaluation
(originated by WP4) and the integration of UPRAAM (defined in WP2 and specified in WP3).

Overall an update on the status and the development of the browedd-on during the second year
of the project is presented.

Figure4-1 presents the architecture of the browser web add as this hadeen defined in WP1 and
more specificallyp1.2° (6Privacy Flag Initial Architecture Desiyand updated inD1.3 (GUpdated
architecture desigg).

Thedefined architecture shows where the web browser amtdis positionedvithin the whole Privacy
Flag architecture and what the main interaction with the rest of the componisnts

Figure4-1: The Privacy Flag Web Browser AadArchitecture

Summarizing the work presented in D1.2ethrowser adebn communiates with the Privacy Flag
baclend through a web service to exchange informationfasexamplethe site a user is visiting or

59 Seehttp://privacyflag.eu/wp-content/uploads/2017/03/Privacy 20Flag_Deliverable _20D1.2_final_v1.0.pdf
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