Enabling Crowd-sourcing based privacy protection forsmartphone applications, websites
and Internet ofThings deployment (Privacy Flag) GRANT AGREEMENT NO.653426

Privacy Flag Project Enabling Crowd-sourcing based
privacy protection for smartphone applications, websites
and Internet of Things deployments

Grant Agreement No.653426
Topic: DS-01-2014 (Privacy)
Innovation Action

Deliverable D2.2
Technical Risks Analysis Report
Document Number:
Contractual Date of Delivery:
Editor:
Work-package:
Distribution / Type:
Version:
Total Number of Pages:

D2.2
01.05.2016
UL
WP2
Public (PU) /Report (R)
v1.0
39

This deliverable has been written in the context of the Privacy Flag Horizon 2020 European research
project, which is supported by the European Commission and the Swiss State Secretariat for
Education, Research and Innovation. The opinions expressed and arguments employed do not
engage the supporting parties.

Deliverable D2.2
Risks Analysis Report
DX.X Technical
Title

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426

Abstract:
Privacy Flag (PF) combines crowd sourcing, ICT technology and legal expertise to protect
citizen privacy when visiting websites, using smart-phone applications, or living in a smart
city. It will enable citizens to monitor and control their privacy with a user friendly
solution provided as a smart phone application, a web browser add-on and a public
website. It will:

1. Develop a highly scalable privacy monitoring and protection solution with:
- Crowd sourcing mechanisms to identify, monitor and assess privacy-related risks;
- Privacy monitoring agents to identify suspicious activities and application;
- Universal Privacy Risk Area Assessment Tool and methodology tailored on European
norms on personal data protection;
- Personal Data Valuation mechanism;
- Privacy enablers against traffic monitoring and finger printing;
- User friendly interface informing on the privacy risks when using an application or
website.
2. Develop a global knowledge database of identified privacy risks, together with online
services to support companies and other stakeholders in becoming privacy-friendly,
including:
- In-depth privacy risk analytical tool and services;
- Voluntary legally binding mechanism for companies located outside Europe to align
with and abide to European standards in terms of personal data protection;
- Services for companies interested in being privacy friendly;
- Labelling and certification process.
3. Collaborate with standardization bodies and actively disseminate towards the public
and specialized communities, such as ICT lawyers, policy makers and academics. Eleven
(-11-) European partners, including SMEs and a large telco operator (OTE), bring their
complementary technical, legal, societal and business expertise; Privacy-Flag intends to
establish strong links with standardization bodies and international fora and it also
intends to assess and incorporate outcomes from over 20 related research projects. It will
build and ensure long term sustainability and growth.
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Executive Summary
This document presents part of the work under Work Package (WP) 2 – privacy risks analysis and
modelling. The aim of this WP is to research and describe legal and technical risks as well as the
corresponding risk analysis frameworks related to a user's privacy. This specific deliverable focuses
on the technical risks that users of a browser, smartphone and smart cities (Internet of Things - IoT)
may “face”. Additionally, this deliverable takes care of pointing out privacy related risks in the Privacy
Flag architecture that should be addressed while the Privacy Flag System is developed.

The present document covers important elements on the development of WP2.
Section 1 offers a brief introductory overview of the work package context.
Section 2 discusses different risk analysis methodologies that can be used to assess risks.
Section 3 categorizes and explains different risks regarding the user's privacy.
Section 4 points out different risks of the Privacy Flag architecture, regarding its user’s privacy.
Section 5 summarizes all privacy related risks in a threat matrix that is further used in later
deliverables to create the Privacy Enablers.
Finally, section 6 offers a brief summary of the key issues discussed in the document.
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Glossary
ACRONYMS
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ACM
API
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DOM
DPR
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HTML
HTTP
HTTPS
ICT
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IEC
IoT
IP
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N/A
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NFC
OED
OS
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PC
PDF
PF
PRAAT

Association for Computing Machinery
Application Programming Interface
Certification Authority
Computer Generated Imagery
Control objectives for Information and related Technologyl
Communications Society
Distributed Computing in Sensor Systems
Distributed Agent
Domain Name System Security Extensions
Document Object Model
Data Protection Regulation
Digital Security
End-to-End
European Commission
European Union
Grand Agreement
Global Positioning System
Horizon 2020
Hypertext Markup Language
Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
Information and Communication Technologies
Identifier
International Electrotechnical Commission
Internet of Things
Internet Protocol
International Standards Organization
Internet Service Provider
Information Technology
Legal, Security and Privacy Issues
Monitoring Agent
Man in the Middle
Not Applicable
National Institute of Standards and Technology
Near Field Communications
Oxford English Dictionary
Operating System
Open Web Application Security Project
Personal Computer
Portable Data Format
Privacy Flag
Privacy Risk Area Assessment Tool
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QoS
RV4
SME
SP
SSL
TLS
Tor
UI
UPRAAT
UPRAAT
URL
VPN
WG
WHATWG
Wi-Fi
WP
WWW
W3C

Quality of Service
Rivest Cipher 4
Small- and Medium-sized Enterprise
Special Publication
Secure Sockets Layer
Transport Layer Security
The Onion Router
User Interface
Universal Privacy Risk Area Assessment Methodology
Universal Privacy Risk Area Assessment Tool
Uniform Resource Locator
Virtual Private Network
Working Group
Web Hypertext Application Technology Working Group
Wireless Fidelity
Work Package
Word Wide Web
Word Wide Web Consortium
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1. Introduction
This deliverable is produced in the context of the Horizon 2020 European Research Project Privacy
Flag (PF), Grant Agreement (GA) No.653426.
This deliverable is linked to the task T2.2 within the work package 2 (WP2) of the project. WP2 is
focused on Privacy risks analysis and modelling. It is in charge of researching the privacy-related risks
(i.e.: legal, technical and societal) and designing the privacy risk analytical framework, including the
UPRAAM and in depth risk analysis process.

1.1 Task T2.2 Objectives
Task T2.2 will provide a comprehensive overview of technical privacy risks.
There are two distinct types of technical risks that are to be identified within T2.2:
Technical risks related to privacy and personal data protection breaches in web applications,
smartphone applications and smart city deployments.
Technical risks related to the technology framework of the Privacy Flag project itself.
The objective of this task is to “identify” all possible technical “obstacles” that may arise during the
course of the PF project and to discuss their implications in order to identify suitable
countermeasures and actions to be taken, per case. It is important to “address” these risks at early
stages. The proposed analysis will include the identification of system boundaries, the assessment of
the maturity of the targeted technology, and the implications and arising consequences in case of the
failure of single components within the framework of reference.
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2. Technical Risk Analysis Methodology
2.1 Understanding risk analysis methodology
The research, industrial and consumer world is just beginning to realize and understand how much
information we provide in both a voluntary, and an involuntary sense. As such, a perceived value can
be assigned to our information. Exploits are becoming apparent, making us aware of our vulnerability
to exposure of our online self. The word “exploit” is a strong word. It suggests that somebody,
unlawfully, takes advantage of our information. In fact, this is rarely the case.
Regulation of the use of our personal information is changing. Currently, each European country has
its own regulation, however based upon commonly accepted rules and/or principles. Whilst the EU
Data Protection directive 0 has sought to unify data protection legislation, each European country
has the flexibility to implement its own interpretation. In December 2015, landmark decisions were
made 0 in support of the EU Data Protection Regulation (DPR) to impose tighter controls on the use
of personal information in Europe. It is expected that other regions of the world will follow, out of
the necessity to maintain the ability to trade with EU organisations.
The term “risk” has been used in information assurance processes for many years, but it was only
recently employed within data protection legislation. How do we move from privacy “impact”
assessments to consider privacy “risk”. How will the data community interpret “risk”, and what
innovative technologies are in our hands to assist with the management of risk?

2.1.1 Information assurance and compliance
Methodologies for information assurance have been enriched in recent years. Information assurance
guidance is provided by ISO27000 series of standards, NIST SP 800, CoBIT and many others.
Information assurance processes have only recently adopted risk-based approaches. Key
standardisation activities have published ISO27005 0, NIST800-39 0, NIST800-30 0 in 2011. These
provide guidance to IT managers and practitioners on how to unify the assessment of risk associated
with IT systems. An organisation may adopt one of these information assurance standards in order to
fulfil a regulatory obligation, or to demonstrate superiority over a competitor. However, these
information assurance processes rarely extend to cover the context of data protection. Data
protection is often a separately linked issue, despite a strong reliance on secure and resilient IT
infrastructure.
The term “Information Assurance” refers to standards and processes that aim to protect the
installation and management of our information technology. Organisations are increasingly
encouraged to implement information assurance processes, which aim to assure that IT operations
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remain secure and resilient. Government organisations have become increasingly concerned over
compromising activities, both with respect to political and operational data, but increasingly also
with respect to the data of our citizens.
Critical Infrastructures have been protected for many years against physical security threats. The oil
and gas industry is especially concerned with compromising threatening intent which is directly
associated with the value of oil and gas assets. Associated compromises lead to highly significant
financial losses and geopolitical consequences. Many wars have been based on such intents. Risk of
physical compromise is a continual management challenge. However, with increasing connectivity
the threat can now be posed upon more virtually accessible assets.
Information is the key asset and has a varying value. It is dependent on the subject, the context, the
time, and many other interdependent factors. Understanding the value of information is a complex
task which is beyond the scope of this document, but it is an important factor to be considered.

2.1.2 Risk methodologies and Risk management
Risk analysis and risk impact calculation methodologies attempt to study the risk consequences and
their occurrence probabilities taking into account a number of factors. The Oxford English Dictionary
(OED) definition of the word “risk”, when used as a noun, is “a situation involving exposure to
danger”. In this definition, we see a distinct emphasis on the harm, impact or consequence. The
OED’s definition of the word “risk” as a verb extends to consider the probability of the consequence,
“incur the chance of unfortunate consequences by engaging in an action”. The two aspects of a risk
which can be considered are the consequences (often used interchangeably with the word impacts)
and the likelihood of the consequences. A clear and unified understanding of the context is essential
for the assessment of these two aspects. Provision of guidance is necessary to avoid an, otherwise,
wholly subjective basis of assessment.
Risk methodologies result to the description of what are the assets of risk as well as the weighting
factors of the risks’ consequences. For example, in the financial sector, consequences on assets are
assessed based on a monetary value scale. Another example is physical security, where risk
assessment on the equipment and consequences on loss can be measured in terms of the value of
the equipment. The probability of a consequence is often decomposed into two separate measures
of “vulnerability” and “threat”. Vulnerability represents an asset’s weakness or susceptibility to a
particular threat. A threat is the primary event that may take advantage of a vulnerability, which may
then materialize the consequence. A threat can, often, be “decomposed” into two further factors:
threat capability and threat intent. Threat capability is a measure of a particular actor’s inherent
capability to pose a threat. Threat intent represents an actor’s motivation to pose a threat. For
example, the owner of a gun poses no threat if he has no motivation to cause damage with the gun.
We employ a Low, Medium and High scoring scale. Consider a personal computer (PC) storing
business emails. An employee, who has minimal knowledge of technology, uses the PC. The PC is,
therefore, not up to date with the latest software security updates. The machine is, thus, vulnerable
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(Vulnerability = High). Several business emails contain highly sensitive information regarding the
financial performance of the company, of which disclosure to a competitor could cause significant
compromise to business operations (Consequence = High).
The vulnerabilities due to lack of software updates render the machine highly vulnerable. However,
there is no “known” intent (e.g. business competitor) to directly acquire the business information
contained in the emails. Furthermore, there is no known business competitor who would have the
knowledge and capability to perform a cyber-attack on the vulnerable machine. Both aspects of the
threat are therefore of low severity, leading to a low overall threat level. A risk can be assessed using
a simple averaging procedure. As a simple example, we can map - Low, Medium, and High to the
values 1,2, and 3 respectively. Risk = Threat x Vulnerability x Consequence = 1*3*3 = 9. 9/27 = 0.33.
Therefore, Risk remains Low despite the perception of vulnerability and consequence.
Risk management is defined by the ISO31000 0 with the goal “to minimise the effect of uncertainty
on objectives”. Risk Management methodologies such as 0 and 0 provide guidance on the steps to
take in managing risk. Figure 1 illustrates the typical steps found in a risk management methodology.

Monitor

Risk Assessment

Threat
Assessment
Vulnerability
Assessment

Operate

Consult and Inform

Asset
Characterisation

Consequence
Assessment
Manage
Exposure

Interaction with other processes - Intelligence,
IA, logistics,& procurement, physical mobility,
etc.

Figure 1: A typical risk management methodology

We first must identify the assets. We then carry out a threat assessment to identify the involved
threat actors and the way(s) in which a threat may be posed by them. We try to understand and
score threat capability and intent. Then, vulnerabilities of the assets and consequences of the risks
on them are assessed. Once all factors have been evaluated, the risk value is calculated and
evaluated. This evaluation may identify measures which can be taken to minimize the risk’s impact.
Risk exposure is a measure of a known risk that can be reduced by applying known measures. This
allows making a decision to: either accept the risk and continue operating with this knowledge or; to
take measures to minimize its impact. This is important as risk mitigation measures may cost, in
some cases, more than tolerating the risk’s consequences. What is important is that the decision
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maker is aware of the factors that give rise to a risk and the possible measures that can be taken
against it. Risk methodologies will also guide the scoring methodology and evaluation scale selection.
Such guidance is often highly context-sensitive and depends on the nature of the asset to be
protected. If, on the contrary, a generic scoring and risk evaluation procedure is adopted, then the
risk assessment process may suffer from high levels of subjectivity.

2.2 OWASP Risk Rating Methodology
The Open Web Application Security Project Risk Rating Methodology [7] uses an approach that is
based on standard methodologies but is customized towards software application security.
The standard risk evaluation equation is defined as:
Risk = Likelihood * Impact
where likelihood and impact are divided further.

2.2.1 Likelihood
The likelihood of a risk is a rough measure of how likely a particular vulnerability is to be discovered
and exploited by an attacker leading to the materialization of the risk. The likelihood consists of two
elements, the threat agents (groups of possible attackers) and the vulnerability of an asset associated
with the risk. Each of these elements makes use of four options. Each of these eight options is
assigned a likelihood rating from 0 to 9.

2.2.1.1 Threat Agent Factors
Skill level
How skilled is the group of threat agents? The value ranges from no technical skills (0)
to security penetration tester skills (9)
Motivation
How motivated is this group? Low or no reward (1), possible reward (4), high reward
(9)
Opportunity
What resources or opportunities are required? Full access or expensive resources (0),
special access or resources required (4), no access or resources required (9)
Size
How large is the group of threat agents? Developers (2), administrators (2), intranet
users (4), partners (5), authenticated users (6), anonymous internet users (9)

2.2.1.2 Vulnerability Factors
Ease of discovery
How easy is it for this group of threat actors to discover this vulnerability? Practically
impossible (1), difficult (3), easy (7), automated tools available (9)
Ease of exploitation
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How easy is it for this group of threat actors to exploit this vulnerability? Theoretical
(1), difficult (3), easy (5), automated tools available (9)
Awareness
How well known is this vulnerability to this group of threat agents? Unknown (1),
hidden (4), obvious (6), public knowledge (9)
Intrusion Detection
How likely is an exploit to be detected? Active detection in application (0), logged and
reviewed (3), logged without review (8), not logged (9)

2.2.2 Impact
There exist two types of impact that have to be considered here. First, there is the technical impact
on the application, the data it uses and the functionality it provides. The other impact is the business
impact, on the business and the company operating the application. Each of these two categories
makes use of four different options. Again, these options are rated between from to 9.

2.2.2.1 Technical Impact Factors
Loss of confidentiality
How much data could be disclosed and how sensitive is it? Minimal non-sensitive (1)
to all data disclosed (9)
Loss of integrity
How much data could be corrupted and how damaged is it? Minimal slightly corrupt
data (1) to all data totally corrupt (9)
Loss of availability
How much service could be lost and how vital is it? Minimal secondary services
interrupted (1) to all services completely lost (9)
Loss of accountability
Are the threat agents' actions traceable to an individual? Fully traceable (1), possibly
traceable (7), completely anonymous (9)

2.2.2.2 Business Impact Factors
Financial damage
How much damage will result from an exploit? Less than the cost to fix the
vulnerability (1), bankruptcy (9)
Reputation damage
Would an exploit result in reputation damage that would harm the business? Minimal
damage (1), brand damage (9)
Non-compliance
How much exposure does non-compliance introduce? Minor violation (2), clear
violation (5), high profile violation (7)
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Privacy violation
How much personally identifiable information could be disclosed? Of one individual
(3), hundreds of people (5), thousands of people (7), millions of people (9)

2.2.3 Rating Factors and Calculating Resulting Risk
All of the previously discussed factors will be aggregated and classified in what follows below. As a
first step, the overall likelihood of a risk is calculated by averaging the 8 different sub factors (4 threat
agent and 4 vulnerability factors). In a second step, the overall technical impact is calculated by
estimating the average of the four technical impact factors. In a third step, the overall business
impact is calculated by averaging the four business impact factors.
Now, each of these three average values is classified into its likelihood and respective impact level
according to its numerical value:
0 - 2: Low
3 - 5: Medium
6 - 9: High
These aggregations help to estimate the overall risk severity of the given thread by making use of the
following table:
Overall Risk Severity

Impact

HIGH

Medium

High

Critical

MEDIUM

Low

Medium

High

LOW

Note

Low

Medium

LOW

MEDIUM

HIGH

Likelihood
Table 1: Overall risk severity from OWASP [7]

2.3 Summary
This section introduced the terminology of risk assessment and presented a general overview of how
to identify and assess values, threats and risks. The second part of this section described in a more
precise way how the widely-used OWASP risk rating methodology can be applied and final risks can
be calculated. This methodology will be applied in Section 3 towards the estimation of the privacyrelated risks that users of websites, smartphones and the Internet of Things are facing and how
Privacy Flag will to address them.
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3. Technical risks related to privacy and
personal data protection breaches
The visions of the Internet of Things (IoT) are starting to become a reality. As more and more smart
devices have the ability to connect to the Internet infrastructure, improving people’s lives, creating
new services to help with transportation, the creation of new businesses and the monitoring of
buildings. In addition, smartphones and other portable devices give to individuals the ability to access
the World Wide Web (www) through web browsers and other web applications in order to search or
access public and private data. Although there are many advantages to this, there are some
drawbacks too, especially when the information collected by these applications can lead to privacy
threats and risks. In this section, we describe primary threats to users’ privacy that arise from web
applications, web browsing and the Internet of Things.

3.1 User tracking
In general, the goal of user tracking is to link to the user multiple actions of the user. For example, by
tracking the web browsing history of a user, a third party is able to deduce habits and interests of a
user that may be exploited, e.g., for advertisement purposes. Technically, we differentiate between
two types of tracking techniques, i.e. simple and advanced techniques.
Simple techniques either observe attributes that are accessible by everyone, e.g., the IP address of a
user, or attributes that are accessible by the providers of the web services, e.g., user IDs, or other
user behavior specific stored information on the client side in the form of cookies. A cookie is a little
text file composed of alphanumeric characters, which is created on user’s computer when his
browser accesses a website that uses cookies. The files are used to help the user’s browser navigate
the website and fully use all its features like logins, preferences, language settings, themes, and other
useful features. The cookie is used solely to help a user’s browser navigate in a website and it does
not collect any information from his computer or his files. Besides these regularly employed cookies,
there exist advanced methods that prevent users from avoiding the use of cookies. For example, a
zombie cookie is a HTTP cookie that is recreated after deletion.
Advanced techniques explicitly strive to track users that are trying to avoid being tracked. Typically,
these techniques apply methods such as fingerprinting that are difficult or even impossible to detect.
Web browser fingerprinting is an emerging method, which has recently gained a remarkable amount
of interest. Here the objective is to uniquely identify a web browser installation in order to track the
user who is using it. To do this, the method can try to extract distinctive characteristics such as the
set of installed plugins. More sophisticated approaches of browser fingerprinting create an image
that is invisible to the user but the rendering process of this image in the browser canvas reveals
unique patterns of the particular browser instance. This method is therefore referred to as canvas
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fingerprinting and several recent research works focused on improving this technique (see [8]). Other
fingerprinting techniques aim to extract unique characteristics of the device that executes the
browser, i.e., the user’s computer, laptop or smartphone. One of these characteristics is the clock
skew. This is the minuscule yet observable inaccuracy that each crystal-oscillator-driven clock exhibits
due to tiny deviations in the manufacturing process. Although this method, alone, has been shown to
not uniquely identify a device it, nevertheless, can pose a risk for the user when combined with other
techniques.
Since Privacy Flag is not limited to browsing using a web browser or a smartphone but also to IoT
deployments, another possibility of user tracking that has to be taken into account as a technical risk
is the physical observation. Here, installed cameras and microphones can be (mis-)used in order to
track individuals. New camera technologies and face recognition algorithms are being used for nonsecurity context and creating facial databases for marketing purposes. The wireless interconnection
of the devices can be used for identification of these devices through fingerprinting. Also speech
recognition usage in many mobile applications has led to the creation of huge databases of speech
samples with the potential of identifying individuals and increase privacy risks.

1

Yes

Yes

X

X

Advanced

Special cookie mechanisms that

6

No

Maybe

X

X

Threat
(1..9)
1

Smart City

Smartphone

Textfile created on the user’s
computer

Detectable by
technical m.

Cookies

Detectable
by user

Description

level

Risk

Website

Additionally, the location of users can be revealed and tracked using GeoIP1, i.e., the coarse
positioning information of a user’s IP address that can be matched against a publicly available
database or by applying smartphone fingerprinting methods along with GPS information. Since it is
easy for a user to verify whether a smartphone application uses the built-in positioning information
of the mobile operating system only for internal purposes or intentionally or unintentionally leaks
this information to a third party, this can pose a significant risk for the user. In general, the
Geolocation API is used to retrieve the geographic location of a hosting device. In almost all cases,
this information also discloses the location of the user of the device, thereby potentially
compromising the user's privacy. A conforming implementation of this specification must provide a
mechanism that protects the user's privacy and this mechanism should ensure that no location
information is made available through this API without the user's express permission. Another way of
revealing a user’s location is by swiping an NFC-enabled smart phone to get a bus ticket or using the
cities’ smart parking system. This could leave data trails which in turn can allow the tracking of user’s
location and activity. It is therefore evident that data collection has become more passive and
intrusive that the user may be less aware of him/her being tracked and subsequently ignore the risks.

https://geoiptool.com/
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Cookies

are, e.g., automatically
recreated after deletion, such as
Zombie cookies, Evercookies,
Flash Cookies

Web browser
fingerprinting

Creation of a unique fingerprint
of a web browser installation

8

No

Maybe

X

X

Device
Fingerprinting

Identification of characteristics
specific to a unique physical
device

8

No

No

X

X

X

Physical
observation

Tracking by use of cameras,
microphones, or other
surveillance techniques

4

Maybe

Maybe

X

X

Geolocation
Leakage

Using the device’s geolocation
API to reveal a user’s location

9

No

Yes

X

X

Indirect
location data
leakage

Aggregating indirect location
data, when the user uses NFCenabled devices to buy a bus
ticket or uses a smart city’s
parking system

6

No

No

X

X

X

Table 2: Privacy risks in terms of user tracking

3.2 User profiling
The goal of profiling techniques is to maximize knowledge about an entity (e.g., a user) through
aggregation of attributes. By linking different identities known to belong to a single user, the
knowledge is extended. If, for example, someone is able to “link” the user accounts of a user in
Facebook and ResearchGate, private information (such as the relation to friends) and professional
information (such as scientific publications) may be successfully “linked” to a user to create an
improved user profile user. These techniques may further be extended by performing advanced data
mining techniques in order to extrapolate newly accumulated knowledge. Moreover, the booming of
IoT technologies provides more resources for data collection and information gathering from
previously inaccessible parts of people’s private lives. Since these are typically performed on the
server side, these methods are by design not detectable by users or client software. Thus, the
technical risk is very difficult to assess.

3.3 Leakage of personal data
The, by far, most significant technical risk for users is the leakage of any kind of personal -or
sensitive- data to a third party. The most basic and, yet, most dangerous risk for a user is the absence
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of end-to-end (E2) encryption on the communication channel. In this case, any adversary that is able
to eavesdrop on the user’s communications traffic is able to extract, virtually, unlimited information
(including passwords, payment information and sensitive data) without requiring any significant
effort. Although this risk is easy to mitigate, many popular systems have been vulnerable for long to
this threat, e.g., WhatsApp2.
With Transport Layer Security (TLS), a very strong end-to-end encryption framework is available. The
efficiency, however, strongly depends on an appropriate use and configuration. Transport Layer
Security and its predecessor, Secure Sockets Layer (SSL) are standard security technologies for
establishing an encrypted link between a server and a client—typically a web server (website) and a
browser; or a mail server and a mail client. Any web page that requires sensitive information such as
credit card numbers, social security numbers, and login credentials must be transmitted using
SSL/TLS to prevent an attacker from submitting an imitation page that does not use SSL/TLS.
An application relying on SSL/TLS to ensure authenticity, confidentiality and integrity of data
transmissions could be vulnerable to compromise if it fails to choose sufficiently strong cryptographic
algorithms. The strength of the protection mechanism is determined by the authentication,
encryption, and hashing algorithms, collectively known as a “cipher suite”, chosen for the
transmission of sensitive information over the TLS/SSL channel. Hence, the basic risk for users in the
case of TLS is the deployment of not sufficiently strong encryption standards (such as RC43) or other
obsolete cipher suites.
Users are often not able to verify whether proper end-to-end encryption is activated during a
communication session, simply due to lack of appropriate technical knowledge. Hence, users are
often unaware of a potential risk that leads to leakage of private information. If users are equipped
either with appropriate knowledge or with good technical tools, the verification of whether the
deployed security mechanisms provide secure encryption can be feasible.
However, even for highly skilled and careful users, still a technical risk can arise from advanced
methods such as man-in-the-middle (MITM) attacks4. A MITM-attack aims at circumventing mutual
authentication by relaying (and possibly altering) messages exchanged, for example between a
browser and a web server. This is a particularly severe attack in open (Wi-Fi) networks, where it is
easy for an adversary to interfere with the connection of a user. If the attacker is successful, he is
able to read, intercept and manipulate all data exchanged. Hence, this imposes a significant technical
risk. Circumvention of this threat is possible by using strong mutual authentication techniques based
on a trusted Certification Authority (CA). Again, the user needs to be aware of the technical
implications, i.e., he must be aware that there is a certificate to be checked and validated or to be
assisted by technical tools for this task.
Another risk to be taken into account by users is the lack of transparency of the storage methods
deployed by service providers. Even if the communication between user and service is encrypted and
secured by all available means, a risk exists, if for example data is stored without appropriate
security. Additionally, the provider’s systems may be vulnerable to security flaws and thus enable
2
3

4

https://www.whatsapp.com/download/
https://en.wikipedia.org/wiki/RC4
https://en.wikipedia.org/wiki/Man-in-the-middle_attack
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data to be leaked and stolen by third parties imposing a severe privacy risk for users, as several
privacy violation incidents suggest.
A severe problem can arise when technologies and techniques are applied that are not well-thought
and understood. In this case, it is impossible to foresee the long-term consequences of deploying
them. Therefore, the risk of using novel techniques that are not state-of-the-art and, still, untested
should be weighted.
Furthermore, a novel threat appeared that has long been neglected as it seemed to be only of
academic interest for a long time. This threat is called traffic analysis and it constitutes the risk of
passive information leakage. The idea of traffic analysis is to infer information about the content of
an encrypted transmission without being able to break the cryptographic primitives applied.
Therefore, this threat assumes a rather weak adversary model that passively eavesdrops traffic.
Then, by identifying patterns in the communication traces, the attacker tries to infer information
about the content. An example of traffic analysis is website fingerprinting. Here, the adversary aims
to identify which website a user is retrieving via an encrypted channel such as a virtual private
network (VPN). This attack has shown to be feasible in reality and was already successfully mounted
on state-of-the-art anonymization technologies such as Tor (see [9]). Another example is
eavesdropping the traffic of sensors in smart homes or Internet-of-Things deployments by, e.g.,
observing the wireless traffic. In this example, the pure presence or absence of traffic can already
reveal significant information (e.g., whether a particular individual is currently at home or not).
Therefore, the field of traffic analysis constitutes a significant risk to users’ privacy.
Moving deeper into the Internet-of-Things, we can see that new threats have made their appearance
and caution should be taken by the users in order to protect their private data from unauthorized
entities. A serious threat is the so-called lifecycle transitions, where the risk to privacy arises when a
device or service discloses private information during changes of control spheres in their lifecycle.
The information collected and stored to a device can pose a threat to privacy when the owner
changes and the data remains in memory or the data is not wiped out. This risk is increasing in
severity as the devices become even “smarter” and maintain logs of their usage, which in turn could
disclose much information about an individual’s lifestyle.
Another possible threat is the unauthorized collection of information about the existence and
characteristics of personal things, which can be described as an inventory attack. The connectivity
over the Internet that IoT technologies offer and their remote control could lead to exploitation from
non-legitimate parties in order to compile a list of things, e.g. household and factory equipment. On
the other hand, although the smart things can distinguish legitimate users from illegitimate, a
fingerprint of their type and model could be found by the attacker looking at their reaction times and
communication speeds.
Moreover, privacy-violating interactions and information presentation can convey sensitive
information through a public medium, disclosing it to unauthorized third-parties. For example, when
someone is interacting with a smart thing (buttons, touch displays, web interfaces) using movement,
touch and speaking this interaction and presentation are inherently public and people in the vicinity
can observe them. Another example is in smart cities when a person asks sensitive information and it
is displayed on a public display, which is visible to any passers-by.
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Finally, a risk worth to be mentioned is linkage. Linkage refers to the threat which arises when a link
among different systems is made, which along with a combination of their data sources reveals
information (truthful or erroneous) that the subject did not disclose to these previously isolated
sources and he did not want them to be revealed. Another privacy violation is bypassing privacy
protection mechanisms, during the combination of data sources, which lead to unauthorized access
and leaks. Also the risk of re-identification of anonymized data increases, even if the sources are
working on anonymous data only.

Description

Detectable
by user

Detectable by
technical m.

Website

Smartphone

Smart City

Missing Endto-end
encryption

The traffic is transmitted without
being encrypted

9

Yes

Yes

X

X

X

Use of
unsecure or
obsolete
cypher suites

The traffic is encrypted, but the
encryption methods have known
vulnerabilities

8

No

Yes

X

X

X

Man-in-themiddle attacks

Circumvention of mutual
authentication between client and
server by an attacker

8

May
be

Yes

X

X

Missing
transparency
of service
storage
method

Data stored within a third-partyservice may be leaked because the
user has no control over storage
security

8

No

No

X

X

X

Security
vulnerabilities
in service
backend

The backend (e.g., data storage
methods) deployed by a service
provider may be susceptible to
security vulnerabilities

6

No

No

X

X

X

Traffic
analysis

Information is leaked and exploited
through passive eavesdropping and
analysis of encrypted transmission

5

No

No

X

X

X

level

Risk

Threat
(1..9)

We summarize the technical risks in terms of data leakage in Table 3.

Table 3: Privacy risks in terms of data leakage
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3.4 Summary
The safety and maintenance of users’ private data is nowadays urgent. However with so many risks
and threats that exist not only in web applications but also in new environments such as the Internet
of Things (IoT) and the cloud, it is even harder to prevent loss of personal data. This section
highlighted and determined the threat level of a variety of risks, causing trouble to both users and
enterprises. It is evident that Privacy Flag should take into consideration the technical risks
mentioned and implement a platform that will try to mitigate or prevent the majority of them.
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4. Privacy Risks related to the Privacy
Flag Architecture
Since this deliverable is due by the end of the first year and the project runs for three years, the
architecture and the corresponding actors and interfaces are not fully specified now. A full technical
risk assessment as described in section 2 would need a clearer picture of the used technologies,
interfaces and chosen transport security. Because of this, this section focusses on an assessment of
the existing high-level architecture and highlights critical parts. In the Privacy Flag project, the most
valuable asset is clearly the user data.

Smartphone
intelligence contributor

Intelligence
analyst

Intelligence
contributor

Browser add-on
intelligence contributor

Analyze intelligence

Smartphone

Website

Alert
service

MA

Application

Browser addon
Alert
UI

MA

Database

Process Management
Retrieve
Data for assessment

VE Resolution

Webservice

Identity
Management

Anonymization

Distributed agent
Retrieve
Data for assessment

NotificationService

Automated intelligence
evaluation

Authentication

Authorization
UPRAAT
Assesment

Notify
user
Service

Security
Backend

Figure 2: Privacy Flag architecture from D1.2
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4.1 Privacy Flag Architecture introduction
The vulnerabilities of Privacy Flag as a platform are best described in relation to the interfaces that
exist with the various actors that interact with the platform. The actors of Privacy flag can be found
in the Privacy Flag initial architecture Deliverable D1.2, which is produced based on the requirements
document of the prior Deliverable D1.1. The grouping of actors (second row) and PF platform tools
utilised are presented in Table 4 with the additional link to the Privacy Flag tasks that are the
outcomes according to the description of work. The risks depicted from the current architecture
besides the technology-related risks presented in section Error! Reference source not found. are
related to cloud-based services, smartphone application implementation installation and browser
add-on implementation installation.
PF platform tools
Actors
Tasks

SMART
phone

Browser
add-on

Website
(IoT + …)

Crowd driven assessment
(Privacy Flag crowd-community)

T2.1 (will feed T2.3)

N/A

N/A

N/A

T2.2 (will feed T2.3)

N/A

N/A

N/A

T2.3 UPRAAM and in depth risk analysis
modelling (will feed T3.1 and T3.3)

X

X

X

T3.1 Data valuation tool

X

X

X

T3.2 Crowd-sourcing tools for risk
assessment and user

X

X

X

N/A

N/A

N/A

N/A

X

X

X

X

T3.3 In depth evaluation tools
T3.4 Voluntary compliance commitment
tool
T4.1 Security and privacy enablers
T4.2 Crowd sourcing monitoring of privacy
risks with distributed agents
T4.3 Browser add-on

T3.3 PF platform tools
T3.4 Dedicated
Dedicated
tools
tools
Experts
Outside of EU
driven
Experts driven
assessment

X (section of
the UPRAAM
model)

Dedicated
website
Dedicated
website
X

-----

N/A

N/A

-----

X

X

X

X

X

X

X

-----

T4.4 Smartphone application
T4.5 Database and server implementation

----X

X

T4.6 Website and backend management
X
X
X
platform
Table 4: Linking of actors to tasks in Privacy Flag

4.2 Architecture related Risks
Since the project aims to protect the user’s data, the architecture should work in a way that ensures
that no more than the necessary data for using the offered functionality is transmitted and stored at
the backend. As shown in the security part of the architecture (Figure 2), the arrows between the
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Identity Management and the Anonymization imply that the Identity Management passes incoming
Identity data to the Anonymization block that strips off personal data and passes the remaining
information back to the Identity Management. A platform that takes its user’s privacy seriously
should consider to not collecting sensitive personal information items in the first place, whenever
possible. The history of data breaches and pseudo-anonymity teaches us that a misconfigured server
may log easily more data than expected. Privacy by statement is worthless, when a misconfigured
server logs information that should be stripped out and a malicious data breach process extracts this
information. A more preferable way would be to exclude these information items right at the user’s
device e.g., smartphone application, browser add-on or IoT device.
The architecture shows that the webserver operates as a gateway between the public Internet and
all the other internal backend components. This can be achieved by integrating all the components
into a physical private network that is separated from the public Internet, by connecting these
different components by a virtual private network or by running them on the same machine. If a VPN
is used, it should be ensured that the offered services are only reachable via the VPN-interface. If all
components are running on the same machine, it should be ensured that none of the internal
services is reachable from the outside. The same holds for a physical private network. Internal
services should never face the public internet.

4.2.1 Server/Backend related Risks
Cloud-based services require a host server which will manage all interactions and data traffic with
the smartphones, browser add-ons and websites. The physical location of this server can be an issue
because of the EU data-protection act. Thus, access to the data collected by the privacy flag services
will require designating data controller/s and data processor/s within the consortium.
The architectural diagram shows that the single point of interaction with the backend for a user
device is the webserver. It is important to secure this single-point-of-failure against access from
unauthorized parties. The Deliverable 4.1 states -in section 6- that a default installation of Apache25
is used as server for the backend. If this will be the connection endpoint for all users and devices
acting as a gateway between the internal backend systems and the public Internet, then it should be
strengthened, security-wise. Robust set-ups of the underlying operating system and security
respecting configuration of the Apache2 server should be affected to ensure a strong perimeter
security. Grsecurity6, a well-known hstreardening patch for the Linux kernel, could strengthen the
existing Ubuntu OS installation7. Grsecurity incorporates a variety of memory corruption defenses,
filesystem hardenings and miscellaneous Linux-related protections (for example against trace-based
snooping or overly permissive interprocess-communication objects). Regarding the Apache2
installation, multiple hardening tweaks should be considered, for instance hiding the Apache version
and OS information in error messages, disabling the directory listing, disabling unnecessary modules
and disabling CGI execution if not needed. The exact list of useful tweaks can be derived after the full
scope and specification of the server’s tasks is performed. Another important point regarding the
webserver is the choice of allowed cipher suites. The default installation of mod-ssl (as proposed in

5
6
7

http://www.apache.org/
https://grsecurity.net/packages.php
http://www.ubuntu.com/download/desktop/install-ubuntu-desktop
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D4.1 section 6) enables a variety of outdated and insecure cipher suites (for example RC4-based
suites) that have to be excluded manually.

4.2.2 Notification Service related risks
An often overlooked point in many architectures, is where a server in the Internet establishes a
connection with a client’s device. As shown in the architecture, the Notification Service needs to be
able to send information to the different types of client devices.
When implementing this process the need of solid server authentication should be carefully
considered. Otherwise, malicious third parties may be able to infiltrate bogus data into the client’s
smartphone or browser add-on. This, at best, will destroy the usefulness of the UPRAAT results and,
worse, will compromise the user’s device via the Privacy Flag Notification Service.
This is especially important for the browser add-on, since recent research has shown that most of the
browser add-ons lack adequate security [10]. A compromised browser add-on may enable the
attacker to compromise the whole browser. Besides this, modern web browsers encapsulate
different tabs in different sandboxes so that cookies or stored passwords for different websites
cannot be accessed. Add-ons, in contrast, enjoy a higher access privilege level than regular websites
and may be able to access restricted content. This is of particular importance for add-ons developed
for Firefox, since Firefox uses a deprecated underlying privilege model for add-ons that is under
complete rework due to known attacks. But since this is done and the user’s browsers are patched,
one should be careful with Firefox extensions.
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5. Synthetic List of technology-related
risks
This section consists of a threat matrix that aims at being as comprehensive as possible with respect
to client-side privacy risks. It is compiled from the previous sections of this deliverable and collects
possible threats to a user's privacy when using a web browser. This synthetic threat matrix serves as
input for deliverable D4.1 that describes the privacy enablers that are used to protect the user
against these threats.

5.1 Threat Matrix
Description

Threat
Misuse
of
cookies
for
authentication or store of
sensitive information

HTTP Cookie

Low

It depends on
the

A cookie is a little text file composed of alphanumeric
characters, which is created on user’s computer when his
browser accesses a website that uses cookies. The files are
used to help the user’s browser navigate the website and
fully use all its features like logins, preferences, language
settings, themes, among other common features. The cookie
is used solely to help user’s browser process a website, it
doesn't collect any information from his computer or snoop
on his files.

- security of
the issuing
website
user’s
browser
-whether the
cookie is
encrypted or
not

Cookies cannot carry viruses and cannot install malware on
the host computer.
Tracking user's browsing history

Third Party Cookie

Threat Level

Medium

Third-party cookies belong to domains different from the
one shown in the address bar. These sorts of cookies
typically appear when web pages feature content, such as
banner advertisements, from external websites.

It is often used by advertisers in an effort to serve relevant
advertisements to each user.
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Zombie Cookie

Persistent tracking

A zombie cookie is any HTTP cookie that is recreated after
deletion from backups stored outside the web browser's
dedicated cookie storage.

-can track users across browsers
on the same machine

Medium

It may be stored online or directly onto the visitor's
computer, (e.g. in Flash local storage, HTML5 storage, and
other client-side storage locations) When the script detects
the cookie's absence, it recreates the cookie using the data
stored in these locations.
This makes them very difficult to remove.

These cookies may be installed on a web browser that has
opted to not receive cookies since they do not completely
rely on traditional cookies.
Evercookie

Persistent tracking

Medium
(like zombie
cookie)

Evercookie is a JavaScript-based application created by
Samy Kamkar which produces zombie cookies in a web
browser that are intentionally difficult to delete.

It is a resilient tracking mechanism that utilizes multiple
storage vectors including Flash cookies, localStorage,
sessionStorage and ETags

Local Shared Objects (Flash Cookie)

Detailed tracking

Flash cookies, also known as Local Shared Objects, work the
same ways as normal cookies and are used by the Adobe
Flash Player to store information at the user's computer.
They exhibit a similar privacy risk as normal cookies, but are
not as easily blocked, meaning that the option in most
browsers to not accept cookies does not affect Flash
cookies.

Adobe's Flash and (PDF) Reader
are browser plugins whose past
security defects have allowed
spyware or malware to be
installed

Flash cookies are unlike HTTP cookies in a sense that they
are not transferred from the client back to the server. Web
browsers read and write these cookies and can track any
data by web usage.

High

Although there is a “Privacy
Browsing” setting in browsers,
they still allow Flash cookies to
track the user and operate fully.
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Supercookie

A "supercookie" is a cookie with an origin of a Top-Level
Domain (such as .com) or a Public Suffix (such as .co.uk).

Device Fingerprinting

Device fingerprinting is the capability of a site to identify or
re-identify a visiting user, user agent or device via
configuration settings or other observable characteristics.
In the "ideal" case, all web client machines would have a
different fingerprint value (diversity), and that value would
never change (stability). Under those assumptions, a single
user could be tracked throughout all visited websites.

An attacker in control of a
malicious website could set a
supercookie and potentially
disrupt or impersonate
legitimate user requests to
another website that shares the
same Top-Level Domain or Public
Suffix as the malicious website

High

Fingerprints are used to identify
individual users even when
cookies are turned off. With the
advancement of
client-side
scripting languages, collection of
more esoteric parameters is
made possible.

High

It makes it possible to uniquely
distinguish between all machines
on a network, without the
explicit consent of the users
themselves.
Reveal the physical location of
the user.

Geolocation

The Geolocation API is used to retrieve the geographic
location of a hosting device. In almost all cases, this
information also discloses the location of the user of the
device, thereby potentially compromising the user's privacy.
A conforming implementation of this specification must
provide a mechanism that protects the user's privacy and
this mechanism should ensure that no location information
is made available through this API without the user's express
permission.

Domain Registrar Information

High

After location access is granted,
is the location data used only for
the purposes of the web app?

Personal information of
website provider.

the

Low

Different domain registrars offer their users the possibility to
buy privacy for the domain's WHOIS entry.
In this case, the registrar fills proxy contact details into the
WHOIS entry8 of the corresponding domain and forwards
potential messages to the original domain owner. This helps
the domain owner to keep his private information secret. On
the other hand, there exist multiple countries that force a
8

http://www.whoisentry.com/
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website provider to state contact information of a
responsible entity on the impress.

Web Bug

A Web bug can gather the
following statistics:

A web bug, also known as a Web beacon, is a file object
embedded in a web page or email, which unobtrusively
(usually invisibly) allows checking that a user has accessed
the content.

Low

- The IP address of the computer
that fetched the Web bug.
- The URL of the page that the
Web bug is located on.
- The URL of the Web bug.

A web bug is any of a number of techniques used to track
who is reading a web page or email, when, and from which
computer. They can also be used to see if an email was read
or forwarded to someone else, or if a web page was copied
to another website. The first web bugs were small images.

- The time the Web bug was
viewed.

Scripting Languages

Cross-site scripting,

- The type of browser that
fetched the Web bug.
- A previously set cookie value.

Low

Malicious Code injection
A scripting language or script language is a programming
language that supports scripts, programs written for a
special run-time environment that can interpret (rather than
compile) and automate the execution of tasks that could
alternatively be executed one by one by a human operator.
Social Networks

The "like" or "+1" functionality of popular social networks
works by implementing code snippets of the social network
provider. If a user is logged in, the social network provider
can track the user across all websites that include the code
snippet. There exist more privacy friendly approaches like
"2-Click solutions"9. Here, the first click on the button will
activate the actual functionality and the social network
provider is not able to run its tracking code before the
button was clicked.
9

A user can be tracked across all
websites that include the
corresponding social networks
like or share functionality

Medium

http://2clicksolutions.com/
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HTML5 Web Storage
Web storage and DOM storage (Document Object Model10
storage) are web application software methods and
protocols used for storing data in a web browser. Web
storage supports persistent data storage, similar to cookies
but with a greatly enhanced capacity and no information
stored in the HTTP request header. There are two main web
storage types: local storage and session storage, behaving
similarly to persistent cookies and session cookies
respectively.

HTML5 Canvas Fingerprinting

Canvas fingerprinting is one of a number of browser
fingerprinting techniques of tracking online users that allow
websites to uniquely identify and track visitors using HTML5
canvas elements instead of browser cookies or other similar
means.

HTML5 Web Messaging

Web Messaging or cross-document messaging, is an API
introduced in the WHATWG HTML5 draft specification,
allowing documents to communicate with one another
across different origins, or source domains. Prior to HTML5,
web browsers disallowed cross-site scripting, to protect
against security attacks. This practice barred communication
between non-hostile pages as well, making document
interaction of any kind difficult. Cross-document messaging
allows scripts to interact across these boundaries, while
providing a rudimentary level of security.

10

A third-party advertiser (or any
entity capable of getting content
distributed to multiple sites)
could use a unique identifier
stored in its local storage area to
track a user across multiple
sessions, building a profile of the
user's interests to allow for
highly targeted advertising. In
conjunction with a site that is
aware of the user's real identity
(for example an e-commerce site
that requires authenticated
credentials), this could allow
oppressive groups to target
individuals with greater accuracy
than in a world with purely
anonymous Web usage.

Medium

Allows websites to uniquely
identify and track visitors using
the HTML5 canvas element.

Medium

When a user visits a website with
canvas
fingerprinting,
their
browser is instructed to "draw" a
hidden line of text or 3D graphic
that is then converted to a digital
token.
Poor origin checking can pose a
risk for applications which
employ
cross-document
messaging

Medium

https://www.google.gr/?gfe_rd=cr&ei=pgOYVpClG8PCULLorMAM&gws_
rd=ssl#q=document+object+model+(dom)
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HTML Media Capture

The HTML Media Capture specification extends the HTML
Input Element interface with a capture attribute. The
capture attribute allows authors to declaratively request use
of a media capture mechanism, such as a camera or
microphone, from within a file upload control, for capturing
media on the spot.

Without authorization, it offers
the ability to tell how many
devices there are of each class
(audio or video). The number of
devices adds to the fingerprint
surface

Medium

Developers of
sites with
persistent permissions should be
careful that these permissions
not be abused.

In particular, they should not
make
it
possible
to
automatically send audio or
video streams from authorized
media devices to an end point
that a third party can select.

Indeed, if a site offered URLs
such
as
https://webrtc.example.org/?call
=user that would automatically
set up calls and transmit
audio/video to user, it would be
open for instance to the
following abuse:

Users who have granted
permanent
permissions
to
https://webrtc.example.org/
could be tricked to send their
audio/video streams to an
attacker EvilSpy by following a
link or being redirected to
https://webrtc.example.org/?use
r=EvilSpy.

Encryption on transmission of sensitive information
SSL/TLS

Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL) are standard security technologies for
establishing an encrypted link between a server and a
client—typically a web server (website) and a browser; or a
mail server and a mail client.

Easy to intercept users sensitive
information at multiple points
using a network sniffer. All data
are visible to the ISP as well as to
the network gateway.
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Any page that solicits sensitive information such as credit
card numbers, social security numbers, and login credentials
must be transmitted using SSL/TLS to prevent an attacker
from submitting an imitation page that does not use
SSL/TLS.

An application relying on SSL/TLS to ensure authenticity,
confidentiality and integrity of data transmissions could be
vulnerable to compromise if it fails to choose sufficiently
strong cryptographic algorithms.

The strength of the protection mechanism is determined by
the authentication, encryption, and hashing algorithms,
collectively known as a cipher suite, chosen for the
transmission of sensitive information over the TLS/SSL
channel.
SSL-secured websites begin with https rather than http, have
a green address bar and a lock icon.

Privacy Certification (eTrust, W3C)

A Privacy Certification indicates that a website has been
reviewed and has met some privacy and data protection
requirements. Such certifications can indicate whether a
website is trustworthy or not.

Privacy Policy Agreement:
The existence of a publicly available Privacy Policy in the
website provides a basic indication of respect of users’
personal data. Though it is not possible to automatically
parse and process the contents of the Privacy Policy, the
document is at least available for further inspection. Given
that a different number of users with divergent backgrounds
(technical, legal) might read and understand the specific
Privacy Policy terms, it is possible to identify possible legal
hazards and bring attention to others. On the other hand, it
is difficult to ensure that the website will actually honor the
privacy policy at all and if there are available the technical
means (encryption, security policy and mechanisms) to
enforce the suggested privacy policy. Nonetheless the total
absence of a Privacy Policy is always a warning sign of a lack
of privacy conscious approach.

If a certification is absent there is
no way to validate whether a
website protects the user’s
private data.

Low

A website without Privacy Policy
in not legally bound to protect or
respect users’ personal data.
Therefore it is possible as well as
probable that privacy violations
might happen.

Medium
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Create a detailed profile of the
user's personality based on
his/her surfing habits

Traffic Analysis:

High

Traffic analysis is an interception attack based on the
frequency and the quantity of exchanged messages between
communicating entities. Although the actual content of the
messages remains confidential, it is possible to identify
meaningful patterns regarding the endpoints of the
communication. Therefore it is feasible to discover personal
and professional relationships between various entities. In a
web based scenario even for fully encrypted communication
over SSL/TLS protected channels it is possible to evade users
privacy by observing the sites that he/she visits and create a
very specific and accurate profile of his/her personality
including professional and medical conditions of interest.
Most users are susceptible to traffic analysis because all ISPs
routinely log all context data (IP source, IP destination) of
each communication that is initiated in their networks.
Another source of traffic analysis is spyware, installed on
users pc without their knowledge usually bundled with a
free application. Up to a point also uniquely identifying
cookies, local storage super cookies and canvas
fingerprinting can be also utilized for traffic analysis attacks
against users. Finally commonly used platforms and services
(e.g., Facebook, Google) are able to perform traffic analysis
because of their strategic part in most of modern networkcentric activities for the majority of the online population.
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Unsecure Encryption or obsolete cypher suites

Decipher encrypted data

Medium

Read, Collect or even modify all
data transmitted

High

Various attacks possible

High

Even though the web server enables TLS and the browser
user accesses the site using https, the cipher suites in use
may be insecure. For example, RC4 is still offered by many
servers, although it is known to be broken.

Man-in-the-middle attacks

A MITM-attack aims at circumventing mutual authentication
by relaying (and possibly altering) messages exchanged, for
example between browser and web server. This is
particularly severe in open (Wi-Fi) networks

Missing Encryption, Certificate verification optional

Unaware users may not notice that their connection is not
encrypted at all or that a certificate should be checked.

Transparency of data storage method / Security flaws Personal data may be leaked
in providers’ systems

Medium

Often the methods used to securely store data on the
provider’s side are not transparent. Further, the provider’s
systems may be attacked if they contain security
vulnerabilities.
Table 5: Comprehensive threat matrix
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6. Summary and Conclusion
In this deliverable, presented the technical risks related to privacy in two ways.
First, we introduced risk assessment and described the well-known OWASP risk assessment
methodology in detail. This methodology is used to assess the privacy related risks that users face
when using a web browser, smartphone or participate in the Internet of Things. The discussion of the
threats to the user’s privacy have, also, been collected in a comprehensive list of threats. This
collection of privacy threats is used by other deliverables and technical tasks in order to calculate the
privacy scores and to implement the privacy enablers.
Second, this deliverable contains a discussion of the Privacy Flag architecture, as detailed as possible,
with respect to the current status of the architecture. We enumerated some, possibly, risky issues in
the architecture and collected hints and best practices that should be considered during the
development of the planned components.
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