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Abstract

Privacy FlagPF)combines crowd sourcing, ICT technology and legal expertise to protect
citizen privacy when visiting websites, using saprdne applications, or living in a smart
city. It will enab® citizens to monitor and control their privacy with a useéendly
solution provided as a smart phone application, a web browseraddnd a public
website. It will:

. Develop a highly scalable privacy monitoring and protection solution with:
Qowd sourcing mechanisms to identify, monitor and assess prikelayed risks;
Privacy monitoring agents to identify suspicious activities and application;

Universal Privacy Risk Area Assessment [WBRAATand methodology tailored on
European nrms on personal data protection;

Personal Data Valuation mechanism;
Privacy enablers against traffic monitoring and finger printing;

User friendly interface informing on the privacy risks whemgsan application or
website.

. Develop a glmal knowledge database of identified privacy risks, together with online
services to support companies and other stakeholders in becoming piivanyly,
including:

In-depth privacy risk analytical tool and services;

Voluntary legally binding méanism for companies located outside Europe to align
with and abide to European standards in terms of personal data protection;

Services for companies interested in being privacy friendly;
Labeling and certification process.

. Collaborate with tandardization bodies and actively disseminate towards the public
and specialized communities, such as ICT lawyers, policy makers and academics: Eleve
11-) European partners, including SMEs and a large telco operator (OTE), bring theg
complementary tehnical, legal, societal and business expertise; Prkéaty intends to
establish strong links with standardization bodies and international fora and it alsg
intends to assess and incorporate outcomes from over 20 related research projects. It wi

build and ensure a longerm sustainability and growth.
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The present demonstration is the first versionosdbwdsourcing tool as a result tfe on-goingTask
3.20of the Privacy Flag projectn thisspecifictask the mainaim is to developuitablecrowdsourcing
tools, enabling the crowd taassess the privacy risks in line with the UPRAAM outcomeJask
T2.3 Among thePrivacy Flag partners/beneficiariesTUand VELTI were involved in preparing th
presentdeliverable. More specifically, LTU is the leader of rdmpectivetask, beingin charge for
user engagement and engser piloting while VELTI is sponsiblefor the technical implementation
of the crowdsourcing toolsThe taskwas divided into mainthree (-3-) components that is desk
research of current tools, user studies and technical implementation of crowdsourcing tools.

The literature reviewof atotal of 85 scientific paper andf 7 commercial tools was the firgiction
towards understanding endser needslt wasthusfound that endusers havehree maindneeds as
of privacy tools In fact, they expect that such a tool shotldfil their concerns, being able to adjust
their privacy basedn their preferences and have a good usability.

LTUhas designed and f &@hdudted two sets ofuser experience evaluations (UX) asfaend-user
studiesg A 1 K { K 3nakk K ¢ UPRAAN questionnaimnmore duser friendl§. The frst user
study has been performedy eight (8-) participants in the form of focus groups. In theslated
group interviews, endisers were introducedo the general ide&scope of the Privacy Flag project
and they were providedf some mocks of th&rivacyHag addon, as the latter has beetesigned by
VELTI. Preliminary UPRAAM questions fraiskZ.1 were also given to th participants, so thato
reflect upon based on the principles founalithin the in-depth tool review.

Futhermore, the outcome of Task 2.3 i(e.: the UPRAAM questionnaird)as beentested during
month 17(M17) of the projectafter being releasedn this regard we have firgterformedan expert
evaluation by the experts of engser interaction at LTU. The cd version was put into
testassessmen & 'y 0 & Y 2uNSslwithe nd te@igidal background. Followingthe user€)
studies, the questionnairdhas beenre-designed accordinglyso that to fulfill the endusel@
identified needs. The final version agll as suggestions for crowdsourcing t@dfgerface elements
have beensent to VELTIn order to be integrated into the addn, app and loT tools once the
integration processs to beput into place within the projectMoreover,a demo versiorhas been
created baseduponthe improved questionnairgas a proof of concepfPoC)or the crowdsourcing
tool of 10T deployments.
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In the context of TaslB.2 of the Privacy Flagthe aim is todevelop crowesourcing tools
enabling the crowd to assess the privacy rigkdine with UPRAAMThe current document
reportsupon the task requirements thawill support the empowerment of the crowd fahe
assessment of privy risks The task descriptioaoming from the PrivacyFlagDoW is as
follows:

din this taskthe aim is to develop crowdsourcing tools enabling the crowd to assess
the privacy risks in line with the UPRAAT outcomeRask 2.3. It will support the
empowement of the crowd for the assessment of privacy risks #nus$, contribute

to the enhancement of trust among online senfimethe end-users. To support that
process, the work in the task will explore and analyze existing tools with the purpose
of identifying enduserd€heeds of and needs in privacy risk assessment technologies
and tools. This means that the tools will contribute to the design of privacy
assessment tools for the crowd which will be based on user needsermorethe

tools must stimula¢ crowd engagement and citizen activism to identify and alert on
risks, assess risks and to make suggestions for their prevention. The task will be
implemented in two iterations based on UPRAAT outcomes and involving the crowd
in the design of their crowdsircing tools. For user engagemente will perform
enduser pilots that will give user generated design principles aneusadfeedback

for the implementation work.The task will develop the crowsburcing tool
components and the user interface to be diby the enelsers. The results will serve

as input to asks5.1 and 5.2 for integration and full scale validation. The output of
this task will be crowgourcing tools for analysis of websites, mobile applications
and loT deployments in smart citieg

In short, the taskintends toexplore andanalyze existing toolwith the purpose of identifying
enduserEnheedsof and needs in privacy risk assessment technologies and tootsder to
fulfil the respectiverequirements, we have followed two main tracke:depth anaysis of
tools available, and endser studies. The former was accomplished by performing a
literature reviewwithin the scientific databases as well as some commercial tools available.
The purpose of the review was ttook fore the elementsthat are most appreciated by the
endusers. The latter taskeequirement was done by performing entser studies with the
potential users of the Privacy Flég2 2 f & cPoWNd. TiHé $ostiimportant aspect of the
crowdsourcing tool is the crowdonsistirg of viewers and contributors hang requirements
which need to be incorporated within the crowdsourcing parts of the tools agdipening
gatet towards the eneusers.
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In order to make surehat our process was rigorous, we foNed the literature review
methodology proposed b@koli & Schabram (2010)They have structured the guideline ant
eight steps to help the researchers find, analyze and report their result.

First stage idPurpose of the literature reviewo look at criteria whichis found inPET
literature with respect toend-user needsSecond stage Rrotocol and trainingconsiging of
a plan that describes the conduct of a proposed systematic literature review

Next phases follow actualearch of the literatureand Practical screenA comprehensive

literature search was conducted spannjnby using the information systems, p&ey,

security, and HCI journals, as well as a few conference proceedings. The following keywords
GSNB dzZASRYt MR ARG O®yXI OAY I ¢22f b 9@ f dzt @
9@l fdzZ GA2Yké YR at NRAGISGE YIS y ¢ £ 2 foskdich @ngitet dzIRION 3
allowed we alsoA y Of dZRSR G KS GSNY a9@l fdz2 GA2YyE G2 | LL
article), the largeshumber of returned hits were considered for inclusion. We also used the
1Se&62NR d Déthubedae idng/té understaritiow PET designers value most in

their desigr and dwhat they have put into test with their usersThe titles and abstracts of

each article were examined to verify for inclusion (i.articles that deal with privacy
enhancingor related tools designeddr users and have performed evaluation).

Fifth step iQuality appraisain whichthe quality of the papers for the final review process is
estimated and the criteria for judging which articles are not suited for the review synthesis
(such as papers coritang only frameworks, models, paradigms, theories amutqzol with

no enduser interaction. Data extractionincludes coding of the paperby using concepts
relevant to the privacy tols and evaluation of artifacts. The framework is focused on the
evallation strategies that design science researchers can employ in their research to examine
the effectiveness of their designed artifacts. PET literature was examined based on four
important reasoning: 1yVhy to evaluate (formative vsummative) 2) when toevaluate éx

ante vs ex post); 3) how to evaluate (artificial viaturalistic) ang 4) what to evaluate
(properties of the evaluand).

Synthesis of the studyone through NVivo After coding the selected papgit was evident
that most of the PETs usdldree main categories of Preferences, Concerns and Usability as
important facors that need attention for the endisers

1 C.Okoli and K. Schabram (2010A Guide to Conducting a Systematic Literature Review of
Information Systems Resear@prouts Working Papers on Information Systeupsl-49.
Available at
http://www.nti.ufpb.br/~evandro/pesquisa/RSL/(Okoli,%20Schabram%202010%20Sprouts)%20syst
ematic%20literature%20reviews%20in%201S%20research.pdf
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Final part iswvriting of the result rather than just a summary of selected papers

TheTable below shows the number of studies in@ddn our survey.

Review process Number of papers
Total searches 2061

Practical screen 93

Excluded 34

Backward search added 26

Total for final review 85

The references to the papers included for the review along with the tool name are provided
in the appendixWe alsaincluded more popular tools into our analysis such as:

1 Web Of Trust (WOT)
ProtectMyPrivacy
Clueful

Webutation
Disconnect Icons
PrivacyFix

Traffic Light

=A =4 =4 4 -8 A

Figurel depicts the endiser neels cloud highlightingtheir frequencyof their repetition
across studies

Please note that a singlenceptdoes not correspond to a single paper batresearchers

used the combination of them. Tdfigure shows thatvhat users appreciate are either fro

privacy perspective or software itselHowever there are requirements that could be
regarded as both; this means priva®tated concepts that could be measured from the
software components of the tool itself. We foundaththere are some privaeselated

02y OS LY & GKAOK |NB LINFYOGAOSR Ay LIS2L) SQa
preferences, control, letting accesapd thesecould bedtranslated into a toad Eince it

makes it easier for users to make sense of the privacy

2 NVivois oftware that supportsqualitative and mixed methods research. i designed to help
users toorganize, analyze and find insights in unstructured, or qualitativa dath asInterviews,
openended survey responses, articles, social media and web corltémte information can be
found, inter-alia, at: http://www.gsrinternational.com/whatis-nvivo
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Figurel: Identified endusergheeds from the tools

2.2Design principlesxtracted fromliterature

After reviewing current tools, we derivete following principles for the crowdsourcing tool:

1 Must be easy to rate/assess

1 Establishing subommunities that would specialize on certain objective aspeetg.,
privacy and malicious contents

Suggestion to rate similar websites

Less text as possihleext broken down into meaningful segments

Icons should tell the storycolors

Outreach through the adton/app;

Drivers of Collaboration Crowdsourcing: Enjoyment, satisfy members, needs and
interest, recognition, collectiveness, appreciativeness/attention, responsiveness,
trustworthiness fun, altruism, reciprocity, identification, personal need

= =4 =4 -4 =4
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We conducted two setdlzd SNJ & (0 dzR A S #ocu$ dgrau®R YByi K2 RS8minak OK A &
understanding the user needsheir limitations anddwhat they value the most User
eXperience (UX) ardsabilitywere the main themesused to desribe chow easy a product is

to usé. In total, twofocus groups witha total of eight (8-) participantswere designedin

which the participants were all students within the field of systems sciencd atzf S
University ofTechnology(LTU.

Somemockups of browser addon based on dsk4.3 were prepared with the help of VELTI.
The addon contains arevaluations tabwhichis presened to the user with questiondased

on the UPRAAM methodology. The focus groups were aské@eéad through and try to think
about what you understand from each question and what it means to you and your online
privacy¥ Mfter they were presented with a questipthey were asked to describe what they
understood andvhat was confusing or difficult to grasp. They were also toldgouss freely
amongst themselveand to speak their mindt is to be mentioned that the questiorasked

by the moderatorawvere presented to the users without any changesmodifications from

the project team.

The participants werall students within thefield of systems science &fTU Seven of the
participants were thireyear students and one was a seceyehr student. Six of the eight
participantswere male and the age ranged from 21 to 27. Since all focus group participants
were Swedish, théocus graip discussions were done in Swedish. phaiminary UPRAM
guestions were analyzed in English anthigir original provided form.

The focus group tests were carried aduring the 16" and the 17" of May 20161 G [ dzf S i
University & TechnologyAn introduction to the Privacy Flag project was first presented.
Following that, the test users wepresented with the mockup and the UPRWMAuestions in

a PowerPoint presentation and were askeddiscuss freely on kat they understood oftie
guestionsas well as what any problems, if any, cobkdfound in the questions.

The procedure of the focus groupssas follows:

1 Anintroduction to the Privacy Flag project was first presented

9 The test users were presented with sommckups of the browser addon and the
UPRAAM questions (setting context)

1 Participants were asked to discuss freely on what they understood of the questions
as well as what any problems, if any, could be found in the questions

1 They were asked to present ideas on crowoltivation for involvement
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1 Is the language and the labels understandable?

1 What do you think of the number of (UPRAAMestions? Are there too many or
too few questions?

1 Please list the things you find most positive in the -add

1 Ideas & improvements or changes

No. Question Focus group response

1 | What information is provided by All think that tt§ G SNXY & &/ 2
the controller to the data subjecl ¢ 5 G I & dzo 2 S éunderstod. R

at the time of dafa collection It takes time and discussion figuwreut what

(One or more answers allowed) the question is aboutAll think that the
terms used in the question seems ovel
complex and technical.

2 | Is the information provided by! f £ g2y RSNJ AT (KS
text box on website or popp | related to the previous question
box or email or link or stick
notices?

All think that the structure makes thi
guestionohard to read. Especially the listin
of the different types2 ¥ y 2 G A OS:
instead of separating them with commas.

3 | Does it provide data controller's| The majority thinks that the question i
details to enable further contacts comprehendible, but that it can benefit fror
in case of questions or simplification. All think that the use of th
complaints? GSNY aO2yiNRBffSNE d

the question.

4 | Are specific retention periods | The majority did not know what the wor
mentioned? GNBUGSYUA2YE YSIylaz
guestion is about a timeéme for data
storage. The majority thinks that th
guestion is stated in an unnecessar
complicated way.

5 | Is there a consent by default P ff 0KAY] 0 KF-Hf - Eas
(pre-flagged)? confusing, but that the question i
understandable.

6 | Are the consequences of the lac All are confused by the question and initia

of consent clearly illustrated? Ay GSNLINBGa AdG & &Kk
IAPSYyE o
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After discussions within the focus groups
agree that the question is what happens
GO2nfBMtIABSY £ O

7 | Are personal data processedfor ! £ f | NB O2y FTdzaSR o8&
marketing purposes, disclosure | and what that means in this context.
to third parties, geolocation and
profiling with different, specific
and prior consent?

All argue that the question needs to b
stated in a clearer way to avoid confusion.

All agree that the question is relevant.

8 | Are the special categories of All agree that the question is long ar
personal data (revealing racial o cumbersome.
ethnic origin; political opinions;
religious or philosophicaldiefs;
trade-union membership; data
concerning health; data

concerning sex life) processed
with different, specific and prior | All are confused if the question mear

All agree that the different categories liste
should be excludedrdm the question and
instead be presented vjafor example a
tool-tip.

consent? consent for each criteria or for all criteria i
once.
9 | Is there a prior, specific and Pff I ANB S 0K G a3

different (granular) consent for | understand.
processing of contactgalendar,

) _ A minority does not understand the terr
social networks credentials and

GoA2YSGNRO&E Ay (K

biometrics? RAaOdzaada GKS GSNY
RATFSNBYGE ngifRis doRtéis
10 | Is there an option to it GKAY]l GKFG aOd:

cumulatively or selectively opt | term to understand.

out from the above mentioned | Yl 22NRGe KA Y 2oz

prOCkeSt_S'ng opizg‘uons (ei'g' i difficult to understand in the context of the
marketing, profiling, geolocation| . ,o.qion.

health data etc.)?

11 | Are there mechanismstoprovid(! f £ | ANBS G KlalaADKES
the data subject with access to | specification, about what is considerec
his/her personal data without | excessive in the context of the question

i ?
excessive delay or expenser The majority thinks that the question i

I Oldz- £t t& Ylye |ljdSai
@2dzNJ RFGFKéE YR alLt
how long did it take you toget the
AYF2NXYIGA2Y YR RAR
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12 | Did the website, app or loT The majority thinks that the question i
deployment ask for another understandable but that it still can be
consent before the processing | simplified.

i 2
with new purposes? A few thinks that there is inconsistenc

between this question and the previol
ones, mainly because of the sudden use
0KS GSNXa aoSo0arisSs
instead of the previously used terr
GO2YyGNREfSNEO®
13 | In case of lIoT deployments in | All agree that the question is too long ar
Smart Cies, does the processin¢ should be shortened or separated in
pursue a public interests or is it | multiple questions.
functional to the exercise of
official authority (e.g. video
surveillance carried out for the
purposes of public security, All agree that they need more informatio

defense national security or 2y a2FFAOALFE | dzi K2 N
criminal law State's activity)? | considered to be noiwfficial.

All think that the question cannot b
answeredby justdyes or 6noE.

If not, has the user actively
requested the service or given
his specific consent for having
his/her data processed?

14 | Does the notice provide All agree that the sudden use of the ter
information on whether dataare ¢ § 0 A OS¢ A& O2y FdzaAy
transferred to countries that are
neither a member bthe EU nor
of the European Economic Area
(EEAY If yes, does it provide
explanations on the legal basis
relied upon by the data
controller (e.g. model clauses,
binding corporate rules, specific
consent etc.)?

All agree that the questions should ¢
separated into multiple questions.

There is a clear pattern emerging when analyzing the two different focus groups. Many of the
tested questions produceery similar discussions within the groups, and there is a great
overlap between the grougsuggestions and expressed thoughts.

The main concern discussed in the focus groups is the use of an overly complicated language
that often leads to misinterpret@gon of the questions. Many questions required lengthy
discussions within the focus grouypsefore a consensus daiwhat the questions actually

DeliverableD3.2: Crowekourcing tools for risk assessment and user empowerme 1g/67



Enabling Crowdourcing based privacy pmttion for smartphone applications, website:
and Internet ofThings deployment (Privacy Flag) GRANT AGREENMESB426

meant was reached. There is often a particular word within the questions that the users in
the focus groups stojpnd dwell upon, and there is a consensus that the structure of the
guestions dacke a natural flow and that this makes thermdeven more difficult to
comprehend.

The focus groups also mention that the questions are too long and that some of them should

be separated into different questions. There is also a concern that the questions are not
consistently stategdfor exampl& &2 YSGAYS& (KS ljdzSadAizya YSyida:
2y 0S (GKA& Aa NBLI I OSR gAUGK aoS060aAiGST | LI 2N L
In short, thefollowing lessons were learnt;

1 The use of an overly complicated language that often leads to misinterpretation of
the questions

1 Many questions required lengthy discussions within the focus groups before a
consensus ofvhat the questions actually meant

1 There is often a particular word within the questions that the users in the focus
groups stops and dwells upon

1 There is a consensus that the structure of the questionsslaciatural flow and that
this makes them even more difficult to comprehend

1 Lack ottontextualizatiorleads to confusion

After evaluating each question supplied within the UPRAAM framewhbefocus groups

were

asked a series of questions regarding the UPRAAM questions overall usability and possible
impact on the users

Question Focus group response

Do you feel a little more informed about All agree that the questions makes ther

privacy issues after reading and reflecting | reflect on either the amount of different

on the questions? Why/why not? types or categories of e@ent they give today
or what the controller actually can do with
the data that they consent on giving away.

Did you know about all the issues All agree that they were not knowledgeabl
concerning the data protection (for on the issues concerning data protection.
example, information to be given to the
user by the controller, free consegmnot
pre-flaggedq rights?)

The minority mentioned that they have
noticed the increased use of cookie consel
on websites but that they had not realized
that there were any new EU regulation in
effect, regarding this.
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Do you think that these questions may The majority feels that this has been a kind «
make you more interested in privacy awakening and that they will be really
issues? How so? observant of these issues the days/weeks

following the focus group.

The minority feels that only people with low
or no knowledge about the risks of privac
online will become more interested.

Do you think that this questionnaire will The majority feels that it will affect them for
make you think more about your own at least a couple of day$ollowing the focus
online presence? (With regards to privacy) | group.

Why/why not?

The minority feels that only those without any
or very low knowledge will be affected.

Do you feel that tk questions are useful in | The majority feels that if their awareness an
order to assess your online privacy risk? understanding of the issues can be increas
they would continue to use tools like this.

Why/why not?
The minority mentions that the questisn
actually can help raise awarenedsut that
they may be too complex to use as a tool t
S@lLtda G6S 2ySQa 26y L
What do you think of the number of The majority feels that there are too many
questions? Are there too many or too few | questions, and that they need to be shorte
questions? and more easily understandable.

The minority feels that many of the question
actually contain multiple questions and need
to be separated into different questions.

A few think that there actually can be more
guestions as long as they are made really ec
and short.

It was also mentioned in both focus groups that after looking at a few questibasusers

becameY2 NB F20dzASR yR aAy (GKS T 2ySé Howthei KS& 06
guestions were witten. Both focus groups agreed that the questions wesy too hard to

read and understandnd that they would not fill out an entire survey if the questions were

all written in the way thathey were presented during the focus group tests

The result othis focus groups was communicated to the consortium, especialfps@ 2.1
and Task2.3for the design of the UPRAAM questions.
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As mentioned in thgart of the htroduction, Task 3.2 has two iterations of easer studis.
After the result of the focus groups in M1thishas beersent to the designers of UPRAAM
questions,and thenwe ogot¢ the first version during M17Before the second study being
designed and conducted)ser Experience Designer (UXRpertswithin LTUreformulated
the questionsin order 1o make the questions more user friendly well ador facilitatingthe
interaction between the user and the product more intuitive

The changes from the original UPRAAM questiassiéscribed in the respectifeivacy Flag
DeliverableD2.3) can be seen in the second column of the questions presented in section 5.
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In-depth evaluation ofreformulated UPRAAM questionsag discussed in the Privacy Flag
deliverableD2.3) aims at understaling the user needs from the questiotizat were the
basis for the designThe aim in this study wa tinvestigateupon elements maing
confusion/ambiguity within the questionnairaupon important aspects of the questions
making crowd more interested iatprivacyand uponincorporating their needs into the flow
of the crowd contribution to thérivacyHag platform all these were issues where emphasis
has been put onWe recruitedeight (8-) interviewees of lowmedium Internet privacy
literacy(i.e.: ordinary users

Semistructured interview was chosen through an interview gyidased on the literature
review. The serstructured interview allows pr@repared list of questions with seeking
opportunity to ask the interviewee to expartds/her answers tadhe previous questions or
1Yy26Yy | &dzLd ¥ AiSiaRak, 2 996) HVe tried to avoid using any lead questions

and to ostay neutrat. Each interview took about 1 hour and the main theme of the
interviews was theneeds extracted from existing PETs (Preferences, Usability, Concerns)
Each meeting was recorded and it was agreed that the results woybditbléshed therefore

we will anonymize their identity.

The demographic information of the intervieweissasmentioned in the following table.

Gender Age Background/Occupation Experience Alias

of PETs

Male 59 Social worker, manager No George
Male 21 Security guard Yes Frank
Male 50 Academic profession Yes Steve
Female 18 Student No Pablo
Male 26 Product specialist Yes Peter
Female 31 Nurse No Maral
Female 28 PhDStudent Yes Karin
Male 49 Steel plant foreman No Mike

3 S.Kvale(1996).InterViews- An introduction to qualitative research interviewinthousand Oks,
CA: Sage.
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Mark each question for its importance of privacy for site/app

Which parts did not make sense to you?

What is the minimum / maximum number of questions appropriate for you?

Do you feel a little more informed about privacy issues after reading and reflecting

on the questions? Why/why not?

91 Do you think that thee questions may make you marderested in privacy issues?
How so?

91 Do you think that this questionnaire will make you think more about your own online
presence? (With regards to privacy) Why/why not?

1 Do you feel that the questions are usefalassess your online privacy risk? Why/why

not?

=A =4 =4 =4

The respondents were asked to read the questions throBghow are found their comments
to specific questions or group of questions.the Table below we present the result of the
interviews. The first column shows tlggestion ID and the second column is the feedback of
the interviewees.

A2.1 Frank:It should say: Do you want to assess THIS website. A button that
you click it, the assessment form pops up. Tisatvhat should happen whe
you want to assess it.

Mike: This question should ask if | want to assess a website, and alsc
sone insights on why | might want to da it

Al.l Frank: The question should be: ag®u an individual: Y/N if N, a follow up
guestion should pop up.

Steve:Not relevant, everyone doing this is an individual

Mike: Here is it important to determine on which pages this questior
relevant, it might only be relevant on pages where | lsamething Is this
question really relevant?

A3 Frank, George, Peter, Pabind Steve the system/tool should automaticall
FSGOK GKAA AYTF2NXIGA2YD dab?2 2y S
j dzS & Gwaga/cénimon comment.

A3.2 Maral:L R 2 y Qténd dhytBiSphment is.

Mike: What is meant with deployment?
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Bl In general the informants concluded that it is only possible to answer th
guestions if the website asks you specificatly each issueif it can collect
your data. The endisers regoned that if the website collects data withol
asking for their consent/permission, they cannot know whether date
collected or not.

Pabla Take away the biometric question,ift too specific

Frank Providing this data is voluntary from the beginnihgiust have addec
this databy myself, at some point. And from where can the website col
this data? The question should be: Does the website ask access to any o
data?

George The only way for me to be able to answer these questions is i
website asks for this data

Pabla B1.5¢ asked what pictures? There are many on the site?

B1.2 Steve This question is important in an evaluation. In order to assess i
transaction is secure, the assessment should clarify the transaction of
and the transaction process

Mike: If | am on a site where | want to buy something, of course they nee
take my credit card number and | am willing to give it away. | think that
need to target specific sites with selected questions.

B16 Karin:| thinkit is better to say access to mic for the web/app

Mike: This is not relevant on all sites, what about Skyp&.? On some
occasionsl really want the recording to be possible, and on some sites
guestion is just wrong and out of scape

B1.7 Pablo:Did not feel relevant, very special.
Mike: Does this ever happen online on ordinary sites? Seems odd.
B19 Karin:the subjectwa O2 y ¥dza SR ¢ K Godt&c&NIndt & A Y

Mike: This is not very clear to me, on some sites | might want to share
about my family, such as age ohildrenin order to book a ticket, hence,
want to give that information to them

Cl.1 ¢ All respondents said that this is only possible for them to answer if
15 website has informed or ask them on this.

Pabla Questios like CL.1AND ClaleY2 NBE t A1 S GR2 y?2
R2 | 02dzi GKA&AX Al 6Aftf 0SS 33dz55345S:
Maral & Karin:What is the difference between disclosed and shared?

D1¢D2 Petety GL& GKSNB OfcHIKNIORET 2N Iy iishedsyBto
find? Or is it easily understood?

Frankv ¢ KSaS jdzSadtAzya I NS L2&&A0
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D5.1

D5.2

D10.1

E2.1&
E2.2

E3.1E5.2

information on this. Because if NOT, the answer is no.

Maral: for me, the terms used in D1.2.1 are very much the same. | m
opurpose and éscope of using information should be both about the use
information.

George When it comes to questions about collection of data, it should
taken for granted that the website SHOULD HAVE information on this
guestion should really be: Is there informatia@bout whether the website
gathers data? Is it easy to find? Is it easy to unders?and

Karin:What does it mean by rectifjpl.3.1)?
Steve Some questions not relevant for the webpage, confusing what to se

Mike: These questions are very hard to answaed also require a lot from the
user searching for the information at the site. | cannot see any user
would have the energy to go through all these questions and search fo|
information in a website they want to assess.

Peter. The questions hard to understand. | had to read it several times.
Maral: | do not know how | would know that!

Frank They are possible to answer Y/N on. Reasonable questions, shor
precise.

Karin:It is a very specialized legal term

Karin: I usually danot remember this kind of informatiorbecause it is aske
when | sign up for a website. | would suggest to the PF tools ask this qu
during the sign up process.

Mike: But this question is only relevant on sites where there needs to b
' 3S f AtY¥AAhEalsd dihgt@se it there of that question as such? W\
difference would it make in general?

None of the respondents thought they could answer this. C1.5 and D10.
also very similar.

Pabla These questions do hmake sensg

Mike: This issue should be taken care of in my browser

Frankk ¢ KS&S I NB [jdzSaiAz2ya L}2aaio
FNBE GKS@K LF | LAOGAINBE 2NJ AYIl 3S
they collect them, the fact thahey do so, is what matters.

f S
y

Maral: Regarding these kind of questions, | am more interested to
informed about what the services do with my data and how can users k
that practices.

Steve and PabloThese questions ared specific. Do not know or tlyeare
not relevant.

Mike: What does althese questionsgnear? How should an ordinary user ha
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the possibility to answer these questions, they are \&rgngelyformulated.

After reading and evaluating the UPRAAM questions, we asked theisard abouttheir
preferences and needs from a crowdsourcing tool. We have summarized the answers in the
table below. Please note that due to thé i dzZNBE 2 T { KA ddeniStratol) #eNI 6 f S

sufficed to report the interviews in a short manner.

How many questions are reasonably in a
tool like this?

Do you feel a little more informed about
privacy issues? Why/why not?

Did you krow about all the issues

concerning data protection?

Do the questions make you more
interested in privacy issues? How so?

DeliverableD3.2: Crowekourcing tools for risk assessment and user empowerme o 4/7

Frank Max 5-6, and eventually som
follow up questions

George Max 10.

Peterr Max 20 ¢ given that you are
interested in privacy matters

Pabla 5 to 10
Steve 5to 10
Maral: Max 15.

Karin The number of questions wer:
sufficient

Mike: Max 5, | would prefer 3 bul
understand that might be too little

Frank George, SteveNo.

Pabla Did not know about all the
categories, e.g. biometric data

Maral, Karin: Yes but only in the shori
term | would say

Mike: Yes, but only in the short term
would say. | also feel a bit confused of
the questions being asked. Why woL
someone even make this evaluation?

Pablo & Mike: No, received better insigh
now, e.g. about voice scaetc.

Steve Yes, fairly good knowledge abo
privacy issues.

The rest:Most of them but not all

Frank No, not more than | already am.
FSSt LQY Ay O2y GNPt

Maral: Yes, | think | am not much informe
about these issues and questions help
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me to get more insights about it

Pabla Yes, would like to know whe
webpags can do with my privat
information.

Mike: No, | do not really care about privat
issues the way | use the Internet and for t
purposes | use it for. | do not really care
am sorry.
The rest No.

Do you think this interview will make you Maral, Pabla Yes, think more about th
think more about your online presence?  information | give, and how the informatio
Why/why not? can be used by others.

Steve No, | have good insights.

Mike: Yes, in a short term, but | might
22 yI OgSo

The rest No.

Do yau think the questions are useful in  Frank Yes, some of them.

order to assess your online privacy risk? George: No. Why should ordinary usel

Why/why not? Faasaa sScaridsak
contributing to the assessment. | wou
prefer experts doing tisi for me. People dc
not even know what Cookies are. As t
Stockholm Gounty Gouncil did, hired 1C
experts that scanned for, found ar
evaluated apps for disabled peopl¢he
experts made the evaluation and gather:
this information on a website, as a sawi
If you pay you can access their evaluatio
| could imagine paying for the servi
Privacy Flag offers, if experts did tl
evaluation of the websites.

Pabla Some of the questions, not all
them.

Steve Yes, since it was all about the
However, howOl y L { NHza @
gives trustworthy evaluations? Ce
companies pay users to rank their pac
aKAIKE K

Maral: yes, especially with the questior
regarding images and videos. | would
more interested to see about the usage
these kind of infomation.

Mike: Yes they are, they increase n
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Do you think you are more aware of
privacy issues after seeing the adih?

Will that change the way you go online
from now on?

Please list the things you find most positiv
in the questionnaire.

attention to the issue but | am not sure thi
they will have any sustainable change

The rest Yes
Steve:No.

The rest Yes
Steve& Mike: No.

Pabla Yes, receive a greater understandi
of privacy issues from the different privas
categories

The rest Yes
Steve:it discuses aboutprivacy issues.

Pabla The owner of the webpages can u
the evaluation of the pages and improy
them.
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Based on the feedback from engers within the second study, wadjusted the questions to their neesl Moreover the UPRAAM questions
have been changed in a way that it is easier to understand and answer. We have also included the initial flow of theltastss dallow in
order to get involved with the tools (crowdsourcing).

The table below consistof four columns. In the first and second column, the original question and its ID (as coming from D2.3) has been used to
make proper referencing of the question and also to refer in cases where the question logic is about. The third columuesstitneafter expert
evaluation (section 3.4). The fourth column is the questions as derived from the result of second user study.
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Al.l

A2.1

A2.2

A2.3

Original question

Are you an individual ol
a legal entity?

Do you want to analyse
a website?

Do you want to analyse
a smart phone
application?

Do you want to analyse
an loT deployment?

Expert reformulated

Are you an individual or
a legal entity?

| want to assess a
website

| want to assess a smari
phone application

| want to assess an loT
deployment

End-user driven Object
Web ' App

Irrelevantthe interface for individuals
and legal entities should be different

Irrelevantthe addon needs to X
extract current website that uses
visiting automatically

In case of assessment done through
PF website: | want to assess a webs

| want to assess <list of installed X
apps> application

| want to assess an loT deployment

DeliverableD3.2: Crowesourcing tools for risk assessment and user empowerme

loT
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Web | App | loT
A3.2 | Name of the service, | Should be automatically Should be automatically extracted | X X X
applicationor extracted
deployment to be
assessed:
A3.4 | Short description: Short description Short description: X X X

(optional):

A3.5 | What is the name of th¢ Shoud be automatically ' Should be automatically extracted | X X X
legal owner of the extracted
evaluated object:

A3.6 | URL: Should be automatically Should be automatically extracted | X

extracted in adebn In case of assessment done througt

PF website: URL:
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B1.4
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Original question

Collected

Personal data such as user name,

address, email?

Credit card number or financial
transactions?

Data from the user contacts, calear,

or social networks accounts?

Geolocation data (such as GPS
indicating where you are)?

Images, videos or pictures of people?

Audio recording?

Biometric identifier (such as

fingerprints, iris scan, voice scan, €fc.)

Any "Special Categories of Data": date
related to health; sex life or sexual

orientation; religious, political or

Expert reformulated

Is the following data collected?

Personal data, for example user
name, addres, email

Credit card number or financial
transactions

Data from your user contacts,
calendar, or social networks
accounts.

Geolocation data (suchs GPS
indicating where you are)

Images, videos or pictures of
people

Audio recordiigy

Biometric identifier (such as
fingerprints, iris scan, voice scan,
etc.)

Any "Special Categories of Data":
datarelated to health; sex life or
sexual orientationreligious,

End-user driven

Is the following data collected| X
(with or without your consent)

Personal data, for example | X
user name, address, email

Credit card number or financiz X
transactions

Data from your contacts,
calendar, or social networks
accounts

Geolocation data (such as GF X
indicating where you are)

Images, videos or pictures of | X
people

Audio recordingddd-on: X
Access to mic)

Biometric identifier (such as | X
fingerprints, iris scanjoice
scan, etc.)

Any "Special Categories of | X
Data": data related to health;
sex life or sexual orientation;

philosophical believes; racial or ethnic  political or philosophical believes; religious, politial or

DeliverableD3.2: Crowesourcing tools for risk assessment and user empowerme
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origin; tradeunion membership? racial or ethnic origin; tradenion | philosophical believes; racial
membership or ethnic origin; tradeunion
membership

B1.9 Personal data related to other people ' Personal data related to other Personal data related to other X
than the user himself? people than yourself people than yourself

DeliverableD3.2: Crowesourcing tools for risk assessment and user empowerme
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Original question Expert reformulated End-user driven Object

Web App
Are data likely to be Are data disclosed or | Are data shared with | X X
disclosed or shared with shared with third third parties?
third parties? parties?
Aredata likely to be Are data used for direct| Are data used for X X
used for direct marketing purposes direct marketing
marketing purpose (promotional SMS, purposes (promotional
(promotional SMS, emails, etc.)? SMS, emails, etc.)?

emails, etc.)?

Are the users potentially| Are you subscribed to a| Are you subscribed to { X X
subscribed to a newsletter? newsletter?
newsletter?

Are data transferred to | Are data transferred to = Are data transferred to X X
any country outside of | any country outside of = any country outside of
European Union? European Union? European Union?

DeliverableD3.2: Crowesourcing tools for risk assessment and user empowerme
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D1.2

D121

D1.2.2

D1.2.3

D124

D1.25
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Original question Expert reformulated

Are the sensors and device Are the sensors and

able to collect personal dat¢ devices able to collect

(video cameras, personal data (video

microphones, etc.)learly cameras, microphones,

identifiable by the users? | etc.) clearly identifiable by
the users?

Is there clear information Is there clear information

on: on:

The purpose and scope for| the purpose and scope fo
which the data are which the data are
collected? collected?

who is collecting the data | who is collecting the data’
and how to contact
What is their contact

him?

m details?
the privacy policy? the privacy policy?
the cookies policy? the cookies policy?

the period (or criteria) for | the period (or criterd) for
which the personal data will which the personal data
be stored? will be stored?

End-user driven Object
Web App

Are the sensors and devices abl
to collect personal data (video
cameras, microphones, etc.)
clearly identifiable by the users?

Is there clear and understandab
information on:

the purpose for which the data | X X
are collected?

who is collecting the data? X X

What is their contact deiés? X X

the privacy policy? X X
the cookies policy? X

the period (or criteria) for which | X X
the personal data will be stored”
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D1.35

D1.4
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Original question

Is there a clear information on
users righs, including:

the right to access and rectify
personal data?

the right to object to the
processing of one's own data?

the right to lodge a complaint
with asupervisory authority?

the right to data portability (data
transfer to other service
providers)?

the right to withdraw consent at
any time?

If the application or service is
designed to address users with
different languages, is the
information on privacy provided
in these various languages?

Expert reformulated

Is there a clear information on
your rights, including:

the right to access and rectify
personal data?

the right to object to the
processing of your own data?

the right to lodge a complaint
with a supervisory authority?

the right to data porability (i.e.
your ability to reuse your data
with other service providers)?

the right to withdraw caisent at
any time?

If the application or servica i
designed to address users with
different languages, is the
information on privacy provided
in these various languages?

End-user driven Object
Web | App

Is there a clear information ol X X

your rights, including:

the right to accessral amend ' X X

personal data?

the right to object to the X X

processing of your own data”

the right to submit a X X

complaint with a supervisory

authority?

the right to data portability | X X
(i.e. your ability to reuse your

data with other service

providers)?

the right to withdraw consent| X X
at any time?
If the application or service is X X

designed to address users
with different languages, is
the information on privacy
provided in these wéous
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D2.1.5
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languages?
Original question Expert reformulated End-user driven Object
Web
Are the users requested | Are you requested to provide Are you requested to provide | X
to provide their consent | your consent before: your congnt before:
before:
Accessing to their Accessing to your contacts, Accessing to your contacts, X
contacts, calendar, social calendar, social networks calendar, social networks
networks accounts? accounts? accounts?

Collecting geolocation Collecting geolocation data? Collecting geolocation data? | X
data?

Collecting biometric data’ Collecting biometric data? Collecting biometric data? X
Collecting Special Collecting Special Categories of Colleting Special Categories of X
Categories of Data? Data? Data?

Being subscribed to a Being subscribed to a Being subscribed to a X
newsletter? newsletter? newsletter?

Disclosing their datato | Disclosing your data to third Disclosing youdata to third X
third parties? parties? parties?

Using their data for Using your data for profiling or = Using your data for profiling or X
profiling or direct direct marketing? direct marketing?

marketing?

DeliverableD3.2: Crowesourcing tools for risk assessment and user empowerme
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D2.1.8 | Using cookies on their Using cookies on #ir terminal? | Using cookies on their terminal’ X

terminal?
D2.2 Can the user easily opt | Can you easily opt out of the Can you easily opt out of the | X X X
out of the above above mentioned consents? above mentioned consents?

mentioned consents?
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Original quesion Expert reformulated

Does the data collection comply | Are only data thaare necessary to
with the principle of data perform the desired functionality
minimisation, by collecting only | collected (the principle of data
those data that are strictly minimization)?

necessary to perform the desired
functionality?

If minors of age under 16 years ol Does the website ask you for your
are likely to use the service or age, to make sure you are not a
application, is there a mechanism| minor?

in place to control the age of the

user and to avoid minors of age

from providing personal data?

Are the information on personal | Is the information on personal data
data collection and the warning | collection and the warningritten in
written in a language easily a language easily understood?
understandable by a minor of

Does the collection of personal | Does the collection of personal data

data seem to be legitimate, seem to be legitimate, proportionate
proportionate and consistent with | and consistent with the proposed
the proposed service or service or application?

application?

End-user driven Object

Web App
Hard to understand + confused with X X
D5.4

Suggestion: eliminate the question

Does the website have any age X X
restriction mechanismto avoid minors

of age under 16 providing personal

data?

Is the information on personal data X X
collection and the warning written in a

language easily understood by a minot

of 16 years old?

Does the collection of personal data | X X
seem to be legitimate, proptionate

and consistent with the proposed

service or application?
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Original question

Is the user access to hi
data protected by
passwords?

Is there a minimum
length mechanism for
the password to be at
least 8 characters long~

Is there a mechanism t¢
force the accredited
users to change their
password at least every
six months?

Expert reformulated

Is your user data
protected by passwals?

Is there a minimum
length mechanism for
the password to be at
least 8 characters long?

Is there a mechanism to
force the accredited
users to change their
password atdast every
six months?

End-user driven Object

Web | App
Is your user data protected by X X
passwords?
Is there a minimum length X X

mechanism for the password to be &
least 8 characters long?

Is there a mechanism to force the | X X
accredited users to change their
password at least every six months?
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D10.1 | Are collected data likely to be Are collected data likely to be transferrec Hard to | X X
transferred to any country that is | to any country that is not providing an EL know
not providing an Et¢quivalent equivalent level of protection for persona
level of protection for personal data?
data?
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Is the granularity of the images
sufficient to differentiateand
recognize individuals?

Is the granularity of the images
sufficient to differentiate and
recognke individuals?
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Is the granularity of the images
sufficient to differentiate and
recognize individuals?

E3.2

Are the users always aware whet
pictures or images are collected?

Are you always aware where
pictures or images are
collected?

Are you alwgs aware where pictures

or images are collected?

DeliverableD3.2: Crowekourcing tools for risk assessment and user empowerme
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Original question

Is the granularity of the video
files/stream sufficient to
differentiate and recognize
individuals?

Are the users aware of where
videos of them are or cabe
recorded?

Is the video monitoring a public
space?

Did the competent local or natione
authority give its agreement?

Is the video monitoring work
area?

Are the employees aware of the
video monitoring?

Is the video monitoring private
areas of other people?

Expert reformulated

Is the ganularity of the video
files/stream sufficient to differentiate
and recognize individuals?

Are you aware of where videos of
you are or can be recorded?

Is the video monitoring a public
space?

Did the competent local or national
authority give its agreement?

Is the video monitoring a work area’

Are the employees aware of the
video monitoring?

Is the video monitoring private areas
of other people?

Enduser driven Object
Web App
Is the granularity of the video X X

files/stream sufficient to differentiate
and recognize individuals?

Are you aware of where videos of you X X
are or can be recorded?

Is the video monitoring ayblic space?

Did the competent local or national
authority give its agreement?

Is the video monitoring a work area?

Are the employees aware of the videc
monitoring?

Is the video monitoring private areas (
other people?
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Original question

Is the granularity of the audio
stream sufficient to recognize
words and understand a
conversation?

Are the users aware where audic

is or can be recorded?

Is the audio monitoring
performed in public space?

Did the competent local or
national authority give its
agreement?

Is the audio monitoring
performed in work area?

Are the empbyees aware of the
audio monitoring?

Is the audio monitoring
encompassing other peoples
private areas?

Expert reformulated

Is the granularity of the audio stream
sufficient to recognize words and
understand a conversation?

Are you aware where audio is or can
be recorded?

Is the audio monitoring performed in
public space?

Did the competent local or national
authority give itsagreement?

Is the audio monitoring performed in
work area?

Are the employees aware of the audi
monitoring?

Is the audio monitoring encompassin
other peoples private areas?

Enduser driven Object
Web App

Is the granularity of the audio strear X X
sufficientto recognize words and
understand a conversation?

Are you aware where audio is or ca X X
be recorded?

Is the audio monitoring performed i
public space?

Did the competent local or national
authority give its agreement?

Is the audio monitoring performed i
work area?

Are the employees aware of the
audio monitoring?

Is the audio monitoring
encompassing other peoples privat
areas?

DeliverableD3.2: Crowesourcing tools for risk assessment and user empowerme
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All in all, the result of literature review, Htlepth evaluation of current tool and two user
studies suggest for some design principlestte crowdsourcing toolsi.e. to incorporate
enduser needs in ordedto make the tools more intuitivein terms of crowd contribution.
Beloware the requirements that we suggest to be improved andoe implemented within
the crowdsourcing part of the tus.

Pt

dSaiAz2ya

YySSR (2 KI @S
participants expressed that they dwot know the answer to all of the questions

& | becRugey/ dll (i

- Following terms explored by a hovkox in addon/IoT and help icon in app
- data portability,granularity, cookie, biometric data
- Two questionnaires to be used:
1. A questionnaire which is short with maximum of 15 questions to
FOO02YY2RI (S amsiSiNgARL (3pF 61 )% B1.*, C1.*, D1.2.*,
D1.3.*, D2.1.*, D2.2
A questionnaire for enthusiagic contributors who want to answer all
guestions i.e. at the end of short version, crowd get to answer more
guestions on desire
1 Assessment of the websites should also be done not only by browsesratidt also
through PrivacyHag web site
1 Assessmenbf the apps should also be done not only ywacyHag app but also
through PrivacyHag web site

2.

In this section the moalps of the Privacy Hag addon and app crowdsourcing tools are
demonstrated.The demonstration is basexh the shorter version questionnaire.

| want to assess

Privacy Hag

7

3

application

‘%I)Next

Privacy Hag

7

| want to assess <web site domain>

-

§

Next

%

In the first page, users are made aware of the app/website they want to evaluate. At the top,
the progress is shown and users click to go to the next page.
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Privacy Hag
207
Isthe following data collected? (with or without your consent)
Yes No | don®@
know

Personal data, for example user name,

address, email J"_‘l)

Credit card number or financial transactions
Data from your contacts, calendar, or social
networks accounts

Geolocation data (such as GPS indicating
where you are)lmages, videos or pictures of
people

Audio recording

Biometric identifier (such as fingerprints, iris
scan, voice scan, etc.)

Any "Special Categories of Data': data
related to health; sex life or sexual
orientation; religious, political or
philosophical believes; racial or ethnic origin;
trade-union membership

Personal data related to other people than
yourself

I< Previous Next

- /
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Privacy Hag
37

| don®@

Yes No
know

Are data shared with third parties?

Are data used for direct marketing purposes
(promotional SMS emails, etc.)?

Are you subscribed to a newsletter?

Are data transferred to any country outside of
European Union?

I4 Previous Next
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Privacy Hag
4/7
Isthere clear and understandable information on:
Yes No | don®@
know

the purpose for which the data are
collected? ﬁ

who is collecting the data?
What istheir contact details?
the privacy policy?

the cookies policy? (addon)

the period (or criteria) for which the personal
data will be stored?

I‘ Previous Next
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Privacy Hag

5/7
Is there clear and understandable information on your rights,

including:
| don@

Yes No
know

the right to access and amend personal data? E

the right to object to the processing of your
own data?

the right to submit a complaint with a
supervisory authority?

the right to data portability (i.e. your ability
to reuse your data with other service
providers)?

the right to withdraw consent at any time?

If the application or service is designed to
address users with different languages, is the

information on privacy provided in these
various languages?

I< Previous Next

= /
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Privacy Hag
6/7
Are you requested to provide your consent before;
Yes NoO | don®
know

Accessing to your contacts, calendar, social
networks accounts? @
Collecting geolocation data?

Gollecting biometric data?

Collecting Special Categories of Data?

Being subscribed to a newsletter?

Disclosing your datato third parties?

Using your data for profiling or direct
marketing?

Using cookies on their terminal? (addon)

Can you easlly opt out of the above
mentioned consents?

I< Previous Next

- ‘/
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Privacy Hag

77

Thank you for your
feedback!

If you would like to continue with a detailed feedback please
check this box

I{ Previous

- /

At the end of the short questionnaire, users are asked if they want to continue ¥wéh t
detailed questionnaire or not. In the case that they are not interested, they can finish at this
point by clicking on submit button.
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Privacy Hag

7

Thank you for your
feedback!

If you would like to continue with a detailed feedback please
check thisbox

I< Previous Next

\_ /

In case that they are willing to perform a detailed assessment, they can mark the checkbox
and then continue with the rest of the questions in section 5. For the sake of simplicity, we
have not repeated the questis for the detailed feedbacR.he procedure with the 10T based
guestionnaires are the same as shown above, albeit with the relatesstopns. More
information is found in the section &.

Below we have gathered the suggestions by the participants of the two user studies (focus
groups and interviews) for thBrivacy Hag tools.Although not all the wggestions might be

DeliverableD3.2: Crowekourcing tools for risk assessment and user empowerme gyg7



Enabling Crowdourcing based privacy pmttion for smartphone applications, website:
and Internet ofThings deployment (Privacy Flag) GRANT AGREENMESB426

applicable toimplement within the project, but we oblige ourselves to mention them here
and take them into accoundas much as possilileRecause endiser needs are of outmost
importance.Although the crowdsourcing tools focus on timeplementation of the UPRAAM
model, but there are functionalities associated with the crowd involvement which motivates
them to use the tools. The functionalities are as follows:

- In-depth reviews on the visited websitpp/IoT.

- List of good and bad reviewggarding the websit@pp/IoT.

- Settings and configurations for the add, activate warning notifications and setting
the level of focus the addn shall takewhen visiting a questionable website.

- A description on what therowdsourcing tools arased fo.

- Alist of links to websites on best practices on privacy when browsing.

- Alink to the Privacy Flag wedortal.

- 2 NyAy3da AT (GKS GAairitSR aaasS Oz2yidalAya fAy

- A summary of the reviews and ratings

- Summaries should contain links & more thorough description on the review and/or
rating (expert evaluation)

- User are preferred with a list of risks on the visited site.

-1 a0221AS¢ ONRgaSN) gSNB |ff GKS O221ASa d
further.

- News and current waings on known security issues, such as virus outbreaks or
recent data breaches.

- A historian showing the user all privacy connected information that has been
accessed by webites and what the information potentially might be used.for

Full description of UPRAAM methodology is provided in D2.3, however to address the
comments from Y2 reviewers, here is a brief description of how flagging appear as well as
number of users required for the flagging to appear in the tools.

Different parameeérs have been considered in order to determine the number of inputs
requested before displaying the collected results:

- The UPRAAM methodology is based on factual questions, with limited room for
subjectivity bias;

- The voluntary contributors are expected tte more incline to contribute if they
know that their contribution will have an immediate impact and be accessible to the
community without delay;

- ltis likely that only a minor share of the objects to be assessed by the crowd will be
supported by multipg evaluations;

In order to make the tool attractive and to avoid hiding part of the results, we decided to
start by providing results since the first evaluation. An algorithmic model has been specified
to ensure that additional evaluations of the same aljean be either confirmed or
challenged. The formula is as follow:
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If more than 65% of the inputs are converging towards the same flag, it is considered as
sufficiently consensual and the flag is displayed. If inputs are leading to conflicting

evaluatiors and we have less than 65% of consistent results, the flag is turned grey again to
request more evaluations. This percentage may be later adaptediaetined according to

the enduser evaluation and feedbacks to be collected during the last year girtiject.
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The last phase of T3.2 is in regards with the actual implementation of the crowd sourcing
tools. Ingeneral,the description of the crowd sourcing tools is in regards the three versions
of the questionnaire that are to be implem&d under the Privacy Flag project for the
browser addon, the smartphone app and the |oT evaluation. At th@nt, there is a
differentiation of the first two (browser addn and smartphone application) and the loT
version and the related implementatiounder the task T3.2. As the implementation of the
crowd sourcing tool is based on different software stacks for the different cases, for the case
of the browser adebn and the app the implementation is taking place under tasks T4.3 and
T4.4 respectively wile T3.2 only provides the guidelines based on the above analysis. On the
other had for the 0T case the actual implementation is presented below. This differentiation
is also represented in the figure bellow.

T4.3 Privacy Flag T4.4 Privacy Flag

WP4 browser add-on smartphone
application
WP3 Crowd sourcing Crowd sourcing Crowd sourcing
tool — loT component component
e
WP4/5
- 4

Figure2: Separatiorof tasks for the implementation of the crowd sourcing tools

For the implementation of the Crowd sourcing tool, three different approaches are used for
the three mediums of interaction with the endasers. The two first are related with the
Privacy Flag breser addon and the application, developed in WP4. In this case as the
implementation is highly connected with the technology useencethe integration of the
T3.2 outcomesre passed on to the relatethsksT4.3 andT4.4. For the last case, the one of
the 10T a specific tool was created under the T3.2.

The latest version of the tools are available to the public at Privacy Flag web site (accessible
at http://privacyflag.eu/PFTool9. The website is updatetd deliver the most recent updates

to users. The website also gives an overview of each tool such as brief description, how to
install the tools and feedback surveys imform us aboutpotential improvements. For
example, figure 3 shows the page wherewdocan get information about the Privacy Flag
smartphone applicationdownload and install with step by step guidelines.
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I PF Mobile Application - X

& C | @ privacyflag.eu/pf-tools/pf-mobile-application ¥ 5
L
Home - Privacy Flag Overview ~ News  PFTools  Abouttheproject ~ Network Glossary  UsefulLinks  Privacy Policy —Q
PF Mobile App

The Privacy Flag smartphone application allows users to "gather” information on potential privacy risks from installed applications in their Android-powered mobile phones and
tablets. The application informs users whether installed software is considered as "privacy friendly”, or as "not privacy friendly”, based on the an
Flag backend system. The analysis includes input gathered by technical enablers and exploits the power of crowdsourcing data from end-users

onducted by the Privacy
ng the UPRAAM methodology.
n combination with the Privacy Flag web browser add-on, the smartphone application is one of the main peints of interaction between end-users and the Privacy Flag project.

Here is information about how to install the app:
the corresponding apk file and store it in your mobile phone.
2. In the smartphone navigate to Settings -> Security and make sure the Unknewn sources option is enabled.
3. Open the apk file you have downloaded and the application will install.
After you have installed the app, please test how it works, and provide feedback by answering the following questionnaire:

f you have heard about this tool at an event and would like to provide us with feedback, please answer the following questionnaire:

Figure3: Downloading Tools from Privacy Flag website

In close collabation with task T4.3, the outcomes of the work described here is passed on
the actual implementation of the browser adih. Following the described user stories of
WP1, when users browse through different websites they are presented with an information
whether or not the site is considered safe from the Privacy Flag perspective and also have the
ability to provide their own evaluation of the site. The later corresponds to the work of this
task and is actually the transformation of the above mockups to #a application. The
following figures show the implementation of the crowd sourcing tool in the browsercadd
under task T4.3

The Privacy Flag web browser amidis a tool that allows users to obtain information about
potential privacy risks when browgjron the Internet. The addn informs users whether a

web site is considered saf@r not- based on an analysis conducted by the Privacy Flag
backend system. The analysis includes input gathered by technical enablers and exploits the
power of crowdsourcig data from eneusers using the UPRAAM methodology. The Privacy
Flag web browser addn is one of the main points of interaction between emsers and the
Privacy Flag project.

After installing addon in their Chrome browsers, usersaquieklyinformed alout the privacy
status of the visiting website through coloring scheme of the addon icon; green means
Friendly, red means Not Friendly and grey means Unevaluated (figure 4).
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at split the world
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Figure4: Privacy Flag Browser Aduah Installed in Clome Browser

User opens the addon to view more information and access to different functions such as
current evaluation, to provide his/her evaluation, enable T@R anonymity)and links to
the Privacy Hag website.Figure 5 shows the first screen aftdicking on the addomwhere

the evaluations fetched from the backend

2
|

ENTERTAINMENT & ARTS

Figure5: Browseradd on Crowd Sourcing Tool Showing the Current Evaluation of Visiting Website

The following figure6(a) and 6(H & K2 ¢ G KS & hedd ubedglcanp@dwoé their I 6
own evaluation for the visiting website. The UPRAAM questionnaire is implemented into the
addon and shows a progress bar indicating the number of question paffes.extensive
discussions within the consortium about the sharid long version questionnaires, it was
decided to use simplified UPRAAM questionnaire (updated D2.3) due to its simplicity and
better user experienceSince the questionnaire is fetched from backend (refer to T4rB),
change the questionnairedoes notaffect thefrontend implementation Browser addon also
provides end users detailed information about how to use the-adghowthe crowd input

is processed and what addon gathers from the browsera result of first user study,liak
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to the Privacy Hag website is providedf more details about the algorithmand project is
needed (figure 6).

6(a) 6(b)

6(c)

Figure6: UPRAAM Questionaire Implemented in the Addon

Similarly,with the browser adebn, the Privacy Flag Smartphone Application is implemented
in T4.4 integrating the implementation of the crowd sourcing tool. In this case, the Privacy
Flag smartphone applicationser can upon installation take advantage of the PrivaggFl
crowd knowledgebase and contribute (optional) to the collective knowledgese. When
opening the Privacy Flag smartphone applicatithe, user is confronted with the welcome
page of the app with a brief description of the project (figdye
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