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Abstract: 

Privacy Flag (PF) combines crowd sourcing, ICT technology and legal expertise to protect 

citizen privacy when visiting websites, using smart-phone applications, or living in a smart 

city. It will enable citizens to monitor and control their privacy with a user-friendly 

solution provided as a smart phone application, a web browser add-on and a public 

website. It will:  

1. Develop a highly scalable privacy monitoring and protection solution with:   

 -   Crowd sourcing mechanisms to identify, monitor and assess privacy-related risks; 

 -  Privacy monitoring agents to identify suspicious activities and application; 

 -  Universal Privacy Risk Area Assessment Tool (UPRAAT) and methodology tailored on 

European norms on personal data protection; 

 -  Personal Data Valuation mechanism; 

 -  Privacy enablers against traffic monitoring and finger printing; 

 -  User friendly interface informing on the privacy risks when using an application or 

website.  

2. Develop a global knowledge database of identified privacy risks, together with online 

services to support companies and other stakeholders in becoming privacy-friendly, 

including: 

 -  In-depth privacy risk analytical tool and services; 

 -  Voluntary legally binding mechanism for companies located outside Europe to align 

with and abide to European standards in terms of personal data protection;  

-  Services for companies interested in being privacy friendly; 

 -  Labelling and certification process.  

3. Collaborate with standardization bodies and actively disseminate towards the public 

and specialized communities, such as ICT lawyers, policy makers and academics. Eleven (- 

11-) European partners, including SMEs and a large telco operator (OTE), bring their 

complementary technical, legal, societal and business expertise; Privacy-Flag intends to 

establish strong links with standardization bodies and international fora and it also 

intends to assess and incorporate outcomes from over 20 related research projects. It will 

build and ensure a long-term sustainability and growth. 
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Executive Summary 
 

The present demonstration is the first version of crowdsourcing tool as a result of the on-going Task 

3.2 of the Privacy Flag project. In this specific task, the main aim is to develop suitable crowdsourcing 

tools, enabling the crowd to άassessέ the privacy risks in line with the UPRAAM outcomes of Task 

T2.3. Among the Privacy Flag partners/beneficiaries, LTU and VELTI were involved in preparing the 

present deliverable. More specifically, LTU is the leader of the respective task, being in charge for 

user engagement and end-user piloting, while VELTI is responsible for the technical implementation 

of the crowdsourcing tools. The task was divided into main three (-3-) components, that is: desk 

research of current tools, user studies and technical implementation of crowdsourcing tools.  

The literature review of a total of 85 scientific paper and of 7 commercial tools was the first action 

towards understanding end-user needs. It was thus found that end-users have three main άneedsέ as 

of privacy tools. In fact, they expect that such a tool should fulfil their concerns, being able to adjust 

their privacy based on their preferences and have a good usability.  

LTU has designed and ŀƭǎƻ άconductedέ two sets of user experience evaluations (UX) and of end-user 

studies ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ άmakƛƴƎέ the UPRAAM questionnaire more άuser friendlyέ. The first user 

study has been performed by eight (-8-) participants, in the form of focus groups. In the related 

group interviews, end-users were introduced to the general idea/scope of the Privacy Flag project 

and they were provided of some mocks of the Privacy Flag add-on, as the latter has been designed by 

VELTI. Preliminary UPRAAM questions from Task 2.1 were also given to the participants, so that to 

reflect upon, based on the principles found within the in-depth tool review.  

Furthermore, the outcome of Task 2.3 (i.e.: the UPRAAM questionnaire) has been tested during 

month 17 (M17) of the project, after being released. In this regard we have first performed an expert 

evaluation by the experts of end-user interaction at LTU. The second version was put into 

test/assessment ōȅ у όάƴƻǊƳŀƭέύ ŜƴŘ-users with no technical background. Following to the usersΩ 

studies, the questionnaire has been re-designed accordingly, so that to fulfill the end-userΩs 

identified needs. The final version as well as suggestions for crowdsourcing toolsΩ interface elements 

have been sent to VELTI, in order to be integrated into the add-on, app and IoT tools once the 

integration process is to be put into place within the project. Moreover, a demo version has been 

created, based upon the improved questionnaire, as a proof of concept (PoC) for the crowdsourcing 

tool of IoT deployments. 
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Glossary 
ACRONYMS  MEANING 
CSS  Cascade Style Sheets 

DoW  Description of Work 

EEA  European Economic Area 

EU  European Union 

GA  Grant Agreement 

GPS  Global Positioning System 

HCI  Human-Computer Interaction 

IA  Innovation Action 

ICT  Information and Communication Technology 

ID  Identifier 

IoT  Internet of Things 

JSON  JavaScript Object Notation 

PET  Privacy Enhancing Technology 

PF  Privacy Flag 

PoC  Proof of Concept 

PRAAM   Privacy Risk Assessment Methodology 

SMS  Short Message Service 

UI  User Interface 

UPRAAM   Universal Privacy Risk Assessment Methodology 

UPRAAT   Universal Privacy Risk Assessment Tool 

UX  User Experience 

UXD  User Experience Designer 

URL  Uniform Resource Locator 

WoT  Web of Trust 

WP  Work Package 
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1. Introduction 

In the context of Task 3.2 of the Privacy Flag, the aim is to develop crowd-sourcing tools 

enabling the crowd to assess the privacy risks, in line with UPRAAM. The current document 

reports upon the task requirements that will support the empowerment of the crowd for the 

assessment of privacy risks. The task description coming from the Privacy Flag DoW is as 

follows: 

άIn this task, the aim is to develop crowdsourcing tools enabling the crowd to assess 

the privacy risks in line with the UPRAAT outcomes of Task 2.3. It will support the 

empowerment of the crowd for the assessment of privacy risks and, thus, contribute 

to the enhancement of trust among online service for the end-users. To support that 

process, the work in the task will explore and analyze existing tools with the purpose 

of identifying end-usersΩ needs of and needs in privacy risk assessment technologies 

and tools. This means that the tools will contribute to the design of privacy 

assessment tools for the crowd which will be based on user needs. Furthermore, the 

tools must stimulate crowd engagement and citizen activism to identify and alert on 

risks, assess risks and to make suggestions for their prevention. The task will be 

implemented in two iterations based on UPRAAT outcomes and involving the crowd 

in the design of their crowdsourcing tools. For user engagement, we will perform 

end-user pilots that will give user generated design principles and end-user feedback 

for the implementation work. The task will develop the crowd-sourcing tool 

components and the user interface to be used by the end-users. The results will serve 

as input to Tasks 5.1 and 5.2 for integration and full scale validation. The output of 

this task will be crowd-sourcing tools for analysis of websites, mobile applications 

and IoT deployments in smart citiesΦέ 

In short, the task intends to explore and analyze existing tools with the purpose of identifying 

end-usersΩ needs of and needs in privacy risk assessment technologies and tools. In order to 

fulfil the respective requirements, we have followed two main tracks: In-depth analysis of 

tools available, and end-user studies. The former was accomplished by performing a 

literature review within the scientific databases as well as some commercial tools available. 

The purpose of the review was to άlook forέ the elements that are most appreciated by the 

end-users. The latter taskΩǎ requirement was done by performing end-user studies with the 

potential users of the Privacy Flag ǘƻƻƭǎ ƻǊ ǘƘŜ άcrowdέ. The most important aspect of the 

crowdsourcing tool is the crowd, consisting of viewers and contributors having requirements 

which need to be incorporated within the crowdsourcing parts of the tools as the άopening 

gateέ towards the end-users. 
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2. Analysing existing tools 

In order to make sure that our process was rigorous, we followed the literature review 

methodology proposed by Okoli & Schabram (2010)1. They have structured the guideline into 

eight steps to help the researchers find, analyze and report their result.  

First stage is Purpose of the literature review to look at criteria which is found in PET 

literature with respect to end-user needs. Second stage is Protocol and training, consisting of 

a plan that describes the conduct of a proposed systematic literature review.  

Next phases follow actual search of the literature and Practical screen. A comprehensive 

literature search was conducted spanning, by using the information systems, privacy, 

security, and HCI journals, as well as a few conference proceedings. The following keywords 

ǿŜǊŜ ǳǎŜŘΥ άtǊƛǾŀŎȅέΣ άtǊƛǾŀŎȅ 9ƴƘŀƴŎƛƴƎ ¢ƻƻƭ Ҍ 9Ǿŀƭǳŀǘƛƻƴκ!ǎǎŜǎǎƳŜƴǘέΣ άtǊƛǾŀŎȅ Ҍ 

9Ǿŀƭǳŀǘƛƻƴκέ ŀƴŘ άtǊƛǾŀŎȅ Ҍ ¢ƻƻƭ Ҍ 9Ǿŀƭǳŀǘƛƻƴκ !ǎǎŜǎǎƳŜƴǘέ όƛŦ ǘƘŜ ŀŘǾŀƴŎŜŘ search engine 

allowed, we also ƛƴŎƭǳŘŜŘ ǘƘŜ ǘŜǊƳ ά9Ǿŀƭǳŀǘƛƻƴέ ǘƻ ŀǇǇŜŀǊ ŜƛǘƘŜǊ ƛƴ ǘƛǘƭŜ ƻǊ ŀōǎǘǊŀŎǘ ƻŦ ǘƘŜ 

article), the largest number of returned hits were considered for inclusion. We also used the 

ƪŜȅǿƻǊŘ ά9Ǿŀƭǳŀǘƛƻƴέ, because we wanted to understand άhow PET designers value most in 

their designέ and άwhat they have put into test with their usersέ. The titles and abstracts of 

each article were examined to verify for inclusion (i.e., articles that deal with privacy 

enhancing -or related- tools designed for users and have performed evaluation).  

Fifth step is Quality appraisal in which the quality of the papers for the final review process is 

estimated and the criteria for judging which articles are not suited for the review synthesis 

(such as papers containing only frameworks, models, paradigms, theories and protocol with 

no end-user interaction). Data extraction includes coding of the papers, by using concepts 

relevant to the privacy tools and evaluation of artifacts. The framework is focused on the 

evaluation strategies that design science researchers can employ in their research to examine 

the effectiveness of their designed artifacts. PET literature was examined based on four 

important reasoning: 1) Why to evaluate (formative vs. summative); 2) when to evaluate (ex 

ante vs. ex post); 3) how to evaluate (artificial vs. naturalistic) and; 4) what to evaluate 

(properties of the evaluand).  

Synthesis of the study done through NVivo2. After coding the selected paper, it was evident 

that most of the PETs used three main categories of Preferences, Concerns and Usability as 

important factors that need attention for the end-users.  

                                                           
1  C. Okoli and K. Schabram (2010) : A Guide to Conducting a Systematic Literature Review of 

Information Systems Research, Sprouts Working Papers on Information Systems, pp.1-49.  
Available at :  
http://www.nti.ufpb.br/~evandro/pesquisa/RSL/(Okoli,%20Schabram%202010%20Sprouts)%20syst
ematic%20literature%20reviews%20in%20IS%20research.pdf  

http://www.nti.ufpb.br/~evandro/pesquisa/RSL/(Okoli,%20Schabram%202010%20Sprouts)%20systematic%20literature%20reviews%20in%20IS%20research.pdf
http://www.nti.ufpb.br/~evandro/pesquisa/RSL/(Okoli,%20Schabram%202010%20Sprouts)%20systematic%20literature%20reviews%20in%20IS%20research.pdf
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Final part is writing of the result rather than just a summary of selected papers.  

The Table below shows the number of studies included in our survey. 

 
 

Review process Number of papers 

Total searches 2061 

Practical screen 93 

Excluded  34 

Backward search added 26 

Total for final review 85 

 

The references to the papers included for the review along with the tool name are provided 

in the appendix. We also included more popular tools into our analysis such as: 

¶ Web Of Trust (WOT) 

¶ ProtectMyPrivacy 

¶ Clueful 

¶ Webutation 

¶ Disconnect Icons 

¶ PrivacyFix 

¶ Traffic Light 

 

2.1 Result ς end user needs from the current tools 
Figure 1 depicts the end-user needs cloud, highlighting their frequency of their repetition 

across studies.  

Please note that a single concept does not correspond to a single paper but to researchers 

used the combination of them. This figure shows that what users appreciate are either from 

privacy perspective or software itself. However, there are requirements that could be 

regarded as both; this means privacy-related concepts that could be measured from the 

software components of the tool itself. We found that there are some privacy-related 

ŎƻƴŎŜǇǘǎ ǿƘƛŎƘ ŀǊŜ ǇǊŀŎǘƛŎŜŘ ƛƴ ǇŜƻǇƭŜΩǎ ƛƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜƛǊ ǎǳǊǊƻǳƴŘƛƴƎǎ όŜΦƎΦ, 

preferences, control, letting access) and these could be άtranslated into a toolέΣ since it 

makes it easier for users to make sense of the privacy. 

                                                                                                                                                                       
2  NVivo is software that supports qualitative and mixed methods research. It is designed to help 

users to organize, analyze and find insights in unstructured, or qualitative data such as: Interviews, 
open-ended survey responses, articles, social media and web content. More information can be 
found, inter-alia, at:  http://www.qsrinternational.com/what-is-nvivo  

http://www.qsrinternational.com/what-is-nvivo
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Figure 1: Identified end-usersΩ needs from the tools 

 

2.2 Design principles extracted from literature  
After reviewing current tools, we derived the following principles for the crowdsourcing tool: 

¶ Must be easy to rate/assess; 

¶ Establishing sub-communities that would specialize on certain objective aspects, e.g., 

privacy and malicious contents; 

¶ Suggestion to rate similar websites; 

¶ Less text as possible, text broken down into meaningful segments; 

¶ Icons should tell the story - colors; 

¶ Outreach through the add-on/app; 

¶ Drivers of Collaboration Crowdsourcing: Enjoyment, satisfy members, needs and 

interest, recognition, collectiveness, appreciativeness/attention, responsiveness, 

trustworthiness, fun, altruism, reciprocity, identification, personal need. 
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3. First user study - May 2016 

We conducted two sets ǳǎŜǊ ǎǘǳŘƛŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ Ψfocus groupsΩ ƳŜǘƘƻŘ ǿƘƛŎƘ ƛǎ aiming at 

understanding the user needs, their limitations and άwhat they value the mostέ. User 

eXperience (UX) and Usability were the main themes used to describe άhow easy a product is 

to useέ. In total, two focus groups with a total of eight (-8-) participants were designed, in 

which the participants were all students within the field of systems science at [ǳƭŜň 

University of Technology (LTU). 

Some mock-ups of browser add-on based on Task 4.3 were prepared with the help of VELTI. 

The add-on contains an evaluations tab which is presented to the user with questions based 

on the UPRAAM methodology. The focus groups were asked to άread through and try to think 

about what you understand from each question and what it means to you and your online 

privacyέΦ After they were presented with a question, they were asked to describe what they 

understood and what was confusing or difficult to grasp. They were also told to discuss freely 

amongst themselves and to speak their mind. It is to be mentioned that the questions asked 

by the moderators were presented to the users without any changes or modifications from 

the project team. 

The participants were all students within the field of systems science at LTU. Seven of the 

participants were third-year students and one was a second-year student. Six of the eight 

participants were male and the age ranged from 21 to 27. Since all focus group participants 

were Swedish, the focus group discussions were done in Swedish. The preliminary UPRAAM 

questions were analyzed in English and in their original provided form. 

3.1 Focus group procedure 
The focus group tests were carried out during the 16th and the 17th of May 2016, ŀǘ [ǳƭŜň 

University of Technology. An introduction to the Privacy Flag project was first presented. 

Following that, the test users were presented with the mockup and the UPRAAM questions in 

a PowerPoint presentation and were asked to discuss freely on what they understood of the 

questions as well as what any problems, if any, could be found in the questions. 

The procedure of the focus groups was as follows: 

¶ An introduction to the Privacy Flag project was first presented.  

¶ The test users were presented with some mock-ups of the browser add-on and the 

UPRAAM questions (setting context). 

¶ Participants were asked to discuss freely on what they understood of the questions 

as well as what any problems, if any, could be found in the questions. 

¶ They were asked to present ideas on crowd motivation for involvement. 
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3.1.1 Example questions 
¶ Is the language and the labels understandable? 

¶ What do you think of the number of (UPRAAM) questions? Are there too many or 

too few questions? 

¶ Please list the things you find most positive in the add-on. 

¶ Ideas of improvements or changes 

3.2 Detailed feedback on the preliminary questions 

No. Question Focus group response 

1 What information is provided by 

the controller to the data subject 

at the time of data collection? 

(One or more answers allowed) 

All think that thŜ ǘŜǊƳǎ ά/ƻƴǘǊƻƭƭŜǊέ ŀƴŘ 

ά5ŀǘŀ ǎǳōƧŜŎǘέ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ be understood.  

It takes time and discussion figures out what 

the question is about. All think that the 

terms used in the question seems overly 

complex and technical. 

2 Is the information provided by 

text box on website or pop-up 

box or email or link or sticky 

notices? 

!ƭƭ ǿƻƴŘŜǊ ƛŦ ǘƘŜ ǘŜǊƳ άƛƴŦƻǊƳŀǘƛƻƴέ ƛǎ 

related to the previous question.  

All think that the structure makes the 

question άhard to readέ. Especially the listing 

of the different types ƻŦ ƴƻǘƛŎŜǎ ǳǎƛƴƎ άƻǊέ 

instead of separating them with commas. 

3 Does it provide data controller's 

details to enable further contacts 

in case of questions or 

complaints? 

The majority thinks that the question is 

comprehendible, but that it can benefit from 

simplification. All think that the use of the 

ǘŜǊƳ άŎƻƴǘǊƻƭƭŜǊέ ǳƴƴŜŎŜǎǎŀǊƛƭȅ ŎƻƳǇƭƛŎŀǘŜǎ 

the question. 

4 Are specific retention periods 

mentioned? 

The majority did not know what the word 

άǊŜǘŜƴǘƛƻƴέ ƳŜŀƴǘΣ ōǳǘ ǇǊŜǎǳƳŜǎ ǘƘŀǘ ǘƘŜ 

question is about a timeframe for data 

storage. The majority thinks that the 

question is stated in an unnecessarily 

complicated way. 

5 Is there a consent by default 

(pre-flagged)? 

!ƭƭ ǘƘƛƴƪ ǘƘŀǘ ǘƘŜ ǘŜǊƳ άǇǊŜ-ŦƭŀƎƎŜŘέ ƛǎ 

confusing, but that the question is 

understandable. 

6 Are the consequences of the lack 

of consent clearly illustrated? 

All are confused by the question and initially 

ƛƴǘŜǊǇǊŜǘǎ ƛǘ ŀǎ ǿƘŀǘ ƘŀǇǇŜƴǎ ƛŦ άŎƻƴǎŜƴǘ ƛǎ 

ƎƛǾŜƴέΦ  
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After discussions within the focus groups all 

agree that the question is what happens if 

άŎƻƴǎŜnt is not ƎƛǾŜƴέΦ 

7 Are personal data processed for 

marketing purposes, disclosure 

to third parties, geolocation and 

profiling with different, specific 

and prior consent? 

!ƭƭ ŀǊŜ ŎƻƴŦǳǎŜŘ ōȅ ǘƘŜ ǘŜǊƳ άǇǊƛƻǊ ŎƻƴǎŜƴǘέ 

and what that means in this context.  

All argue that the question needs to be 

stated in a clearer way to avoid confusion.  

All agree that the question is relevant. 

8 Are the special categories of 

personal data (revealing racial or 

ethnic origin; political opinions; 

religious or philosophical beliefs; 

trade-union membership; data 

concerning health; data 

concerning sex life) processed 

with different, specific and prior 

consent? 

All agree that the question is long and 

cumbersome.  

All agree that the different categories listed 

should be excluded from the question and 

instead be presented via, for example, a 

tool-tip.  

All are confused if the question means 

consent for each criteria or for all criteria at 

once. 

9 Is there a prior, specific and 

different (granular) consent for 

processing of contacts, calendar, 

social networks credentials and 

biometrics? 

!ƭƭ ŀƎǊŜŜ ǘƘŀǘ άƎǊŀƴǳƭŀǊέ ƛǎ ƘŀǊŘ ǘƻ 

understand.  

A minority does not understand the term 

άōƛƻƳŜǘǊƛŎǎέ ƛƴ ǘƘƛǎ ŎƻƴǘŜȄǘΦ ¢ƘŜ ƳŀƧƻǊƛǘȅ 

ŘƛǎŎǳǎǎŜǎ ǘƘŜ ǘŜǊƳǎ άǇǊƛƻǊΣ ǎǇŜŎƛŦƛŎ ŀƴŘ 

ŘƛŦŦŜǊŜƴǘέ ŀƴŘ ǘƘŜƛǊ ƳŜŀƴƛng in this context. 

10 Is there an option to 

cumulatively or selectively opt-

out from the above mentioned 

processing operations (e.g. 

marketing, profiling, geolocation, 

health data, etc.)? 

!ƭƭ ǘƘƛƴƪ ǘƘŀǘ άŎǳƳǳƭŀǘƛǾŜƭȅέ ƛǎ ŀ ŘƛŦŦƛŎǳƭǘ 

term to understand.  

! ƳŀƧƻǊƛǘȅ ǘƘƛƴƪǎ ǘƘŀǘ ǘƘŜ ǘŜǊƳ άƻǇǘ-ƻǳǘέ ƛǎ 

difficult to understand in the context of the 

question. 

11 Are there mechanisms to provide 

the data subject with access to 

his/her personal data without 

excessive delay or expense? 

!ƭƭ ŀƎǊŜŜ ǘƘŀǘ ǘƘŜ ǘŜǊƳ άŜȄŎŜǎǎƛǾŜέ ƴŜŜŘǎ 

specification, about what is considered 

excessive in the context of the question.  

The majority thinks that the question is 

ŀŎǘǳŀƭƭȅ Ƴŀƴȅ ǉǳŜǎǘƛƻƴǎ ƛƴ ƻƴŜΥ ά/ŀƴ ȅƻǳ ƎŜǘ 

ȅƻǳǊ ŘŀǘŀΚέ ŀƴŘ άLŦ ǎƻΣ Ƙƻǿ ŘƛŦŦƛŎǳƭǘ ǿŀǎ ƛǘΣ 

how long did it take you to get the 

ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŘƛŘ ƛǘ Ŏƻǎǘ ȅƻǳ ŀƴȅǘƘƛƴƎΚέ 
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12 Did the website, app or IoT 

deployment ask for another 

consent before the processing 

with new purposes? 

The majority thinks that the question is 

understandable, but that it still can be 

simplified.  

A few thinks that there is inconsistency 

between this question and the previous 

ones, mainly because of the sudden use of 

ǘƘŜ ǘŜǊƳǎ άǿŜōǎƛǘŜΣ ŀǇǇ ƻǊ Lƻ¢ ŘŜǇƭƻȅƳŜƴǘέ 

instead of the previously used term 

άŎƻƴǘǊƻƭƭŜǊέΦ 

13 In case of IoT deployments in 

Smart Cities, does the processing 

pursue a public interests or is it 

functional to the exercise of 

official authority (e.g. video 

surveillance carried out for the 

purposes of public security, 

defense, national security or 

criminal law State's activity)?  

If not, has the user actively 

requested the service or given 

his specific consent for having 

his/her data processed? 

All agree that the question is too long and 

should be shortened or separated into 

multiple questions.  

All think that the question cannot be 

answered by just άyesέ or άnoέ.  

All agree that they need more information 

ƻƴ άƻŦŦƛŎƛŀƭ ŀǳǘƘƻǊƛǘȅέ ŀƴŘ ǿƘŜƴ ŀ ǎŜǊǾƛŎŜ ƛǎ 

considered to be non-official. 

14 Does the notice provide 

information on whether data are 

transferred to countries that are 

neither a member of the EU nor 

of the European Economic Area 

(EEA)? If yes, does it provide 

explanations on the legal basis 

relied upon by the data 

controller (e.g. model clauses, 

binding corporate rules, specific 

consent, etc.)? 

All agree that the sudden use of the term 

άƴƻǘƛŎŜέ ƛǎ ŎƻƴŦǳǎƛƴƎΦ  

All agree that the questions should be 

separated into multiple questions. 

 

3.2.1 Main concerns with preliminary questions 
There is a clear pattern emerging when analyzing the two different focus groups. Many of the 

tested questions produce very similar discussions within the groups, and there is a great 

overlap between the groupsΩ suggestions and expressed thoughts.  

The main concern discussed in the focus groups is the use of an overly complicated language 

that often leads to misinterpretation of the questions. Many questions required lengthy 

discussions within the focus groups, before a consensus of άwhat the questions actually 
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meantέ was reached. There is often a particular word within the questions that the users in 

the focus groups stop and dwell upon, and there is a consensus that the structure of the 

questions άlackέ a natural flow and that this makes them άeven more difficult to 

comprehendέ.  

The focus groups also mention that the questions are too long and that some of them should 

be separated into different questions. There is also a concern that the questions are not 

consistently stated; for exampleΣ ǎƻƳŜǘƛƳŜǎ ǘƘŜ ǉǳŜǎǘƛƻƴǎ ƳŜƴǘƛƻƴǎ άŎƻƴǘǊƻƭƭŜǊέ ŀƴŘ ŀǘ ƭŜŀǎǘ 

ƻƴŎŜ ǘƘƛǎ ƛǎ ǊŜǇƭŀŎŜŘ ǿƛǘƘ άǿŜōǎƛǘŜΣ ŀǇǇ ƻǊ Lƻ¢ ŘŜǇƭƻȅƳŜƴǘέΦ 

In short, the following lessons were learnt: 

¶ The use of an overly complicated language that often leads to misinterpretation of 

the questions. 

¶ Many questions required lengthy discussions within the focus groups before a 

consensus of what the questions actually meant. 

¶ There is often a particular word within the questions that the users in the focus 

groups stops and dwells upon. 

¶ There is a consensus that the structure of the questions lacks a natural flow and that 

this makes them even more difficult to comprehend. 

¶ Lack of contextualization leads to confusion. 

3.3 General Awareness 
After evaluating each question supplied within the UPRAAM framework, the focus groups 

were 

asked a series of questions regarding the UPRAAM questions overall usability and possible 

impact on the users. 

Question Focus group response 

Do you feel a little more informed about 

privacy issues after reading and reflecting 

on the questions? Why/why not? 

All agree that the questions makes them 

reflect on either the amount of different 

types or categories of consent they give today 

or what the controller actually can do with 

the data that they consent on giving away. 

Did you know about all the issues 

concerning the data protection (for 

example, information to be given to the 

user by the controller, free consent ς not 

pre-flagged ς rights?) 

All agree that they were not knowledgeable 

on the issues concerning data protection. 

The minority mentioned that they have 

noticed the increased use of cookie consent 

on websites, but that they had not realized 

that there were any new EU regulation in 

effect, regarding this. 
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Do you think that these questions may 

make you more interested in privacy 

issues? How so? 

The majority feels that this has been a kind of 

awakening and that they will be really 

observant of these issues in the days/weeks 

following the focus group.  

The minority feels that only people with low 

or no knowledge about the risks of privacy 

online will become more interested. 

Do you think that this questionnaire will 

make you think more about your own 

online presence? (With regards to privacy) 

Why/why not? 

The majority feels that it will affect them for 

at least a couple of days, following the focus 

group.  

The minority feels that only those without any 

or very low knowledge will be affected. 

Do you feel that the questions are useful in 

order to assess your online privacy risk? 

Why/why not? 

The majority feels that if their awareness and 

understanding of the issues can be increased 

they would continue to use tools like this. 

The minority mentions that the questions 

actually can help raise awareness, but that 

they may be too complex to use as a tool to 

ŜǾŀƭǳŀǘŜ ƻƴŜΩǎ ƻǿƴ ǇǊƛǾŀŎȅ ǊƛǎƪǎΦ 

What do you think of the number of 

questions? Are there too many or too few 

questions? 

The majority feels that there are too many 

questions, and that they need to be shorter 

and more easily understandable.  

The minority feels that many of the questions 

actually contain multiple questions and needs 

to be separated into different questions.  

A few think that there actually can be more 

questions as long as they are made really easy 

and short. 

 

It was also mentioned in both focus groups that after looking at a few questions, the users 

became ƳƻǊŜ ŦƻŎǳǎŜŘ ŀƴŘ άƛƴ ǘƘŜ ȊƻƴŜέ ŀǎ ǘƘŜȅ ōŜƎŀƴ ǘƻ ǘƘƛƴƪ ƛƴ ŀ ǿŀȅ ǎƛƳƛƭŀǊ ǘƻ how the 

questions were written. Both focus groups agreed that the questions were way too hard to 

read and understand and that they would not fill out an entire survey if the questions were 

all written in the way that they were presented during the focus group tests. 

The result of this focus groups was communicated to the consortium, especially to Task 2.1 

and Task 2.3 for the design of the UPRAAM questions. 
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3.4 Expert evaluation ς October 2016 
As mentioned in the part of the Introduction, Task 3.2 has two iterations of end-user studies. 

After the result of the focus groups in M13, this has been sent to the designers of UPRAAM 

questions, and then we άgotέ the first version during M17. Before the second study being 

designed and conducted, User Experience Designer (UXD) experts within LTU reformulated 

the questions, in order to make the questions more user friendly as well as for facilitating the 

interaction between the user and the product more intuitive.  

The changes from the original UPRAAM questions (as described in the respective Privacy Flag 

Deliverable D2.3) can be seen in the second column of the questions presented in section 5.  
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4. Second user study ς October 2016 

In-depth evaluation of reformulated UPRAAM questions (as discussed in the Privacy Flag 

deliverable D2.3) aims at understanding the user needs from the questions that were the 

basis for the design. The aim in this study was to investigate upon elements making 

confusion/ambiguity within the questionnaire, upon important aspects of the questions 

making crowd more interested into privacy and upon incorporating their needs into the flow 

of the crowd contribution to the Privacy Flag platform; all these were issues where emphasis 

has been put on. We recruited eight (-8-) interviewees of low-medium Internet privacy 

literacy (i.e.: ordinary users). 

Semi-structured interview was chosen through an interview guide, based on the literature 

review. The semi-structured interview allows pre-prepared list of questions with seeking 

opportunity to ask the interviewee to expand his/her answers to the previous questions or 

ƪƴƻǿƴ ŀǎ άŦƻƭƭƻǿ-ǳǇ ǉǳŜǎǘƛƻƴǎέ (Kvale, 1996)3. We tried to avoid using any leading questions 

and to άstay neutralέ. Each interview took about 1 hour and the main theme of the 

interviews was the needs extracted from existing PETs (Preferences, Usability, Concerns). 

Each meeting was recorded and it was agreed that the results would be published, therefore 

we will anonymize their identity.  

The demographic information of the interviewees is as mentioned in the following table. 

Gender  Age  Background/Occupation Experience 

of PETs 

Alias 

Male 59 Social worker, manager No George 

Male  21 Security guard Yes Frank 

Male 50 Academic profession Yes Steve 

Female 18 Student No Pablo 

Male 26 Product specialist Yes Peter 

Female 31 Nurse No Maral 

Female 28 PhD Student Yes Karin 

Male 49 Steel plant foreman No Mike 

 

                                                           
3  S. Kvale (1996). InterViews - An introduction to qualitative research interviewing. Thousand Oaks, 

CA: Sage. 
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4.1 Sample interview questions 
¶ Mark each question for its importance of privacy for site/app. 

¶ Which parts did not make sense to you? 

¶ What is the minimum / maximum number of questions appropriate for you? 

¶ Do you feel a little more informed about privacy issues after reading and reflecting 

on the questions? Why/why not? 

¶ Do you think that these questions may make you more interested in privacy issues? 

How so? 

¶ Do you think that this questionnaire will make you think more about your own online 

presence? (With regards to privacy) Why/why not? 

¶ Do you feel that the questions are useful to assess your online privacy risk? Why/why 

not? 

 

4.2 Result of interviews 
The respondents were asked to read the questions through. Below are found their comments 

to specific questions or group of questions. In the Table below we present the result of the 

interviews. The first column shows the question ID and the second column is the feedback of 

the interviewees.  

Question 

ID 

Comments  

A2.1 Frank: It should say: Do you want to assess THIS website. A button that when 

you click it, the assessment form pops up. That is what should happen when 

you want to assess it. 

Mike: This question should ask if I want to assess a website, and also give 

some insights on why I might want to do it. 

A1.1 Frank: The question should be: are you an individual: Y/N ς if N, a follow up 

question should pop up. 

Steve: Not relevant, everyone doing this is an individual.  

Mike: Here is it important to determine on which pages this question is 

relevant, it might only be relevant on pages where I buy something. Is this 

question really relevant? 

A3 Frank, George, Peter, Pablo and Steve: the system/tool should automatically 

ŦŜǘŎƘ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴΦ άbƻ ƻƴŜ ǿƻǳƭŘ ƳŀƪŜ ǘƘŜ ŜŦŦƻǊǘ ǘƻ ŀƴǎǿŜǊ ǘƘŜǎŜ 

ǉǳŜǎǘƛƻƴǎέ was a common comment. 

A3.2 Maral: L ŘƻƴΩǘ ǳƴŘŜǊǎtand what άdeploymentέ is. 

Mike: What is meant with deployment?  
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B1 In general, the informants concluded that it is only possible to answer these 

questions if the website asks you specifically, on each issue, if it can collect 

your data. The end-users reasoned that if the website collects data without 

asking for their consent/permission, they cannot know whether data is 

collected or not. 

Pablo: Take away the biometric question, it is too specific. 

Frank: Providing this data is voluntary from the beginning, I must have added 

this data by myself, at some point. And from where can the website collect 

this data? The question should be: Does the website ask access to any of these 

data? 

George: The only way for me to be able to answer these questions is if the 

website asks for this data. 

Pablo: B1.5 ς asked what pictures? There are many on the site? 

B1.2 Steve: This question is important in an evaluation. In order to assess if the 

transaction is secure, the assessment should clarify the transaction options 

and the transaction process.  

Mike: If I am on a site where I want to buy something, of course they need to 

take my credit card number and I am willing to give it away. I think that you 

need to target specific sites with selected questions. 

B1.6 Karin: I think it is better to say access to mic for the web/app. 

Mike: This is not relevant on all sites, what about Skype, etc.? On some 

occasions, I really want the recording to be possible, and on some sites the 

question is just wrong and out of scope. 

B1.7 Pablo: Did not feel relevant, very special. 

Mike: Does this ever happen online on ordinary sites? Seems odd. 

B1.9 Karin: the subject waǎ ŎƻƴŦǳǎŜŘ ǿƘŜǘƘŜǊ ƛǘ ƛƴŎƭǳŘŜǎ άcontactsέ or not 

Mike: This is not very clear to me, on some sites I might want to share data 

about my family, such as age of children in order to book a ticket, hence, I 

want to give that information to them. 

C1.1 ς 

1.5 

All respondents said that this is only possible for them to answer if the 

website has informed or ask them on this. 

Pablo: Questions like C1.1 AND C1.5 are ƳƻǊŜ ƭƛƪŜ άŘƻ ƴƻǘ ƪƴƻǿ ǿƘŀǘ ǘƘŜ ǎƛǘŜ 

Řƻ ŀōƻǳǘ ǘƘƛǎΣ ƛǘ ǿƛƭƭ ōŜ ƎǳŜǎǎŜǎέΦ 

Maral & Karin: What is the difference between disclosed and shared? 

D1 ς D2 PeterΥ άLǎ ǘƘŜǊŜ ŎƭŜŀǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴέ ς ǿƘŀǘΩǎ ƳŜŀƴǘ ōȅ ǘƘƛǎΚ LŦ ƛǘ is easy to 

find? Or is it easily understood?  

FrankΥ ¢ƘŜǎŜ ǉǳŜǎǘƛƻƴǎ ŀǊŜ ǇƻǎǎƛōƭŜ ǘƻ ŀƴǎǿŜǊΣ ǎƛƴŎŜ ǘƘŜǊŜΩǎ ǳǎǳŀƭƭȅ 
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information on this. Because if NOT, the answer is no.  

Maral: for me, the terms used in D1.2.1 are very much the same. I mean, 

άpurposeέ and άscopeέ of using information should be both about the use of 

information. 

George: When it comes to questions about collection of data, it should be 

taken for granted that the website SHOULD HAVE information on this. The 

question should really be: Is there information about whether the website 

gathers data? Is it easy to find? Is it easy to understand? 

Karin: What does it mean by rectify (D1.3.1)? 

Steve: Some questions not relevant for the webpage, confusing what to say.  

Mike: These questions are very hard to answer and also require a lot from the 

user searching for the information at the site. I cannot see any user who 

would have the energy to go through all these questions and search for this 

information in a website they want to assess.  

D5.1 Peter: The question is hard to understand. I had to read it several times.  

Maral: I do not know how I would know that! 

Frank: They are possible to answer Y/N on. Reasonable questions, short and 

precise. 

Karin: It is a very specialized legal term. 

D5.2 Karin: I usually do not remember this kind of information, because it is asked 

when I sign up for a website. I would suggest to the PF tools ask this question 

during the sign up process. 

Mike: But this question is only relevant on sites where there needs to be an 

ŀƎŜ ƭƛƳƛǘΣ ƛǎƴȰt it? And also what use it there of that question as such? What 

difference would it make in general? 

D10.1 None of the respondents thought they could answer this. C1.5 and D10.1 are 

also very similar. 

E2.1 & 

E2.2 

Pablo: These questions do not make sense, 

Mike: This issue should be taken care of in my browser,  

E3.1-E5.2 FrankΥ ¢ƘŜǎŜ ŀǊŜ ǉǳŜǎǘƛƻƴǎ ǇƻǎǎƛōƭŜ ǘƻ ŀƴǎǿŜǊ ¸κb ƻƴΣ ōǳǘΧ Ƙƻǿ ƴŜŎŜǎǎŀǊȅ 
ŀǊŜ ǘƘŜȅΚ LŦ ŀ ǇƛŎǘǳǊŜ ƻǊ ƛƳŀƎŜ ƛǎ ƻŦ ƎƻƻŘ ƻǊ ōŀŘ ǉǳŀƭƛǘȅ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊΧ ōǳǘ ƛŦ 
they collect them, the fact that they do so, is what matters. 

Maral: Regarding these kind of questions, I am more interested to get 
informed about what the services do with my data and how can users know 
that practices. 

Steve and Pablo: These questions are too specific. Do not know or they are 
not relevant. 

Mike: What does all these questions mean? How should an ordinary user have 
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the possibility to answer these questions, they are very strangely formulated. 

 

After reading and evaluating the UPRAAM questions, we asked the end-users about their 

preferences and needs from a crowdsourcing tool. We have summarized the answers in the 

table below. Please note that due to the nŀǘǳǊŜ ƻŦ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜ ŀǎ ŀ άdemonstratorέ, we 

sufficed to report the interviews in a short manner.  

 

Questions End user answers 

How many questions are reasonably in a 

tool like this? 

Frank: Max. 5-6, and eventually some 
follow up questions. 

George: Max. 10. 

Peter: Max. 20 ς given that you are 
interested in privacy matters. 

Pablo: 5 to 10. 

Steve: 5 to 10. 

Maral: Max. 15. 

Karin: The number of questions were 
sufficient. 

Mike: Max. 5, I would prefer 3 but 
understand that might be too little. 

Do you feel a little more informed about 

privacy issues? Why/why not? 

Frank, George, Steve: No. 

Pablo: Did not know about all the 
categories, e.g. biometric data. 

Maral, Karin: Yes, but only in the short 
term I would say. 

Mike: Yes, but only in the short term I 
would say. I also feel a bit confused of all 
the questions being asked. Why would 
someone even make this evaluation? 

Did you know about all the issues 

concerning data protection? 

Pablo & Mike: No, received better insight 
now, e.g. about voice scan, etc. 

Steve: Yes, fairly good knowledge about 
privacy issues. 

The rest: Most of them, but not all. 

Do the questions make you more 

interested in privacy issues? How so? 

Frank: No, not more than I already am. I 
ŦŜŜƭ LΩƳ ƛƴ ŎƻƴǘǊƻƭΦ 

Maral: Yes, I think I am not much informed 
about these issues and questions helped 
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me to get more insights about it.  

Pablo: Yes, would like to know what 
webpages can do with my private 
information. 

Mike: No, I do not really care about privacy 
issues the way I use the Internet and for the 
purposes I use it for. I do not really care, I 
am sorry.  
The rest: No. 

Do you think this interview will make you 

think more about your online presence? 

Why/why not? 

Maral, Pablo: Yes, think more about the 
information I give, and how the information 
can be used by others. 

Steve: No, I have good insights. 

Mike: Yes, in a short term, but I might be 
ǘƻƻ ƴŀƠǾŜΦ  

The rest: No. 

Do you think the questions are useful in 

order to assess your online privacy risk? 

Why/why not? 

Frank: Yes, some of them. 

George: No. Why should ordinary users 
ŀǎǎŜǎǎ ǿŜōǎƛǘŜǎΚ LΩƳ ǳƴƛƴǘŜǊŜǎǘŜŘ ƛƴ 
contributing to the assessment. I would 
prefer experts doing this for me. People do 
not even know what Cookies are. As the 
Stockholm County Council did, hired 10 
experts that scanned for, found and 
evaluated apps for disabled people, the 
experts made the evaluation and gathered 
this information on a website, as a service. 
If you pay you can access their evaluations. 
I could imagine paying for the service 
Privacy Flag offers, if experts did the 
evaluation of the websites. 

Pablo: Some of the questions, not all of 
them. 

Steve: Yes, since it was all about that. 
However, how Ŏŀƴ L ǘǊǳǎǘ ǘƘŀǘ ǘƘŜ άŎǊƻǿŘέ 
gives trustworthy evaluations? Can 
companies pay users to rank their pages 
άƘƛƎƘέΚ 

Maral: yes, especially with the questions 
regarding images and videos. I would be 
more interested to see about the usage of 
these kind of information. 

Mike: Yes they are, they increase my 
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attention to the issue but I am not sure that 
they will have any sustainable change. 

The rest: Yes. 

Do you think you are more aware of 

privacy issues after seeing the add-on? 

Steve: No. 

The rest: Yes. 

Will that change the way you go online 

from now on? 

Steve & Mike: No. 

Pablo: Yes, receive a greater understanding 
of privacy issues from the different privacy 
categories. 

The rest: Yes. 

Please list the things you find most positive 

in the questionnaire. 

Steve: it discusses about privacy issues. 

Pablo: The owner of the webpages can use 
the evaluation of the pages and improve 
them. 
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5. Evolution of UPRAAM questions 

Based on the feedback from end-users within the second study, we άadjustedέ the questions to their needs. Moreover, the UPRAAM questions 

have been changed in a way that it is easier to understand and answer. We have also included the initial flow of the tasks end-users follow, in 

order to get involved with the tools (crowdsourcing).  

The table below consists of four columns. In the first and second column, the original question and its ID (as coming from D2.3) has been used to 

make proper referencing of the question and also to refer in cases where the question logic is about. The third column is the question after expert 

evaluation (section 3.4). The fourth column is the questions as derived from the result of second user study. 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

A1.1 Are you an individual or 

a legal entity? 

Are you an individual or 

a legal entity? 

Irrelevant-the interface for individuals 

and legal entities should be different 

   

A2.1 Do you want to analyse 

a website? 

I want to assess a 

website 

Irrelevant-the add-on needs to 

extract current website that user is 

visiting automatically 

In case of assessment done through 

PF website: I want to assess a website 

X   

A2.2 Do you want to analyse 

a smart phone 

application? 

I want to assess a smart 

phone application 

I want to assess <list of installed 

apps> application 

 X  

A2.3 Do you want to analyse 

an IoT deployment? 

I want to assess an IoT 

deployment 

I want to assess an IoT deployment   X 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

A3.2 Name of the service, 

application or 

deployment to be 

assessed: 

Should be automatically 

extracted 

Should be automatically extracted X X X 

A3.4 Short description: Short description 

(optional): 

Short description: X X X 

A3.5 What is the name of the 

legal owner of the 

evaluated object: 

Should be automatically 

extracted 

Should be automatically extracted X X X 

A3.6 URL: Should be automatically 

extracted in add-on 

Should be automatically extracted 

In case of assessment done through 

PF website: URL: 

X   
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

 Collected Is the following data collected? Is the following data collected? 

(with or without your consent) 

X X X 

B1.1 Personal data such as user name, 

address, email? 

Personal data, for example user 

name, address, email 

Personal data, for example 

user name, address, email 

X X  

B1.2 Credit card number or financial 

transactions? 

Credit card number or financial  

transactions 

Credit card number or financial  

transactions 

X X  

B1.3 Data from the user contacts, calendar, 

or social networks accounts? 

Data from your user contacts, 

calendar, or social networks 

accounts. 

Data from your contacts, 

calendar, or social networks 

accounts 

 X  

B1.4 Geolocation data (such as GPS 

indicating where you are)? 

Geolocation data (such as GPS 

indicating where you are) 

Geolocation data (such as GPS 

indicating where you are) 

X X  

B1.5 Images, videos or pictures of people? Images, videos or pictures of 

people 

Images, videos or pictures of 

people 

X X X 

B1.6 Audio recording? Audio recording Audio recording (add-on: 

Access to mic) 

X X X 

B1.7 Biometric identifier (such as 

fingerprints, iris scan, voice scan, etc.)? 

Biometric identifier (such as 

fingerprints, iris scan, voice scan, 

etc.) 

Biometric identifier (such as 

fingerprints, iris scan, voice 

scan, etc.) 

X X X 

B1.8 Any "Special Categories of Data": data 

related to health; sex life or sexual 

orientation; religious, political or 

philosophical believes; racial or ethnic 

Any "Special Categories of Data": 

data related to health; sex life or 

sexual orientation; religious, 

political or philosophical believes; 

Any "Special Categories of 

Data": data related to health; 

sex life or sexual orientation; 

religious, political or 

X X  
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origin; trade-union membership? racial or ethnic origin; trade-union 

membership 

philosophical believes; racial 

or ethnic origin; trade-union 

membership 

B1.9 Personal data related to other people 

than the user himself? 

Personal data related to other 

people than yourself 

Personal data related to other 

people than yourself 

X X  
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

C1.1 Are data likely to be 

disclosed or shared with 

third parties? 

Are data disclosed or 

shared with third 

parties? 

Are data shared with 

third parties? 

X X  

C1.2 Are data likely to be 

used for direct 

marketing purpose 

(promotional SMS, 

emails, etc.)? 

Are data used for direct 

marketing purposes 

(promotional SMS, 

emails, etc.)? 

Are data used for 

direct marketing 

purposes (promotional 

SMS, emails, etc.)? 

X X  

C1.3 Are the users potentially 

subscribed to a 

newsletter? 

Are you subscribed to a 

newsletter? 

Are you subscribed to a 

newsletter? 

X X  

C1.5 Are data transferred to 

any country outside of 

European Union? 

Are data transferred to 

any country outside of 

European Union? 

Are data transferred to 

any country outside of 

European Union? 

X X X 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

D1.1 Are the sensors and devices 

able to collect personal data 

(video cameras, 

microphones, etc.) clearly 

identifiable by the users? 

Are the sensors and 

devices able to collect 

personal data (video 

cameras, microphones, 

etc.) clearly identifiable by 

the users? 

Are the sensors and devices able 

to collect personal data (video 

cameras, microphones, etc.) 

clearly identifiable by the users? 

  X 

D1.2 Is there clear information 

on: 

Is there clear information 

on: 

Is there clear and understandable 

information on: 

   

D1.2.1 The purpose and scope for 

which the data are 

collected? 

the purpose and scope for 

which the data are 

collected? 

the purpose for which the data 

are collected? 

X X X 

D1.2.2 who is collecting the data 

and how to contact 

him? 

who is collecting the data? who is collecting the data? X X X 

What is their contact 

details? 

What is their contact details? X X X 

D1.2.3 the privacy policy? the privacy policy? the privacy policy? X X X 

D1.2.4 the cookies policy? the cookies policy? the cookies policy? X   

D1.2.5 the period (or criteria) for 

which the personal data will 

be stored? 

the period (or criteria) for 

which the personal data 

will be stored? 

the period (or criteria) for which 

the personal data will be stored? 

X X X 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

D1.3 Is there a clear information on 

users rights, including: 

Is there a clear information on 

your rights, including: 

Is there a clear information on 

your rights, including: 

X X X 

D1.3.1 the right to access and rectify 

personal data? 

the right to access and rectify 

personal data? 

the right to access and amend 

personal data? 

X X  

D1.3.2 the right to object to the 

processing of one's own data? 

the right to object to the 

processing of your own data? 

the right to object to the 

processing of your own data? 

X X  

D1.3.3 the right to lodge a complaint 

with a supervisory authority? 

the right to lodge a complaint 

with a supervisory authority? 

the right to submit a 

complaint with a supervisory 

authority? 

X X  

D1.3.4 the right to data portability (data 

transfer to other service 

providers)? 

the right to data portability (i.e. 

your ability to reuse your data 

with other service providers)? 

the right to data portability 

(i.e. your ability to reuse your 

data with other service 

providers)? 

X X  

D1.3.5 the right to withdraw consent at 

any time? 

the right to withdraw consent at 

any time? 

the right to withdraw consent 

at any time? 

X X  

D1.4 If the application or service is 

designed to address users with 

different languages, is the 

information on privacy provided 

in these various languages? 

If the application or service is 

designed to address users with 

different languages, is the 

information on privacy provided 

in these various languages? 

If the application or service is 

designed to address users 

with different languages, is 

the information on privacy 

provided in these various 

X X  
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languages? 

 

ID Original question Expert reformulated End-user driven Object 

Web App IoT 

D2.1 Are the users requested 

to provide their consent 

before: 

Are you requested to provide 

your consent before: 

Are you requested to provide 

your consent before: 

X X X 

D2.1.1 Accessing to their 

contacts, calendar, social 

networks accounts? 

Accessing to your contacts, 

calendar, social networks 

accounts? 

Accessing to your contacts, 

calendar, social networks 

accounts? 

X X  

D2.1.2 Collecting geolocation 

data? 

Collecting geolocation data? Collecting geolocation data? X X X 

D2.1.3 Collecting biometric data? Collecting biometric data? Collecting biometric data? X X X 

D2.1.4 Collecting Special 

Categories of Data? 

Collecting Special Categories of 

Data? 

Collecting Special Categories of 

Data? 

X X X 

D2.1.5 Being subscribed to a 

newsletter? 

Being subscribed to a 

newsletter? 

Being subscribed to a 

newsletter? 

X X  

D2.1.6 Disclosing their data to 

third parties? 

Disclosing your data to third 

parties? 

Disclosing your data to third 

parties? 

X X  

D2.1.7 Using their data for 

profiling or direct 

marketing? 

Using your data for profiling or 

direct marketing? 

Using your data for profiling or 

direct marketing? 

X X  
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D2.1.8 Using cookies on their 

terminal? 

Using cookies on their terminal? Using cookies on their terminal? X   

D2.2 Can the user easily opt 

out of the above 

mentioned consents? 

Can you easily opt out of the 

above mentioned consents? 

Can you easily opt out of the 

above mentioned consents? 

X X X 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

D5.1 Does the data collection comply 

with the principle of data 

minimisation, by collecting only 

those data that are strictly 

necessary to perform the desired 

functionality? 

Are only data that are necessary to 

perform the desired functionality 

collected (the principle of data 

minimization)? 

Hard to understand + confused with 

D5.4 

Suggestion: eliminate the question 

X X X 

D5.2 If minors of age under 16 years old 

are likely to use the service or 

application, is there a mechanism 

in place to control the age of the 

user and to avoid minors of age 

from providing personal data? 

Does the website ask you for your 

age, to make sure you are not a 

minor? 

Does the website have any age 

restriction mechanism, to avoid minors 

of age under 16 providing personal 

data? 

X X X 

D5.3 Are the information on personal 

data collection and the warning 

written in a language easily 

understandable by a minor of 

Is the information on personal data 

collection and the warning written in 

a language easily understood? 

Is the information on personal data 

collection and the warning written in a 

language easily understood by a minor 

of 16 years old? 

X X X 

D5.4 Does the collection of personal 

data seem to be legitimate, 

proportionate and consistent with 

the proposed service or 

application? 

Does the collection of personal data 

seem to be legitimate, proportionate 

and consistent with the proposed 

service or application? 

Does the collection of personal data 

seem to be legitimate, proportionate 

and consistent with the proposed 

service or application? 

X X X 
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ID Original question Expert reformulated End-user driven Object   

Web App IoT 

D8.1 Is the user access to his 

data protected by 

passwords? 

Is your user data 

protected by passwords? 

Is your user data protected by 

passwords? 

X X  

D8.2 Is there a minimum 

length mechanism for 

the password to be at 

least 8 characters long? 

Is there a minimum 

length mechanism for 

the password to be at 

least 8 characters long? 

Is there a minimum length 

mechanism for the password to be at 

least 8 characters long? 

X X  

D8.3 Is there a mechanism to 

force the accredited 

users to change their 

password at least every 

six months? 

Is there a mechanism to 

force the accredited 

users to change their 

password at least every 

six months? 

Is there a mechanism to force the 

accredited users to change their 

password at least every six months? 

X X  
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ID Original question Expert reformulated End-

user 

driven 

Object 

Web App IoT 

D10.1 Are collected data likely to be 

transferred to any country that is 

not providing an EU-equivalent 

level of protection for personal 

data? 

Are collected data likely to be transferred 

to any country that is not providing an EU-

equivalent level of protection for personal 

data? 

Hard to 

know 

X X  
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

E3.1 Is the granularity of the images 

sufficient to differentiate and 

recognize individuals? 

Is the granularity of the images 

sufficient to differentiate and 

recognize individuals? 

Is the granularity of the images 

sufficient to differentiate and 

recognize individuals? 

X X X 

E3.2 Are the users always aware where 

pictures or images are collected? 

Are you always aware where 

pictures or images are 

collected? 

Are you always aware where pictures 

or images are collected? 

X X X 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

E4.1 Is the granularity of the video 

files/stream sufficient to 

differentiate and recognize 

individuals? 

Is the granularity of the video 

files/stream sufficient to differentiate 

and recognize individuals? 

Is the granularity of the video 

files/stream sufficient to differentiate 

and recognize individuals? 

X X X 

E4.2 Are the users aware of where 

videos of them are or can be 

recorded? 

Are you aware of where videos of 

you are or can be recorded? 

Are you aware of where videos of you 

are or can be recorded? 

X X X 

E4.3 Is the video monitoring a public 

space? 

Is the video monitoring a public 

space? 

Is the video monitoring a public space?   X 

E4.3.1 Did the competent local or national 

authority give its agreement? 

Did the competent local or national 

authority give its agreement? 

Did the competent local or national 

authority give its agreement? 

  X 

E4.4 Is the video monitoring a work 

area? 

Is the video monitoring a work area? Is the video monitoring a work area?   X 

E4.4.1 Are the employees aware of the 

video monitoring? 

Are the employees aware of the 

video monitoring? 

Are the employees aware of the video 

monitoring? 

  X 

E4.5 Is the video monitoring private 

areas of other people? 

Is the video monitoring private areas 

of other people? 

Is the video monitoring private areas of 

other people? 

  X 
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ID Original question Expert reformulated End-user driven Object 

Web App IoT 

E5.1 Is the granularity of the audio 

stream sufficient to recognize 

words and understand a 

conversation? 

Is the granularity of the audio stream 

sufficient to recognize words and 

understand a conversation? 

Is the granularity of the audio stream 

sufficient to recognize words and 

understand a conversation? 

X X X 

E5.2 Are the users aware where audio 

is or can be recorded? 

Are you aware where audio is or can 

be recorded? 

Are you aware where audio is or can 

be recorded? 

X X X 

E5.3 Is the audio monitoring 

performed in public space? 

Is the audio monitoring performed in 

public space? 

Is the audio monitoring performed in 

public space? 

  X 

E5.3.1 Did the competent local or 

national authority give its 

agreement? 

Did the competent local or national 

authority give its agreement? 

Did the competent local or national 

authority give its agreement? 

  X 

E5.4 Is the audio monitoring 

performed in work area? 

Is the audio monitoring performed in 

work area? 

Is the audio monitoring performed in 

work area? 

  X 

E5.4.1 Are the employees aware of the 

audio monitoring? 

Are the employees aware of the audio 

monitoring? 

Are the employees aware of the 

audio monitoring? 

  X 

E5.5 Is the audio monitoring 

encompassing other peoples 

private areas? 

Is the audio monitoring encompassing 

other peoples private areas? 

Is the audio monitoring 

encompassing other peoples private 

areas? 

  X 

 



 
 

 Deliverable D3.2: Crowd-sourcing tools for risk assessment and user empowerment  

  

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites 

 and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT NO.653426 

43/67 

5.1 Improvements to UPRAAM 
All in all, the result of literature review, in-depth evaluation of current tool and two user 

studies suggest for some design principles of the crowdsourcing tools, i.e. to incorporate 

end-user needs in order άto make the tools more intuitiveέ in terms of crowd contribution. 

Below are the requirements that we suggest to be improved and to be implemented within 

the crowdsourcing part of the tools. 

- !ƭƭ ǉǳŜǎǘƛƻƴǎ ƴŜŜŘ ǘƻ ƘŀǾŜ άL ŘƻƴΩǘ ƪƴƻǿέ ŀǎ ŀƴ ŀƴǎǿŜǊƛƴƎ ƻǇǘƛƻƴ, because all 

participants expressed that they do not know the answer to all of the questions. 

- Following terms explored by a hover-box in add-on/IoT and help icon in app 

- data portability, granularity, cookie, biometric data 

- Two questionnaires to be used:  

1. A questionnaire which is short with maximum of 15 questions to 

ŀŎŎƻƳƳƻŘŀǘŜ ǳǎŜǊǎΩ ƴŜŜŘǎ consisting A2.1 (app only), B1.*, C1.*, D1.2.*, 

D1.3.*, D2.1.*, D2.2. 

2. A questionnaire for enthusiastic contributors who want to answer all 

questions, i.e. at the end of short version, crowd get to answer more 

questions on desire. 

¶ Assessment of the websites should also be done not only by browser add-on but also 

through Privacy Flag web site. 

¶ Assessment of the apps should also be done not only by Privacy Flag app but also 

through Privacy Flag web site. 

5.1.1 Short version questionnaire 
In this section the mockups of the Privacy Flag add-on and app crowdsourcing tools are 

demonstrated. The demonstration is based on the shorter version questionnaire. 

Privacy Flag

 list of installed apps  list of installed apps 

App 3

App 2

App 1

I want to assess                                 application

Next

1/7

1

2

Privacy Flag

I want to assess  <web site domain>

Next

1/7

 

In the first page, users are made aware of the app/website they want to evaluate. At the top, 

the progress is shown and users click to go to the next page. 
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Privacy Flag

Is the following data collected? (with or without your consent)

Next

Personal data, for example user name, 
address, email

Credit card number or financial  transactions
Data from your contacts, calendar, or social 
networks accounts

Geolocation data (such as GPS indicating 
where you are)Images, videos or pictures of 
people

Audio recording

Biometric identifier (such as fingerprints, iris 
scan, voice scan, etc.)

Any "Special Categories of Data": data 
related to health; sex life or sexual 
orientation; religious, political or 
philosophical believes; racial or ethnic origin; 
trade-union membership

Personal data related to other people than 

yourself

Yes No
I donΩt 
know

Previous

2/7

1

2
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Privacy Flag

Next

Are data shared with third parties?

Are data used for direct marketing purposes 
(promotional SMS, emails, etc.)?

Are you subscribed to a newsletter?

Are data transferred to any country outside of 

European Union?

Yes No
I donΩt 
know

Previous

3/7

1

2
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Privacy Flag

Is there clear and understandable information on:

Next

the purpose for which the data are 
collected?

who is collecting the data?

What is their contact details?

the privacy policy?

the cookies policy? (addon)

the period (or criteria) for which the personal 

data will be stored?

Yes No
I donΩt 
know

Previous

4/7

1

2
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Privacy Flag

Is there clear and understandable information on your rights, 

including:

Next

the right to access and amend personal data?

the right to object to the processing of your 
own data?

the right to submit a complaint with a 
supervisory authority?

the right to data portability (i.e. your ability 
to reuse your data with other service 
providers)?

the right to withdraw consent at any time?

If the application or service is designed to 
address users with different languages, is the 
information on privacy provided in these 

various languages?

Yes No
I donΩt 
know

Previous

5/7

1

2
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Privacy Flag

Are you requested to provide your consent before:

Next

Accessing to your contacts, calendar, social 
networks accounts?

Collecting geolocation data?

Collecting biometric data?

Collecting Special Categories of Data?

Being subscribed to a newsletter?

Disclosing your data to third parties?

Using your data for profiling or direct 
marketing?

Using cookies on their terminal? (addon)

Can you easily opt out of the above 

mentioned consents?

Yes No
I donΩt 
know

Previous

6/7

1

2
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Privacy Flag

If you would like to continue with a detailed feedback please 
check this box

Previous

7/7

Thank you for your 

feedback!

Submit

 

At the end of the short questionnaire, users are asked if they want to continue with the 

detailed questionnaire or not. In the case that they are not interested, they can finish at this 

point by clicking on submit button. 
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Privacy Flag

Next

If you would like to continue with a detailed feedback please 
check this box

Previous

7/7

Thank you for your 

feedback!

Optional 
choice

1

2

 

In case that they are willing to perform a detailed assessment, they can mark the checkbox 

and then continue with the rest of the questions in section 5. For the sake of simplicity, we 

have not repeated the questions for the detailed feedback. The procedure with the IoT based 

questionnaires are the same as shown above, albeit with the related questions. More 

information is found in the section 6.3. 

5.2 User-Driven Suggested functionalities 
Below we have gathered the suggestions by the participants of the two user studies (focus 

groups and interviews) for the Privacy Flag tools. Although not all the suggestions might be 
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applicable to implement within the project, but we oblige ourselves to mention them here 

and take them into account άas much as possibleέΣ because end-user needs are of outmost 

importance. Although the crowdsourcing tools focus on the implementation of the UPRAAM 

model, but there are functionalities associated with the crowd involvement which motivates 

them to use the tools. The functionalities are as follows: 

- In-depth reviews on the visited website/app/IoT. 

- List of good and bad reviews, regarding the website/app/IoT. 

- Settings and configurations for the add-on, activate warning notifications and setting 

the level of focus the add-on shall take, when visiting a questionable website. 

- A description on what the crowdsourcing tools are used for. 

- A list of links to websites on best practices on privacy when browsing. 

- A link to the Privacy Flag web-portal. 

- ²ŀǊƴƛƴƎǎ ƛŦ ǘƘŜ ǾƛǎƛǘŜŘ ǎƛǘŜ Ŏƻƴǘŀƛƴǎ ƭƛƴƪǎ ƭŜŀŘƛƴƎ ǘƻ άōŀŘέ ǿŜōǎƛǘŜǎΦ 

- A summary of the reviews and ratings,  

- Summaries should contain links to a more thorough description on the review and/or 

rating (expert evaluation).  

- User are preferred with a list of risks on the visited site. 

- ! άŎƻƻƪƛŜέ ōǊƻǿǎŜǊ ǿŜǊŜ ŀƭƭ ǘƘŜ ŎƻƻƪƛŜǎ ǳǎŜŘ ōȅ ǘƘŜ ǾƛǎƛǘŜŘ ǎƛǘŜ Ŏŀƴ ōŜ ƛƴǾŜǎǘƛƎŀǘŜŘ 

further. 

- News and current warnings on known security issues, such as virus outbreaks or 

recent data breaches. 

- A historian showing the user all privacy connected information that has been 

accessed by web-sites and what the information potentially might be used for. 

5.3 Mechanism of UPRAAM 
Full description of UPRAAM methodology is provided in D2.3, however to address the 

comments from Y2 reviewers, here is a brief description of how flagging appear as well as 

number of users required for the flagging to appear in the tools.  

Different parameters have been considered in order to determine the number of inputs 

requested before displaying the collected results: 

- The UPRAAM methodology is based on factual questions, with limited room for 

subjectivity bias; 

- The voluntary contributors are expected to be more incline to contribute if they 

know that their contribution will have an immediate impact and be accessible to the 

community without delay; 

- It is likely that only a minor share of the objects to be assessed by the crowd will be 

supported by multiple evaluations; 

In order to make the tool attractive and to avoid hiding part of the results, we decided to 

start by providing results since the first evaluation. An algorithmic model has been specified 

to ensure that additional evaluations of the same object can be either confirmed or 

challenged.  The formula is as follow: 
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If more than 65% of the inputs are converging towards the same flag, it is considered as 

sufficiently consensual and the flag is displayed. If inputs are leading to conflicting 

evaluations and we have less than 65% of consistent results, the flag is turned grey again to 

request more evaluations. This percentage may be later adapted and fine-tuned according to 

the end-user evaluation and feedbacks to be collected during the last year of the project. 
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6. Implementation 

The last phase of T3.2 is in regards with the actual implementation of the crowd sourcing 

tools. In general, the description of the crowd sourcing tools is in regards the three versions 

of the questionnaire that are to be implemented under the Privacy Flag project for the 

browser add-on, the smartphone app and the IoT evaluation. At this point, there is a 

differentiation of the first two (browser add-on and smartphone application) and the IoT 

version and the related implementation under the task T3.2. As the implementation of the 

crowd sourcing tool is based on different software stacks for the different cases, for the case 

of the browser add-on and the app the implementation is taking place under tasks T4.3 and 

T4.4 respectively while T3.2 only provides the guidelines based on the above analysis. On the 

other had for the IoT case the actual implementation is presented below. This differentiation 

is also represented in the figure bellow. 

 

Figure 2: Separation of tasks for the implementation of the crowd sourcing tools 

For the implementation of the Crowd sourcing tool, three different approaches are used for 

the three mediums of interaction with the end-users. The two first are related with the 

Privacy Flag browser add-on and the application, developed in WP4. In this case as the 

implementation is highly connected with the technology used, hence the integration of the 

T3.2 outcomes are passed on to the related tasks T4.3 and T4.4. For the last case, the one of 

the IoT a specific tool was created under the T3.2.  

 The latest version of the tools are available to the public at Privacy Flag web site (accessible 

at http://privacyflag.eu/PF-Tools). The website is updated to deliver the most recent updates 

to users. The website also gives an overview of each tool such as brief description, how to 

install the tools and feedback surveys to inform us about potential improvements. For 

example, figure 3 shows the page where crowd can get information about the Privacy Flag 

smartphone application, download and install with step by step guidelines. 

http://privacyflag.eu/PF-Tools/
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Figure 3: Downloading Tools from Privacy Flag website 

6.1 Crowd Sourcing Tool ς Browser Add-on  
In close collaboration with task T4.3, the outcomes of the work described here is passed on 

the actual implementation of the browser add-on. Following the described user stories of 

WP1, when users browse through different websites they are presented with an information 

whether or not the site is considered safe from the Privacy Flag perspective and also have the 

ability to provide their own evaluation of the site. The later corresponds to the work of this 

task and is actually the transformation of the above mockups to the real application. The 

following figures show the implementation of the crowd sourcing tool in the browser add-on 

under task T4.3 

The Privacy Flag web browser add-on is a tool that allows users to obtain information about 

potential privacy risks when browsing on the Internet. The add-on informs users whether a 

web site is considered safe -or not- based on an analysis conducted by the Privacy Flag 

backend system.  The analysis includes input gathered by technical enablers and exploits the 

power of crowdsourcing data from end-users using the UPRAAM methodology. The Privacy 

Flag web browser add-on is one of the main points of interaction between end-users and the 

Privacy Flag project.  

After installing addon in their Chrome browsers, users are quickly informed about the privacy 

status of the visiting website through coloring scheme of the addon icon; green means 

Friendly, red means Not Friendly and grey means Unevaluated (figure 4). 
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Figure 4: Privacy Flag Browser Add-on Installed in Chrome Browser 

User opens the addon to view more information and access to different functions such as 

current evaluation, to provide his/her evaluation, enable TOR (for anonymity) and links to 

the Privacy Flag website. Figure 5 shows the first screen after clicking on the addon where 

the evaluation is fetched from the backend. 

 

Figure 5: Browser-add on Crowd Sourcing Tool Showing the Current Evaluation of Visiting Website 

The following figures 6(a) and 6(bύ ǎƘƻǿ ǘƘŜ ά9Ǿŀƭǳŀǘƛƻƴέ ǘŀō ǿhere users can provide their 

own evaluation for the visiting website. The UPRAAM questionnaire is implemented into the 

addon and shows a progress bar indicating the number of question pages. After extensive 

discussions within the consortium about the short and long version questionnaires, it was 

decided to use simplified UPRAAM questionnaire (updated D2.3) due to its simplicity and 

better user experience. Since the questionnaire is fetched from backend (refer to T4.3), any 

change the questionnaire does not affect the frontend implementation. Browser addon also 

provides end users detailed information about how to use the add-on, how the crowd input 

is processed and what addon gathers from the browser. As a result of first user study, a link 
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to the Privacy Flag website is provided if more details about the algorithms and project is 

needed (figure 6c).  

 

6(a)    6(b) 

 

6(c) 

Figure 6: UPRAAM Questionaire Implemented in the Addon 

6.2 Crowd Sourcing Tool ς Smartphone Application 
Similarly, with the browser add-on, the Privacy Flag Smartphone Application is implemented 

in T4.4 integrating the implementation of the crowd sourcing tool. In this case, the Privacy 

Flag smartphone application user can upon installation take advantage of the Privacy Flag 

crowd knowledge-base and contribute (optional) to the collective knowledge-base. When 

opening the Privacy Flag smartphone application, the user is confronted with the welcome 

page of the app with a brief description of the project (figure 7).  














