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Abstract
Privacy Flag combines crowd sourcing, ICT technology and legal expertise to protect citizen
privacy when visiting websites, using smart-phone applications, or living in a smart city
leveraging user friendly solutions provided as a smart phone application, a web browser
add-on and a public website. It will:

1. Develop a highly scalable privacy monitoring and protection solution with:
- Crowd sourcing mechanisms to identify, monitor and assess privacy-related risks;
- Privacy monitoring agents to identify suspicious activities and applications;
- Universal Privacy Risk Area Assessment Tool and Methodology (UPRAAM) tailored to
European norms on personal data protection;
- Personal Data Valuation mechanism;
- Privacy enablers against traffic monitoring and finger printing;
- User-friendly interface informing about the privacy risks when using an application or
website.
2. Develop a global knowledge database of identified privacy risks, together with online
services to support companies and other stakeholders in becoming privacy-friendly,
including:
- In-depth privacy risk analytical tool and services;
- Voluntary legally binding mechanism for companies located outside of Europe to align
with and abide to European standards in terms of personal data protection;
- Services for companies interested in being privacy friendly;
- Labelling and certification process.
3. Collaborate with standardization bodies and actively disseminate towards the public and
specialized communities, such as ICT lawyers, policy makers and academics. Eleven (-11-)
European partners, including SMEs and a large telco operator (OTE), bring their
complementary technical, legal, societal and business expertise; Privacy-Flag intends to
establish strong links with standardization bodies and international fora and it also intends
to assess and incorporate outcomes from over 20 related research projects. It will build and
ensure long- term sustainability and growth.
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Executive Summary
This document presents the work performed during the third year (Y3) of the project within the scope of the
dedicated Work Package 4 (WP4) – “Technical Enablers”. The goal of WP4 is to design and develop the required
technical enablers and tools to be integrated into the Privacy Flag Platform, in order to provide privacy protection
mechanisms for users, to raise privacy awareness and to contribute towards the improvement of privacy risk
detection through crowdsourced user activities. The ultimate goal is to enable users of online services and
application to be “privacy aware” and be in a position to “take their privacy protection in their hands”.
Deliverable D4.3 summarizes the technical work, the latest developments and the progress achieved in WP4
beyond the work described in previously issued Deliverables D4.1 and D4.2.
The deliverable’s specific structure is as follows:
Section 1 states, briefly, the purpose of this document and gives a brief description of WP4 and of its constituent
tasks.
Section 2 gives an overview of updated final architecture of the technical enablers and shows a high-level view
of the information flows and interactions among them.
Section 3 discusses the privacy and security enablers of the Privacy Flag platform that have been deployed, in
order to ensure the security and anonymity of the PrivacyFlag users.
Section 4 discusses the Privacy Flag Web browser add-on and its functionality along with its integration with the
UPRAAM evaluation methodology. It also discusses the most critical work performed during the third year of the
project as well as the final improvements that have been achieved in the usability aspects and the User Interface
component of the add-on.
Section 5 provides the details of the Smart Phone application that alerts users about possible privacy and security
risks of applications they use and sites they visit. The section also describes the improved User Interface, the new
functionalities and the communication of the application with the backend for obtaining privacy threat-related
information.
Section 6 provides the details on the latest updates and upgrades of the Privacy Flag Observatory, which has
been in operation for several months since the write-up of the prior Deliverable D4.2.
Section 7 discusses the operation of Distributed Agents (DAs) in combination with the Evaluation Component.
This section also describes the new, improved, scoring algorithm and the scoring platform subsystem for both
the Privacy Flag WebAddOn as well as for the Privacy Flag Smart Phone App.
Section 8 explains the new role of the Privacy Flag Early Warning System (EWS) as an integrated component of
the PrivacyFlag Observatory and discusses the advantages of this approach.
Section 9 summarizes the changes in the Privacy Flag database (DB) schema as well as the implementation details
and queries that support the new algorithm in the final version of the UPRAAM questionnaire along with its
multilingual interface.
Section 10 discusses the Privacy Flag Website and the Backend Management component which was updated to
reflect the final functionality of the technical enablers and the Privacy Flag Observatory.
Section 11 contains the bibliography.
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Glossary
ACRONYMS

MEANING

AAA
ACM
API
B2B
CMS
DA
DB
DHT
EU
EWS
FI
GA
GDPR
GE
GPS
HSTS
HTML
HTTP, http
HTTPS
I2P
IA
ICT
ID
IdM
IETF
IoT
IP
IT
JSON
LSO
MAC
OCSP
OS
P2P
P3P
PET
PDF
PDP
PEP
PF
php
PIR
QoS
REST
SCIM
SDNS
SHA
SME
SMS
SPT

Authentication, Authorization and Accounting
Association for Computing Machinery
Application Programming Interface
Business-to-Business
Content Management System
Distributed Agent
Database
Distributed Hash Table
European Union
Early Warning System
Future Internet
Grant Agreement
General Data Protection Regulation
Generic Enabler
Global Positioning System
HTTP Strict Transport Security
Hypertext Markup Language
Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
Internet Invisible Project
Innovation Action
Information and Communication Technologies
Identifier
Identity Management
Internet Engineering Task Force
Internet of Things
Internet Protocol
Information Technology
JavaScript Object notation
Local Shared Object
Media Access Control
Online Certificate Status Protocol
Operating System
Point-to-Point
Platform for Privacy Preferences Project
Privacy Enhancing Technology
Portable Data Format
Policy Decision Point
Policy Enforcement Point
Privacy Flag
Hypertext preprocessor
Private Information Retrieval
Quality of Service
Representational State Transfer
System for Cross-domain Identity Management
Secure Data Network System
Secure Hash Algorithm
Small- and Medium-sized Enterprise
Short Message Service
Security, Privacy and Trust
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SQL
SSL
TLS
Tor
UI
UPRAAM
URL
VANET
VPN
WebRTC
WiFi
WP
w.r.t.
WWW, www
XACML
XML

Structured Query Language
Secure Sockets Layer
Transport Layer Security
The Onion Router
User Interface
Universal Privacy Risk Area Assessment Methodology
Uniform Resource Locator
Vehicular ad-hoc Network
Virtual Private Network
Web Real-Time Communications
Wireless Fidelity
Work Package
with reference to
World Wide Web
eXtensible Access Control Markup Language
eXtensible Markup Language
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1. Introduction
1.1 Purpose and scope of WP4
The purpose of WP4 is to design and implement the mechanisms and enablers that will help protect the privacy
of people as well as enable them to monitor and report, in a crowdsourced manner, privacy threats they detect
on their smartphone as well as in their web browsers.
In more detail, the main objectives of this work package are the following:
Provide privacy protection mechanisms for users.
Contribute towards the improvement of privacy protection and risk detection through
collective/crowdsourced user activities and reporting.
Help infuse privacy risk awareness, as well as privacy risk detection knowledge to users, in order to
motivate them to adopt a more active role in handling their own as well as others’ privacy.
WP4 consists of the following tasks:
Task 4.1 will research, analyse and design the required security and privacy enablers for the Privacy Flag
platform and users. It will identify existing security solutions and resources to be used by the platform.
Additionally, Task 4.1 will develop complementary building blocks to support the platform in order to
fill the holes and provide a list of recommended resources for the PrivacyFlag users.
Task 4.2 will design and implement an advanced Evaluation Component that will provide access to the
Privacy Flag Observatory and basic Early Warning Services. The PrivacyFlag Observatory utilizes multiple
sources of input to offer timely and valid information on possible privacy threats.
Task 4.3 will design and develop a web browser add-on that will allow users to get information on
potential privacy risks when browsing throughout the Internet. The add-on informs users whether a
web site is considered as “privacy friendly” or “not friendly”, based on the analysis conducted by the
PrivacyFlag back-end system.
Task 4.4 will study and implement a smartphone application that will inform users on the potential
privacy risks related to their installed applications. It will also provide the evaluation tools collection
crowd sourcing inputs.
Task 4.5 will provide the underlying server infrastructure that will support the rest of the Privacy Flag
tools, as well as the required database that will store the collected data from the various tools.
Task 4.6 will create the backend management platform together with the corresponding web site and
the underlying database.

1.2 Purpose and scope of the current document
This document presents the progress and achievements of WP4 within the context of the third year (Y3) of the
Privacy Flag project. It focuses on the modification and enhancements made to the technical enabler components
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to accommodate the new Privacy Architecture and the UPRAAM methodology as well as the current Database
schema and its automatic risk evaluation capabilities, which support the Privacy Flag Early Warning System.
The components and APIs that are described in this document, have been successfully integrated into a fully
working pilot system that has already been activated in the context of the pilot operation in the context of WP5.
Major improvements over the second year include the improvements of the privacy and anonymity components,
the improvements of the UPRAAM methodology of the smartphone application, the enhancements of the
database, and the initialization of the work towards the evaluation of 100 web sites and applications, along with
the integration of the results into the backend.
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2. General Architecture
Privacy Flag’s architecture empowers people to monitor and control their privacy, by themselves, with a usercentered solution equipped with friendly interfaces. In Figure 1, below, we can observe the final Privacy Flag
architecture. This consists, as in the previous versions, of a smart phone application and a mobile phone web
browser add-on on the user’s side, through which a user may submit assessments of the privacy of the visited
sites and downloaded applications. The Distributed Agents (DAs) running in the background, produce,
automatically, assessments of the websites and applications based on experts’ knowledge as well as people’s
own submitted assessments.
A central component of the architecture is the Database, which contains all the submitted and derived
information coming from users and the distributed agents, in real time operation. All the PF components
communicate with this database, which contains up-to-date information about privacy breach incidents, privacy
violating applications, risky websites and services as well as possible threat combinations, which -when they
coexist- impose severe privacy risk for the user.
The PF components running on the users’ smartphones continuously monitor the installed applications as well
as users’ connections to websites in order to detect (based, also, on the experts’ advice hardcoded into the
database) unwanted external access to users’ data. Upon detection of such privacy breach attempts, the central
database is notified so as to update itself with a, possibly, new identified privacy threat as well as send back to
the enabler on the users’ device advice about how the privacy breach can be avoided.

PF Smartphone
Application

PF Addon

DA

DA

Evaluation
Component

PF Database

PF
Observatory

Figure 1: Depiction of the PrivacyFlag architecture
Finally, the Privacy Flag Observatory publishes all information stored and computed in the database in a text as
well graphical form in order to provide useful information to the public and the experts with respect to the latest
security and privacy breach threats.
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In the following sections, we describe the work performed on the architecture’s components (i.e. the Privacy
Flag enablers), during the third year of the project, within the context of WP4.
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3. PrivacyFlag security and privacy
enablers
3.1 Network Anonymity
In this subsection, we focus upon the newest developments in anonymous communication enablers within the
context of WP4. We focus on the Privacy Enhancing Technologies (PETs) and, in particular, we discuss scalability
issues of Tor reflecting on the slow adoption of new Tor versions in establishing anonymity.
We also describe a demonstrator application that allows users to make informed decisions, that is to select Tor
paths that contain only nodes which fulfil certain minimal Tor version requirements. Moreover, we provide a tool
that allows visualizing of the current anonymity status in a network .

3.1.1 Privacy Enhancing Technologies
In D4.1 and D4.2, we evaluated some of the most recent available PETs that can serve for establishing anonymous
communication. From this evaluation, we decided to focus on Tor (The second generation Onion Router) as the
“service of choice” for the needs of our project. While I2P1 (Internet Invisible Project) was also considered and
rejected from further consideration, we still describe it as a possible solution in general privacy protection
settings, since it was also a target of our evaluations.
In 2015, several news outlets reported that silk road came back online using I2P2 as the anonymization service.
Although the darknet marketplace3 disappeared ever since, I2P became the other frequently mentioned
anonymity service next to Tor in the public press. Various attacks on I2P have been discussed in the literature4.
However, in practice, I2P has been proven to work well and this could be used instead of Tor. Nevertheless,
despite the fact that Tor and I2P are both discussed in the literature, they have different focus. In Tor, the largest
fraction of its traffic (98%) is deployed in anonymously access of public web services while only 2% of the overall
traffic is dedicated to hidden (e.g. darknet market) services5. I2P, on the other hand, serves mainly hidden
services. In fact, most of the time I2P has only two available HTTP bridges in the entire network for allowing users
to anonymously access HTTP services outside the network which, sometimes, were not operable.
With Privacy Flag focusing on end-user privacy, Tor is the anonymity service of choice. It has a larger user base
and provides high availability to surf and access public internet services in an anonymous way. Moreover, with
the Tor browser, its multiple mobile devices apps, a Firefox plugin and its detailed online documentation and
community, Tor is -at the moment- probably the most user-friendly protection mechanism for anonymous online
browsing.
In addition to the already mentioned, in D4.1 and D4.2, Privacy Enhancing Technologies deployed in Privacy Flag,
this section aims to present the latest research activities performed during the last year of the project. Although
1
2
3
4

5

For more details also see, inter-alia: https://en.wikipedia.org/wiki/I2P.
See: https://gizmodo.com/i2p-the-super-anonymous-network-that-silk-road-calls-h-1680940282
For more details also see, for example: https://en.wikipedia.org/wiki/Darknet_market.
M. Herrmann and C. Grothoff. "Privacy-implications of performance-based peer selection by onion-routers: a real-world
case study using I2P". Privacy Enhancing Technologies. Springer Berlin/Heidelberg, 2011.
https://metrics.torproject.org for more statistics.

Deliverable D4.3: “Third year report on Technical enablers’ development”

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426

the Tor network is the chosen anonymization solution for Privacy Flag, we will also discuss, briefly, some other
recently proposed anonymity protection systems for comparison purposes.
LOOPIX
One of the recently proposed low-latency anonymous communication system is LOOPIX6. It provides bidirectional sender and receiver anonymity. LOOPIX aims to protect anonymity against global attacks by
performing traffic analysis through cover traffic and message delays. Furthermore, both mixers (i.e., nodes that
mask messages sources) and clients monitor the network actively (using loops) to detect active attacks and
defend the system against those attacking through cover traffic injection. LOOPIX also manages access and mix
nodes in such a way that the number of links in the system is low while, it can also concentrate cover traffic.
The designers of LOOPIX demonstrate in theoretical analysis and by simulation that a relay node of the network
can handle 300 messages per second with a < 1.5ms delay overhead and an overall message latency in the order
of seconds. Furthermore, mix nodes can be securely added for throughput scalability without sacrificing
anonymity.

Safety-Aware Location Privacy
Furthermore, we should also acknowledge the increasing importance of location privacy. This need for privacy
might have an impact on safety under certain conditions, e.g. load balancing in vehicular networks.
In order to provide vehicles with continuous updates about their surrounding traffic status, VANET (Vehicular adhoc Network) safety applications broadcast periodically cooperative awareness messages. These messages
contain spatio-temporal information, which allows global adversaries to track vehicle movements. While several
privacy schemes have been proposed for VANET, only a few schemes consider their impact on safety applications.
Researches7 aim to fill this gap and compare different privacy schemes including their impact on safety related
applications. A practical safety metric based on Monte Carlo probabilistic analysis 8 (simulation) has been
proposed to measure the QoS (Quality of Service) of two safety applications: forward collision warning and lane
change warning.

3.1.2 Tor performance Improvement
Anonymity, almost always, comes at a price in terms of performance. A Tor user experiences a negative impact
on all usual network response parameters (bandwidth, latency and jitter) compared to an unprotected network.
While this is expected due to the core idea of Tor to reroute and re-encrypt messages during each forwarding
step, it is often argued that adding more Tor nodes will reduce the negative impact.
And indeed, higher bandwidth nodes will improve the performance of a Tor circuit, i.e. a single Tor connection
once it is established. However, several issues need to be handled so that to further improve the quality
experience of Tor users.
Load balancing and low performance entry nodes
Recently, it has been shown that an adversary that can attract its victim to use one of its nodes as an entry node
or an exit node has an advantage to conduct end traffic correlation attacks. The currently deployed load balancing
algorithm is favoring the node with the highest self-reported bandwidth.

6

7

8

F. Rochet and O. Pereira. “Waterfilling: Balancing the Tor network with maximum diversity”. Proceedings on Privacy
Enhancing Technologies 2017.2 (2017): 4-22.
A.A. Wagan, B.M. Mughal and H. Hasbullah. “VANET Security Framework for Safety Applications Using Trusted Hardware”.
Digital Information Processing and Communications, 2011, pp.426-439.
For more details see, for example: https://en.wikipedia.org/wiki/Monte_Carlo_method.
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This bears a risk, however: an adversary might –deliberately- exaggerate its bandwidth capacity and this might
increase the probability that its target victim will decide to use a node controlled by the adversary. Tor deploys
some protection measures, e.g., it contains guard nodes that are not too frequently changed, while some
performance probing is performed to detect exaggerated bandwidth reports. However, despite these measures,
some successful attacks have been demonstrated. Also, in the literature9,10,11 we see efforts of researchers
towards countermeasures by defining three strategies of estimating actual bandwidth of Tor-nodes and circuits:
(i) looking for peaks in the actual bytes handled over previous time periods; (ii) active probing by the directory
authorities, and; (iii) randomly initiated monitoring by Tor relay nodes towards collaborative (and, thus, more
accurate) bandwidth estimation.
Also, some alternative load balancing strategies have been proposed, e.g., using “water filling” 12. In essence,
water filling splits the nodes in percentile categories based on their reported capacity. To select a node, the user
now chooses uniformly at random a node form the top performing percentile. The assumption behind this
strategy is that an attacker cannot control too many nodes in this top percentile. The authors demonstrate the
effectiveness of this solution and stress the fact that this measure can be implemented without changing the
current node software and can be applied in parallel with the currently deployed node selection method.
On the other end of the spectrum in terms of throughput, is Tor’s censorship resistance capabilities provided by
Tor bridges. A Tor bridge is an unadvertised Tor node that can be used as a guard node against effort aiming to
block publicly known Tor nodes. These bridge nodes often suffer from low bandwidth and sometimes even the
clients might lower their bandwidth towards a particular bridge to avoid raising suspicions to the authorities.
Some authors13 propose to split traffic over several low bandwidth bridges to improve performance under these
conditions.
Tor scalability
With the current Tor architecture, more nodes will eventually lead to a scalability problem, as McLachlan et al.
already pointed out in 2009. To explain the issue we need to, briefly, sketch the operation of Tor. In Tor, users
create the so-called circuits of three nodes (guard, middle and exit nodes). It is assumed that an adversary that is
targeting a given user can observe only some of these nodes. Hence, this node selection needs to be secret in
order to avoid certain timing attacks. Furthermore, since if these nodes coincide, this could trivially break the
anonymity of the user and, thus, the user needs to trust that the chosen three nodes will not be the same. Hence,
every user should be able to privately select these three nodes from a global catalogues of all available nodes
(using some criteria to ensure node diversity).
To achieve this, Tor maintains a global directory of all nodes, called the consensus. To avoid that this directory
turns into a too strong global monitoring trusted third party who would know which user is using which nodes,
a trivial variant of private information retrieval is implemented. A user downloads the entire directory on its local
computer and selects the three nodes. The advantage of this approach is that it is easy to demonstrate that the
trust assumptions for the directory service are minimal: the directory does not directly learn which nodes are
selected by a given user and a small group of users can detect if the directory is acting as a byzantine attacker,
i.e. lying to users about the actual consensus, which could be used to leak this information over time.
9

10

11

12

13

R. Snader and N. Borisov. “A Tune-up for Tor: Improving Security and Performance in the Tor Network”. Proceedings of
the Network and Distributed System Security Symposium (NDSS) 2008. Vol.8. 2008.
R. Dingledine and S.J. Murdoch. “Performance Improvements on Tor or, Why Tor is slow and what we’re going to do
about it”. Online: http://www. torproject. org/press/presskit/2009-03-11-performance.pdf (2009).
R. Snader and N. Borisov. “EigenSpeed: secure peer-to-peer bandwidth evaluation”. Proceedings of the 8th International
Congress on Peer-to-peer Systems 2009 (IPTPS 2009).
P. He, M. Li, L. Zhao, B. Venkatesh and H. Li. “Water-Filling Exact Solutions for Load Balancing of Smart Power Grid
Systems”. IEEE Transactions on Smart Grid, 2016.
M. AlSabah, K. Bauer, T. Elahi and I. Goldberg. “The Path Less Travelled: Overcoming Tor’s Bottlenecks with Traffic
Splitting”. International Symposium on Privacy Enhancing Technologies Symposium (PETS 2013). Springer, Berlin,
Heidelberg, 2013, pp.143-163.
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To avoid long-term intersection attacks, Tor users change every 10min their circuits. With the current parameters
and a growing number of nodes, the download of the consensus will eventually reach and surpass the payload
traffic in volume. Moreover, the needed replication of the directory servers will create inconsistencies and
further traffic overheads.
We will, now, briefly present and analyze the major approaches to address the above issues. We found three
main ideas in the DHT14 and Random Walks15,16 have been implemented and have demonstrated certain
effectiveness. A common property of these systems is that a single node has no global view on the network.
While this supports scalability, attacks on these systems take advantage of the nodes’ ignorance of a global view,
i.e. we have of so-called eclipse attacks. In eclipse attacks, an attacker misdirects a node in such a way that it
cannot see the full network and hence forces it to select compromised nodes.
Another example is a Sybil attack which consists in the introduction of fake nodes. This increases the chance that
an honest user selects nodes that are controlled by the adversary. While all the above approaches do take these
attacks into account, due to the complex nature of the required protocols none of them can provably and in all
circumstances defend against such attacks.
In contrast, PIR Tor17 follows a fundamentally different approach. It argues that maintaining a global view is
actually possible and reduces the scalability issue to the fact that only the distribution of the entire network
information to all nodes is not feasible. However, the nodes that a certain user uses for the circuits needs to
remain secret to the central database. PIR Tor presents two solutions using private information retrieval.
PIR (Private Information Retrieval) allows a user to query a public database without revealing the content of the
query and the query results to a third party or even to the database itself. In PIR Tor, two versions of this protocol
are used:
A computationally secure system that provides security to a computationally bounded attack and a single
database provider, and;
an information theoretical secure system, that provides security to an unbounded power attacker given a
distributed database hosted by several (not cloud-based) servers.
For both scenarios, the authors provide an in-depth evaluation of their protocols as well as evidence for their
solution effectiveness claims. However, the proposed protocols need to be more thoroughly investigated as to,
for instance, their scaling properties.
The authors propose to use the guard nodes of the user as the user’s database providers. This might be an issue
from several points of view such as, for instance, there are many guard nodes in the system, which need to be
updated. Hence, the scalability issue may only be postponed. Furthermore, guard nodes are usually selected
close to the user, and it might be hard to ensure the non-clouding assumption. Last, guard nodes have already a
rather heavy task in the network and, thus, it is not clear if this new role will impact the overall performance of
Tor in an unexpected manner.
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3.1.3 Demo: Tor update issue
Besides the theoretical work discussed above, we further wanted to contribute to improving the everyday user’s
privacy experience using Tor. This also includes raising awareness for the privacy status of the network. During a
student18 assignment, we came across a rather surprising fact: most Tor nodes do not run the latest software
version (less than 1% of the nodes were running this version). The student developed a visualization tool that
collects, automatically, the current Tor network status, a sample output of which is given below:

Based on the observation with this tool, we extended the EU-Tor demonstrator to allow users to create circuits
that only contain reasonably updated nodes with the latest Tor application software.
While we do not have any solid evidence for the reasons behind this dire situation, we wanted to investigate the
possible causes in order to develop an approach towards a solution.
Tor, in general, is developing based on voluntary contributions which, often, come from people with an academic
background. Hence, we can assume that many Tor nodes are set up and operated by younger researchers with
short-term contracts.

18
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4. PrivacyFlag Web Browser Add-on
The Privacy Flag web browser add-on is a tool that allows users to get information about potential privacy risks
when browsing throughout the Internet. Based on the analysis conducted by the Privacy Flag backend system,
the add-on informs users whether a web site is considered as safe or not.
The analysis includes both input gathered by technical enablers and by exploiting the power of crowdsourced
data from end-users deploying the UPRAAM methodology. The Privacy Flag web browser add-on is one of the
main points of interaction between end-users and the Privacy Flag project.
The following section presents, briefly, the architecture and the functionality scenarios for the browser add-on
(as defined in WP1) as well as the two levels of evaluation, the automated evaluation (one of the main goals of
WP4) and the integration of UPRAAM (defined in WP2 and specified in WP3).
Moreover, an update on the status and the development of the browser add-on during the final (third) year of
the project is presented.

4.1 Main Architecture Description
Figure 2 presents the architecture of the browser web add-on as it has been defined in WP1 and more specifically,
D1.219 (“Privacy Flag Initial Architecture Design”) and updated in D1.3 (“Updated architecture design”) and D1.4
(“Final architecture design”).
The defined architecture shows where the web browser add-on is positioned within the whole Privacy Flag
architecture and what the main interaction with the rest of the components is.

Figure 2: The PrivacyFlag Web Browser Add-on Architecture
Summarizing the work presented in D1.4, the browser add-on communicates with the Privacy Flag backend
through a web service to exchange information as, for example, the site a user is visiting or the evaluation they
19
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are providing. The backend tackles the evaluation of the web site (through both the UPRAAM assessment and
the automatic assessment) and feeds back the web browser with the information on the risks involved with a
specific website.
The whole communication with the backend needs to take into account the anonymization of the user in parallel
with the system protection from fraud cases, which is handled by the work presented in Section 3.2.

4.2 Browser Add-on Functionality
The main functionalities of the Privacy Flag Web Browser add-on are to enable users to be informed, in real time,
on the level of privacy risk when accessing a website through a browser and allow users to provide their own risk
assessment for the specific website.
In Privacy Flag Deliverable D4.120 (“First Year Report on Technical Enablers development”) we presented the main
concepts of the browser add-on, under the persona and scenario methodology, and a first demo version of the
add-on.
The main development of the tool took place during the second year of the project as reported in Privacy Flag
Deliverable D4.2 (“Second Year Report on Technical Enablers development”).
In this document, we present the final version of the tool as delivered and published in this last period of the
project, the development focused on the update of the add-on, bug and workflow fixing as well as final
corrections in regards to the communication with the back-end.

4.2.1 Updated Functionality Workflow
Following the needs of the project, the functionality workflow of the browser add-on has been updated and
finalized so that to “reflect’ the following requirements:
Step 1: While the user browses through the sites, the browser add-on informs the user of the current evaluation
of the site, by changing the color of its icon. The evaluation of the site comes from the pre-existing information
on the Privacy Flag backend and contains both the automated evaluation (through the implementation of the
Threat List Matrix) and the UPRAAM evaluation.
If no evaluation exists or if the evaluation cannot be determined (controversy of the evaluations), the add-on
informs the user accordingly.
In parallel, the browser add-on starts calculating automatically possible threats (e.g.: http and third party cookies)
and stores the information locally.
Step 2: When the user opens the pop-up menu, they gets a visualisation of the site classification (Privacy
Friendly/Not Friendly/Undecided) and has the option to provide their own evaluation by answering the UPRAAM
defined questions.
Step 3: When the user submits their evaluation, a JSON file is created, that contains the user answers, the
automated calculated threats on the browser add-on and a unique identifier (see the example of JSON file as
below).
Step 4: (independent - optional): Crowdsourcing Evaluation Tool experts evaluate manually the web site and
submit their evaluation to the Privacy Flag DataBase.
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Step 5: (independent and out of order): The backend performs various calculations based on the threat matrix
as explained in Section 7.
Step 6: the PF back-end decides based on the following:
The UPRAAM score, which is the outcome of the human evaluation:
The number of users which have reached consensus according to the 2/3 majority rule.
The outcome of the Technical Analysis.

4.2.2 Privacy Enablers Integration
According to the analysis provided, Privacy Flag enablers to be integrated are towards anonymity (as in Task 4.1)
and threat analysis (as in Task 4.2).
The first direction is related to the communication of the browser add-on with the Privacy Flag backend, as
presented in Section 9. When a user submits their data, the system should not be able to identify the specific
user and protect their anonymity but on the same time protect the system from fraudulent cases (where user
submit more than one evaluation to create a false view).
To this end, the add-on integrates or implements three different levels of network protection as explained in
detailed in Section 3:
secure communication with backend;
anonymous user tagging using unique ids;
(optional) ability to use Tor network.
Furthermore, the browser add-on integrates a set of automated analysis that is passed to the Privacy Evaluation
Component, in order to get an evaluation of a specific site. This type of analysis is related to the Top25 threats
that have been presented earlier in this document.
For the successful integration of the threat analysis a number of tests are to take place either in the add-on (e.g.:
3rd party cookies) or by a backend scraping mechanism (e.g. PDF, Flash, etc.).

4.2.3 UPRAAM Integration
One of the “key elements” of the Privacy Flag project is the users’ individual evaluation through the UPRAAM
evaluation questionnaire. As defined in WP2, UPRAAM includes a set of questions to be asked to end-users, in
order to capture their understanding of privacy. UPRAAM includes a scoring framework in order to create an
evaluation metric for the privacy evaluation.
For the Privacy Flag browser add-on, UPRAAM has been adjusted to be able to make the necessary questions to
capture evaluation related to websites based on the input of Task 3.2.
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4.3 Year 3 Development Overview
During the third year of the project, the browser add-on has been updated in relation to UI, the security enablers
and the communication with the backend.

Figure 3: The Privacy Flag Web Browser Add-on in action

4.3.1 UI updates
During the final year of the project, the UI and UIx of the add-on has been updated to include new functionalities
and address comments received from users. The updates include the following :
Ability to change language, the add-on now supports seven (-7-) languages by default, while it can be easily
translated to other languages.
Ability to enable or disable the Tor network functionality integrated the related enabler.
Updated evaluation form to better fit the updated UPRAAM questionnaire, based on the outcomes of Task
3.2.
Links to the PF project, PF privacy policy and PF observatory.
Updated FAQ section providing more information to the users
Ability for the user to continue the evaluation even if the add-on window is closed, allowing time for the
user to check the website before answering the URPAAM questions.
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(h)

(i)
Figure 4: The Privacy Browser Add-On version 1: initial screen (a); UPRAAM evaluation forms (b,c), and; possible
available statistics (d)

4.3.2 Backend communication
During the last year of the project, the backend communication was updated to reflect the latest design changes.
The communication was updated to reflect the following changes:
Updated evaluation algorithm.
User pseudo-anonymized identification through unique ids.
All communication between the add-on and the backend takes place over HTTP RES21T request and it is
presented, in detail, in Section 9.
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4.4 Browser add-on files and source code
There are two different ways to install the Privacy Flag browser add-on in a Google Chrome browser.
The first is to download the extension from the Chrome Extension Store22. The second is through a manual
procedure, downloading the files from the PrivacyFlag website and visiting the tools section. The add-on
installation instructions are as follows:
1.

Download and unzip the file.

2.

In Chrome, open the extension menu.

3.

From the menu, select the developer mode (top right button).

4.

Select Load unpacked extensions.

5.

From the menu, select the previous unzipped folder.

22

See: https://chrome.google.com/webstore/detail/privacy-flag-plugin/hkedmmikjadnonkicfimnhgmheafgidi?hl=en-GB.
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5. Privacy Flag Smartphone Application
The Privacy Flag smartphone application is a two-purpose solution whose main goal is to inform users of potential
privacy risks coming from smartphones and IoT installations. Primarily, the app allows users to get information
on potential privacy risks from installed applications in their Android-powered mobile phones and tablets.
The application informs users whether installed software is considered as privacy friendly -or not friendly-, based
on the analysis conducted by the Privacy Flag backend system; that is, an analysis which includes both input
gathered by technical enablers and by exploiting the power of crowdsourcing data from end-users incorporating
the UPRAAM methodology.
Secondarily, it allows users to check for user-registered IoT installations and get the crowdsourced evaluation,
by using the UPRAAM methodology. With an easy-to-use and user-friendly environment, the app allows users to
“view” all registered installation in a map, browse across them, register for new ones and, above all, respond to
the UPRAAM questionnaire and receive the related evaluation.
Combined with the Privacy Flag web browser add-on, the smartphone application is one of the main points of
interaction between end-users and the Privacy Flag project.
The following chapter presents -in brief- the architecture and the functionality scenarios for the smartphone
application (as defined in WP1) as well as the two levels of evaluation, the automated evaluation (originating
from WP4) and the integration of UPRAAM (as defined in WP3).
Overall, during the third year of the project, the application has been updated to “reflect” all changes in the
algorithm and the security enablers as well as, above all, to introduce the IoT functionality.

5.1 Architecture

Figure 5: The PrivacyFlag Smartphone Application Architecture
Figure 5 presents the architecture of the smartphone application as this has been defined in WP1 and more
specifically, D1.2 (“PrivacyFlag Initial Architecture Design”) updated in D1.3 (“Updated architecture design”) and
finalised in D1.4 (“Final architecture design”).
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The defined architecture shows where the app is positioned within the whole Privacy Flag architecture, and what
the main interaction with the rest of the components is.
Summarising the work presented in D1.4, the application communicates with the Privacy Flag backend through
a web service to exchange information related to the already installed applications. The backend tackles the
evaluation of the apps (through both the UPRAAM assessment and the automatic assessment) and IoT (through
the UPRAAM assessment) and feeds back the application with the information on the risks involved with a
specific application. The whole communication with the backend needs to take into account the anonymization
of the user, in parallel with the system protection from fraudulent cases.

5.2 Mobile Application Functionality
The main functionality of the Privacy Flag Web Smartphone Application is to inform users on privacy
risks originating from applications installed in their mobile phones and IoT installations in the vicinity.
In Privacy Flag Deliverable D4.1 (“First Year Report on Technical Enablers development”) we presented the main
concepts of the Application, under the persona and scenario methodology, and a first demo version of the app.
During the second year of the project and within the Deliverable D4.2 (“Second Year Report on Technical Enablers
development”) we presented the main implementation of the application.
In this document, we focus upon the final version of the application which includes all updates and changes that
took place during the third (final) year of the project.

5.2.1 Updated Functionality Workflow
Following to the needs of the project, the functionality of the application has been updated and finalized to
“reflect” the following:
Workflow 1: View and Evaluate Applications
Step 1: When first installed and opened, the application asks users to submit for a first and only time their
preferences regarding privacy and the user permission. The user’s answers and main information are passed to
the backend through a JSON format file, in order to include this in the following calculations.
Step 2: The smartphone application reads the user’s installed applications (and checks for new or updated ones
if this is not the first time the user uses the PF application) and sends the list of applications to the backend in
order to retrieve their evaluation (privacy friendly, not friendly or not evaluated).
Step 3: The users browse among the installed applications and can view its evaluation and the user set
permissions that have been given to the app.
Step 4: (optional). The smartphone evaluations’ contributors manually evaluate applications and submit their
evaluation to the database. This is the Crowdsourcing Evaluation Tool score. In addition, the user set permissions
of the application that are also transmitted to the backend.
Step 5: The PF backend decides based on:
The smartphone application’s Threat Level Score based on the automated technical evaluation, which is
extracted from the required permissions according to the algorithm described in Section 7.
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Users’ evaluation based on the UPRAAM score. The final score is proportional to the number of users which
have reached consensus according to the 2/3 majority rule.
Workflow 2: View and Evaluate IoT installations
Note: For the usage of the IoT workflow, it is assumed that the user has already installed and used the application
(completed Step 1 and Step 2 of Workflow 1).
Step 1: From the main screen of the application, the user selects the IoT button to open a map using the user
location (if the user does not allow the usage of location, the map will load by default viewing the whole map).
Step 2: The system receives from the backend all existing registered IoT installations and their evaluation and
visualises them in the map as pins using the registered geolocation data (latitude, longitude).
Step 3: (optional) Each user has the ability to add a new IoT installation for evaluation by adding a pin in the map
and registering the IoT installation in the system.
Step 4: (optional) The IoT installation evaluations’ contributors manually evaluate the IoT installations by submit
their evaluation to the database. This is the Crowdsourcing Evaluation Tool score.
Step 5: (independent — out of order). The PrivacyFlag backend uses all UPRAAM evaluations to calculate a score
for the under-evaluation IoT installation and provides feedback to the application.

5.2.2 Privacy Enablers Integration
Similarly to the browser add-on, the Privacy Flag mobile application integrates privacy enablers related to
anonymity (as in Task 4.1) and threat analysis (as in Task T4.2).
The first direction is related to the communication of the smartphone application with the Privacy Flag backend,
as presented in Section 11. When users submit their data, the system should not be able to identify them, in
order to protect their anonymity. However, at the same time, the system should protect itself from fraudulent
uses (where user submit more than one evaluation to create a false view). To this end, the add-on implements
three different levels of network protection measures, as explained in detailed in the relevant sections:
Secure communication with the backend;
anonymous user tagging using unique Ids, and;
(optional) ability to use Tor network.
Regarding the automated analysis for the applications, it is related to specific elements the application can read
from the Android system and then pass to the backend, in order to have an evaluation for the installed
applications. This part of the evaluation is quite tricky, since it is also related to the operating system (OS)
permissions. As presented in D4.1 and D4.2, this analysis includes the user set permissions.

5.2.3 UPRAAM Integration
One of the ”key elements” of the Privacy Flag project is the users’ assessments through the UPRAAM evaluation
tool. As defined in WP2, UPRAAM includes a set of questions that are asked to the end-users, in order for the
latter to “capture” their understanding of privacy. UPRAAM includes a scoring framework in order to create an
evaluation scale for privacy evaluations.

Deliverable D4.3: “Third year report on Technical enablers’ development”

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426

For the Privacy Flag smartphone application, UPRAAM is adjusted to be able to ask the necessary questions in
order to capture an evaluation related to applications and IoT installations, based on the input to Task 3.2.

5.3 Year 3 Development Overview
During the third year of the project, the Privacy Flag application has been updated with respect to its UI (User
Interface). Enhancements have also been implemented on the security enablers and the communication
modules with the backend. Also, the IoT module has been developed.
During the final year of the project, the UI of the application has been updated to include the following new
functionalities:
Ability to change language, the add-on now supports seven (-7-) languages by default, and can be easily
translated to other languages.
Ability to enable -or disable- the Tor network functionality integrated to the related enabler.
Updated evaluation form to ”better fit” the updated UPRAAM questionnaire, based on the outcomes of
T3.2
Links to the PF project, PF privacy policy and PF observatory.
IoT module implementation.
Added an introductory screen asking for the acceptance of the PF privacy policy before continuing with the
usage of the application

(a)

(b)

(c)
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(e)

(f)

(g)

(h)
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(a)

(d)

(b)

(c)

(e)

(f)

Figure 6: The PrivacyFlag Smartphone Application IoT module main screen and navigation (a-c); providing own
evaluation (d), and; registering a new installation (e-f)

Deliverable D4.3: “Third year report on Technical enablers’ development”

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426

5.3.1 Automated Evaluation, App Permissions
As described in detail in D4.1 (“First Year Report on Technical Enablers development”) and updated on D4.2
(“Second Year Report on Technical Enablers development”), due to the restrictions imposed upon the smartphone
applications from the operating system, the automated evaluation is performed by respecting the user-set
permissions of an application. Those are related to the following:
Body Sensors.
Calendar.
Camera.
Contacts.
Location.
Microphone.
Phone.
SMS.
Storage.
Each time an application evaluation is submitted, the permissions that are given to this application are also
passed on to the backend, in order to be included in the evaluation process.

5.3.2 Backend Communication
During the third year of the project, the backend communication has also been updated, to “reflect” all design
changes and to include the IoT module. The back-end communication is used by the add-on to:
Submit user privacy preferences (only once per application install).
Retrieve current evaluation of a list of applications.
Submit user evaluation of an app (both permissions and UPRAAM evaluation).
Retrieve the latest UPRAAM questionnaire for the apps
Receive the list of IoT installations registered and their evaluation
Submit a new evaluation of and register a new IoT installation
Moreover, the updated communication includes the new algorithm as implemented in the backend as well as
the user identification by using unique ids, as presented in Section 7.
All communication between the add-on and the backend takes place over HTTP REST request.
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5.4 Smartphone Application files and source code
There are two different ways to install the Privacy Flag Smartphone Application in an Android phone (supporting
version 6 and above). The first is to download the Google Play 23.
The second is through a manual procedure, downloading the files from the Privacy Flag website and visiting the
tools section. The application installation instructions are as follows:
Download the apk file and store it on your mobile phone.
In the smartphone navigate to Settings -> Security and make sure the Unknown sources option is enabled.
Open the apk file you have downloaded to install the application.

23

See: https://play.google.com/store/apps/details?id=velti.privacy.flag.
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6. PrivacyFlag Observatory
6.1 Introduction
One of the main contributions of the Privacy Flag platform, to the public and the security expert community alike,
is the Observatory. This is a centralised component of the platform for providing information, in a graphical as
well as in textual format, regarding crowdsourced privacy threat information. This information is augmented
with post-processed results, such as the identified outliers comprising of sites and applications that appear to
deviate from norm and, thus, can be considered suspicious based on the crowdsourced information.
Each time a PF user visits a website, the distributed agents running on the PF AddOn and the PF Server perform
a number of automatic checks based on a ''Top Threat Matrix'' and identify possible risks. The findings of the
Technical analysis are stored anonymously in the database for further evaluation. The total trends of the privacy
technologies
are
visualized
in
the
PF
Observatory
microsite
(http://app.privacyflag.eu:2080/privacy/addon/observatory.php) and are available to any interested party.
The user is able to focus upon any type of a particular threat, and to observe its historical development during
the past months, days, and hours. Some of the results are in absolute numbers thus indicating the total amount
of data items that the Privacy Flag platform has processed, while others are averages or rates. The first are “more
suitable” for scientists and power users for the evaluation of the Privacy Flag platform adoption in general. The
averages and rates are useful to any technological well-informed user, as it can help to identify possible outliers
and general trends.
The observatory displays a wide range of information items in graphical format related to the identified threats.
For instance, observatory visitors can view how wide good data encryption practices are adopted in the web sites
they visit. With increasing adoption of point-to-point (P2P) encrypted data exchange with users by web service
providers, the protection level for users against malicious agents increases too. Thus, displaying this information
can raise security awareness among content providers and their users alike.
The Observatory displays information related to three basic requirements: that is, confidentiality, security, and
privacy. Below we give examples of the provided information for each of these three categories.
Confidentiality: Data encryption is the basic mechanism to protect information from being read from a third
party. It is necessary to encrypt sensitive data such as passwords, and credit card number. However, since it is
hard to estimate how sensitive a certain data item is, it is better to encrypt all communication between a web
service and its user. Modern web sites provide various encryption mechanisms. In Privacy Flag it is checked
whether a web site respects users' privacy by encrypting their data. Furthermore, Privacy Flag also analyses the
robustness and strength (in terms of being up-to-date and secure) of the implemented encryption algorithms
since obsolete, weak or poorly implemented encryption algorithms might offer little or no protection against
skilled adversaries.
Security and Privacy: Many web sites use mechanisms to store information regarding users' preferences. This
information should be related only to viewing and browsing preferences and not to store personal identifiable
data of the users or their overall browsing activity. PF analyses various tracking mechanisms and informs web
users about the intrusiveness of some methods.
In summary, the PF Observatory is an informative site aiming to provide a holistic overview of the threat
landscape that can be understood by everyone, the expert and the layman alike.
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6.2 Development overview
The Privacy Fag Observatory has mainly been developed during the second year of the project as reported in the
respective Deliverable 4.2 (versions 1-3). However, during the third year of the project, some modifications
regarding to the explanatory texts below the graphs, took place. The necessity of these modifications come from
user’s feedback, in order to make it well understandable by everyone (non- expert users).
More specifically, partner LTU has reported 14 issues regarding the Observatory bases on an evaluation provided
by experts. The results are the following:

6.2.1 Result of Privacy Flag Observatory Expert Evaluation
Location: Luleå University of Technology (LTU), Luleå, Sweden
When: June 12, 2017
No. of Experts: 4
Time: 1 hour and 15 minutes
Type of Session: Focus Group
Issue 1: Tool Description
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory.php
Why: First, we need to give an introduction of the Observatory and how it functions. This is followed by a short
description of what data is gathered from add-on and used for the PF observatory. A short description is also
needed on why this information is valuable to the users.
Suggestion text: The PrivacyFlag Observatory gathers information from Privacy Flag add on such as (cookies,
security mechanisms, protocols, please add here what add gathers and what your system use it for). It is
organized in three distinct categories, that is: Confidentiality, Security and Privacy of Data. All of them are related
to the Privacy of your Data in direct or indirect way. Find why:

Issue 2: Confidentiality
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory.php
Why: A short definition of confidentiality is needed, and this needs to be simple and easy-to-understand. Some
wordings such as robustness and strength are also confusing.
Suggestion text: Confidentiality means to ensure that unauthorized access to information is not permitted and
that accidental disclosure of sensitive information is not possible. Common confidentiality controls are user IDs,
passwords and encryption. Data encryption is the basic mechanism to protect the confidentiality of your
information to remain private. It is absolutely necessary to encrypt sensitive data as passwords, credit card
number etc., but it is even better to encrypt everything. Modern web sites provide various encryption
mechanisms. In Privacy Flag we check whether a website respects users privacy by encrypting his/her data. The
following information helps you to make aware of common confidentiality mechanisms next time you visit a
website!
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Issue 3: Percentage of websites that provide data encryption (SSL/TLS)
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory.php
Why: A short definition is needed and it needs to be simple and easy-to-understand. External link to a usable site
for more info is required.
Suggestion text: Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL) are standard
security technologies for establishing an encrypted link between a server and a client—typically a web server
(website) and a browser. You will notice that the "http" in the address line is replaced with "https", and you
should see a small padlock in the status bar at the bottom of the browser window. [For more information read
 link to: http://computer.howstuffworks.com/encryption4.htm].

Issue 4: Percentage of websites that provide HSTS 24
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory.php
Why: A short definition is needed and it needs to be simple and easy-to-understand. External link to a usable site
for more info is required. Users also need to be able to act upon, based on the information from the Observatory.
Suggestion text: “https” is the standard way of securing website traffic, and providing confidence to users that
are on a website. However, the default for most of the web is still “http”: if you type in a URL without specifying
“https” (e.g. www.google.com) then the browser will default this to “http”. Being on “http” channel will make
you vulnerable to loss of information by an attacker. For example, in a public wifi and hotel wifi, a hacker can
eavesdrop on all of the connections going over this insecure, wireless network. [For more information read 
link to: https://www.globalsign.com/en/blog/what-is-hsts-and-how-do-i-use-it].

Issue 5: Percentage of websites that use a trustworthy certification chain.
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory.php
Why: A short definition is needed and it needs to be simple and easy-to-understand. External link to a usable site
for more info IS required.
Suggestion text: Digital certificates are electronic credentials that are used to assert the online identities of
individuals, computers, and other entities on a network. Digital certificates function similarly to identification
cards such as passports and driver’s licenses. They are issued by certification authorities (CAs) that are trusted
by the connecting client (web browser). The root certificate is generated by a CA and it is embedded into
browsers. The list of SSL certificates, from the root certificate to the website certificate, represents the SSL
certificate chain.
[For more information read  link to: https://nwrickert.wordpress.com/2011/10/07/certificates-for-dummies].

Issue 6: Average number of links to malicious sites in all websites over time.

24

For more details see, for example: https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security.
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Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_b.php
Why: This was confusing. Does the figure shows the average number of links that are embedded into a page to
malicious websites? The legend and description of the figure are not consistent with the heading. In this sense
does malicious sites means those innocent sites that are having links to a site with infected malware or if the site
itself infected.
Suggestion: Please clarify.

Issue 7: Percentage of websites that use following techniques.
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_b.php
Why:
1. The description says, “A summary of the newest, powerful yet not fully tested new technologies” … however
some of the technologies in the figure are not new like pdf, SSL, Java, flash, PrivacyPolicy, ActiveX.
2.

CertificatePining, SSL/TLS, HSTS, WEbAudio, WebRTC in figure are redundant … they have shown in earlier
figures within the same page.

Suggestions:
1. “A summary of the powerful technologies used in web sites”.
2.

Remove the redundant (CertificatePining, SSL/TLS, HSTS, WEbAudio, WebRTC) technologies from the figure.

Issue 8: Recommendation for “Potentially dangerous technologies” and “Technologies with known security
issues”
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_b.php
Why: Information is hard to follow and not structured in a coherent way.
Suggestion: We recommend combing the following figures in one 100% Stacked Column chart.
The description of each column can be a move hover or to use
icon under every column where by clicking on
them a box opens and descriptions are shown.

25
26
27

Potentially dangerous technologies

Technologies with known security issues

Percentage of websites that use potentially
dangerous advanced HTML5 APIs25 - Web Audio
API26.

Percentage of websites that use technologies
with known security issues - Flash27.

See, for example: http://html5index.org/.
See, inter-alia: https://www.w3.org/TR/webaudio/.
See, for example: https://en.wikipedia.org/wiki/Adobe_Flash.
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Percentage of websites that use potentially
dangerous advanced HTML5 APIs - WebRTC28.

Percentage of websites that use technologies
with known security issues - ActiveX
Percentage of websites that use technologies
with known security issues - Java29.
Percentage of websites that use technologies
with known security issues - Silverlight30.

Issue 9: Percentage of websites that use technologies with known security issues - ActiveX.
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_b.php
Why: A short definition is needed and it needs to be simple and easy-to-understand. External link to a usable site
for more info is required. Users also need to be able to act upon based on the information from Observatory.
Suggestion: ActiveX31 is a Microsoft technology supported in older Microsoft browsers. It can be used to build
complex scripts to automate many tasks. ActiveX normally operates from the web site directly to the users
systems. As a consequence, many security issues arise from this approach. If you are using Internet Explorer, you
can disable this.
[For more information on how to disable ActiveX, read  link to:
http://www.dummies.com/computers/pcs/how-to-disable-activex-controls-in-internet-explorer].

Issue 10: Privacy
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_c.php
Why: it needs to be simple and easy-to-understand and avoiding to use words that need further explanation like
“intrusiveness”.
Suggestion: All web sites use some mechanisms to store information regarding users’ preferences. This
information should be related only to viewing and browsing preferences and not to store personal identifiable
data of the users or their overall browsing activity. PF analyzes various tracking mechanisms.

Issue 11: Average number of HTTP Cookies in all websites over time
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_c.php
Why: A short definition is needed and it needs to be simple and easy-to-understand. External link to a usable site
for more info is required. Users also need to be able to act upon based on the information from observatory.

28
29
30
31

See, inter-alia: https://webrtc.org/.
See, for example: https://en.wikipedia.org/wiki/Java_(programming_language).
For more details also see, inter-alia: https://en.wikipedia.org/wiki/Microsoft_Silverlight.
For more details also see, inter-alia: https://en.wikipedia.org/wiki/ActiveX.
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Suggestion text: It is useful to have a good estimation of the average number of cookies per site. An unusual
highly number of cookies in a web site is an indication of privacy issues. Watch out for outliers, web sites with
too many HTTP Cookies! To view the number of cookies in a website you can click on
icons to the left of address bar within Chrome and Firefox browsers.

(info) or

(padlock)

Issue 12: Mean number of Various Cookies in all Websites.
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_c.php
Why: Short definitions are needed and it needs to be simple and easy-to-understand. External link to a usable
site for more info is required. Users also need to be able to act upon based on the information from observatory.
Suggestion: This can be a mouse over description for each of the cookies in the figure. The description is not
consistent with the figure, e.g. ZombieCookies, EverCookies are not presented in the figure. The description of
each column can be a move hover or to use
icon under every column where by clicking on them a box opens
and descriptions are shown.
Suggestion texts:
HTTP cookie is a small piece of data sent from a website and stored on the user's computer by the user's web
browser while the user is browsing. You can install carious browser addons like Ghostery 32 and Disconnect to
prevent them.
Third-party cookies are used by advertising companies to track a user across multiple sites. In particular, an
advertising company can track a user across all pages to get knowledge of the pages visited by a user that allows
the advertising company to target advertisements to the user's presumed preferences. [To prevent third-party
cookies, visit  link to: https://www.cnet.com/how-to/disable-third-party-cookies-in-ie-firefox-and-googlechrome].
Local shared objects (LSOs), commonly called Flash cookies are pieces of data that websites which use Adobe
Flash may store on a user's computer. This kind of cookies can be used for tracking users behavior by attackers
to see the web sites that you have visited recently. [For more information visit link to: http://www.securityfaqs.com/lso-cookies-and-how-they-affect-your-privacy-and-security.html].
A SuperCookie is a type of browser cookie that is designed to be permanently stored on a user’s computer. Super
cookies are generally more difficult for users to detect and remove from their devices because they cannot be
deleted in the same fashion as regular cookies. Using VPN and “https” can mitigate SuperCookie tracking. [For
more information visit link to: https://www.techopedia.com/definition/27310/super-cookie].

Issue 13: First and Second Interval of the change of HTTP Cookies in all websites over time.
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_c.php
Why: None of the experts could understand this. It needs to be clear on how end-users can benefit from this.
Please re-write it with a simpler description.

Issue 14: PrivacyFlag DB size.
Where?: http://app.privacyflag.eu:2080/privacy/addon/observatory_c.php
32

See: https://www.ghostery.com/.
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Why:
We did not see how DB size an indicate anything. Maybe it is better to have something like, number of
websites analyzed. Or if you are still going with the size of DB, it is better to mention what this size consists
of, links, visits, sites, cookies…?
“Thread analysis” is not explained. Please add it with a simpler description.
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7. Distributed Agents and Evaluation
Component
7.1 The UPRAAM Scoring System
The new evaluation and scoring system follows a more simplistic algorithmic approach towards the evaluation
of web sites, smart phone applications and IoT environments. The new Privacy Flag algorithm is based heavily on
the UPRAAM evaluation framework which acts as the “primary and most important input” to the Privacy Flag
Evaluation Component.
Each user that uses the services of the Privacy Flag platform can answer a small number of questions, which form
a subset of the full UPRAAM questionnaire. This specific subset is created dynamically, depending on the type of
the target object under evaluation (i.e., website, smartphone application or IoT environment). The questions are
organised in a tree-like, hierarchical, structure so that the questions that are asked to the users are dependent
on their previous answers. As a result of this structure of the questions, the number of questions is “kept at a
minimum”, usually below 15. Despite this limit in the number of the questions, it is possible to estimate by asking
the appropriate questions whether, according to user’s perception, an examined object (website, smartphone
application, or IoT environment) is compliant with the General Data Protection Regulation (GDPR)33.
With respect to the UPRAAM evaluation, there are three possible outcomes, Green, Orange and Red Flag.
However, the final evaluation is not always quantitative because some questions may lead directly to a Red Flag
characterization if a clear violation of the GDPR is detected.

Table 1: The outcome of the UPRAAM evaluation
UPRAAM questionnaire
Scoring System provided by AS

Green

Scoring System provided by AS

Orange

Scoring System provided by AS

Red

If all answers indicate compliance with the GDPR, the evaluated object is marked as Green; otherwise, if the
results are non-conclusive, an Orange characterization is attributed to the object. The UPRAAM analysis is one
of the most important parts of the evaluation component, but in most cases, it works complementary to the
automatic technical analysis, depending on the type of the inspected object.
The pseudocode that estimates the UPRAAM score of each tool is the following:
Global variables
int persoDataCollected = 0;
int minorBreaches = 0;
int majorBreaches = 0;

33

See: https://www.eugdpr.org/.
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int compliance = 0;
int UPRAAMresult = 0;
int FlagColour = 0;
int TechnicalTestPositives = 0;
int TechnicalTestNegatives = 0;
int TechnicalTestResult = 0;
short toe = 0;
-----------------------------------------------------Question 2:
// Is your ToE a website, an app or an IoT deployment?
-----------------------------------------------------short toe = 0;
if(ToE is website)
{
toe = "web";
}
else if(ToE is app)
{
toe = "app";
}
else if(ToE is iot)
{
toe = "iot";
}
else
{
toe = "0";
}
----------------------------------------------------------------------------------Questions 3:
// follow the list of questions corresponding to the UPRAAM description, which are:
list of questions for App: 3, 3.3, 3.4
list of questions for Web: 3, 3.3, 3.4
list of questions for IoT: 3.1, 3.2, 3.3, 3.4
----------------------------------------------------------------------------------Question 3.*:
if(personal data collected == true)
{
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persoDataCollected = 1
}
GoTo to next Question 3.*

At the end of all questions 3, if there is no personal data collected, the UPRAAM value should be 1 (=green) we
skip the other UPRAAM questions.
If (personalDataCollected == 0) {
UPRAAMresult = 1 (green);
}
else {
GoTo Question 4
}
----------Question 4:
----------// Is there clear information on personal data protection provided?
If (no clear information == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
Compliance = Compliance + 1;
}
GoTo next question
-------------------------------------------------------------------------------// Question 5.1
// Are the following information provided before or when the data are collected:
// - the purpose(s) for which the personal data are collected?
-------------------------------------------------------------------------------if(no purpose provided == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
-------------------------------------------------------------------------------// Question 5.2:
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// Are the following information provided before or when the data are collected:
// - the identity and the contact details of the data controller (who
// is responsible for the data)?
-------------------------------------------------------------------------------if(no data controller == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
-------------------------------------------------------------------------------// Question 5.5:
// Are the following information provided before or when the data are collected:
// - the existence of the right to access, to rectify or to erase
// personal data?
-------------------------------------------------------------------------------if(no existence of the right == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
-------------------------------------------------------------------------------// Question 5.6:
// Are the following information provided before or when the data are collected:
// - the right to data portability (the possibility to retrieve your
// personal data in electronic format)?
-------------------------------------------------------------------------------if(no right to data portability == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
-------------------------------------------------------------------------------// Question 5.7
// Are the following information provided before or when the data are collected:
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// - the right to object to data processing or to request a restriction
// of such processing?
-------------------------------------------------------------------------------if(no right to object == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
---------------------------------------------------------// Question 6:
// Are the purposes for collecting data clearly described?
---------------------------------------------------------if(no clear description for purposes == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
----------------------------------------------------------------// Question 7:
// Are the collected data limited to what seems necessary for the
// declared purpose?
----------------------------------------------------------------if(no data limitation == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
-------------------------------------------------------------// Question 8:
// Is the user (data subject) consent clearly requested before
// collecting his/her data?
-------------------------------------------------------------if(clear consent == true)
{
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compliance = compliance + 1;
if(isLocationDataCollected == true)
{
------------------------------------------------------// Question 8.2:
// Can the users refuse to provide their location data?
------------------------------------------------------if(the users cannot refuse == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
if(toe == "web" | toe == "app")
{
--------------------------------------------------------------------------// Question 9:
// Are there clear indication on how the user can withdraw his/her consent?
--------------------------------------------------------------------------if(no clear indication == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
}
}
}
else
{
majorBreaches = majorBreaches + 1;
----------------------------------------------------------------// Question 8.1:
// Alternatively, are there other legitimate grounds to collect
// personal data (for instance: a legal mandate given to a public
// administration)?
----------------------------------------------------------------if(no other legitimate grounds == true)
{
majorBreaches = majorBreaches + 1;
}
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else
{
compliance = compliance + 1;
}
}
----------------------------------------// Question 10:
// Are there cookies used by the website?
----------------------------------------if(toe == "web")
{
if(Cookies)
{
----------------------------------------------------------// Question 10.1:
// Is there clear information on the use of cookies and the
// possibility to refuse the cookies?
----------------------------------------------------------if(no clear information about cookies == true)
{
majorBreaches = majorBreaches + 1;
}
else
{
compliance = compliance + 1;
}
}
}

---------------------------------------------------UPRAAM result
----------------------------------------------------

if(majorBreaches == 0)
{
UPRAAMresult = 1 (green)
}
else if(majorBreaches == 1)
{
UPRAAMresult = 2 (orange)
}
else if(majorBreaches > 1)
{
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UPRAAMresult = 3 (red)
}

7.2 The IoT Platform Technical Scoring System
Most IoT systems are embedded or “diffused” in the environment, such as smart buildings and smart cities. IoT
systems and devises differ widely, both in purpose and in operation.
Therefore it is very difficult, if not impossible, to technically analyse them in a systematic way w.r.t. configuration,
set-up, and functionality. Therefore, the scoring system (see Figure 2) for the IoT systems is based solely on the
human UPRAAM evaluation, which is available via the Privacy Flag smart phone application. This application is
able to identify and assess IoT installations within a user’s close environment.
Table 2 :The IoT scoring system
IoTPlatform
UPRAAM only

Green

UPRAAM only

Orange

UPRAAM only

Red

7.3 The PrivacyFlag WebAddon Technical Scoring System
The PrivacyFlag WebAddOn is the most complex analytical tool in the context of the Privacy Flag project. It
performs more than 20 different checks based on the Top20 Threat Matrix. The tests of the Top20 Threat Matrix
are representative of most of the most well-known and severe threats. These threats fall under three distinct
categories
defined
by
Confidentiality,
Security
and
Privacy
so
as
to
“address” most direct or indirect privacy risks.
Each check of the tool is implemented separately either in the frontend (Privacy Flag WebAddOn) or in the
backend (Privacy Flag Server) depending on the type of the check. Some of the checks performed by the Privacy
Flag WebAddon can only be performed, due to technical reasons, at the frontend, while other checks are best
suited for the Privacy Flag Server due to performance and scalability issues.
In terms of the scoring system, each threat is treated as equally important. The maximum score of the technical
evaluation is 15, because it is comprised only by the tests that return a Boolean YES or NO result and,
consequently, it includes all the possible Boolean results of the analysis.
The privacy friendly evaluations are added to produce the WebAddOn technical score. The final assessment is
Green for 10 to 15 privacy friendly results, Orange for 5 to 10 privacy compliant outcomes and Red for websites
that are able to honor only 0 to 5 privacy safeguards. This scoring scale and coloring convention can be seen
below:

WebAddON (CTI) on 15 boolean checks
Score: 10-15 points

Green

Score: 5-10 points

Orange

Score: 0-5 points

Red

The scoring system is based on the checks of Table 3. Each one of these automatic audit mechanisms returns a
Boolean value, which contributes to the final score. In some of the checks, the privacy friendly result is “True”,
signifying the existence of the required security mechanisms; while in other checks the preferred return value is
“False” indicating the absence of, possibly, insecure elements in the inspected web site.
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Table 3: The Privacy Flag WebAddOn scoring system - expected return values

Threat name
Does the website provide HSTS?

True

Does the website use a trustworthy certification chain?

True

Does the website use Certificate pinning? (HTTP public key pinning)

True

Is backward compatibility with unsecure SSL or TLS versions disabled?

True

Is SDNS enabled?

True

Does the website use technologies with known security issues – Flash?

False

Does the website use potentially dangerous advanced HTML5 APIs: Web Audio API?

False

Does the website use potentially dangerous advanced HTML5 APIs: WebRTC?

False

Does the website use potentially dangerous advanced HTML5 APIs: Geolocation (GPS)?

False

Does the website use technologies with known security issues - ActiveX?

False

Does the website use technologies with known security issues - Java?

False

Does the website use technologies with known security issues - Silverlight?

False

Does the website provide data encryption (SSL/TLS)?

True

Does the website use technologies with known security issues - PDF?

False

Does the website comply with any known privacy policy eTrust34, P3P35, published privacy policy?

True

7.4 The PrivacyFlag SmartPhoneApp Technical Scoring
System
The Android applications operate in a process sandbox and, thus, they explicitly request access to resources and
the corresponding data outside this sandbox. More specifically, each Android application declares the
permissions that it needs in order to access information outside the sandbox, in order to activate additional
capabilities that are not offered by the basic sandbox construct.
Therefore, each installed Android application is associated to a list of permissions. If the application lists normal
permissions in its permissions list (that is, permissions that do not pose risks to the user's privacy or the device's
34
35

For more details see: http://www.etrust.org/.
For more details see: https://www.w3.org/P3P/.
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operation) the system automatically grants those permissions. If the application lists possibly risky permissions
(that is, permissions that could potentially affect the user's privacy or the device's normal operation), the system
asks the user to explicitly grant those permissions, i.e. provide an informed consent to the application. Risky
permissions are involved, for instance, when the application requires data or resources that contain user-related
private information or could potentially affect user data or the operation of other install applications. For
example, requiring access to a user's list of contacts is considered as a risky permission request. The way in which
Android applications issue permission requests depends on the system version as well as the system version
targeted by the application.
All risky Android system permissions belong to permission groups (see Table 4 Dangerous permissions and
permission groups).
Table 4: Dangerous permissions and permission groups
Permission Group
CALENDAR

READ_CALENDAR
WRITE_CALENDAR
CAMERA

CAMERA
CONTACTS

LOCATION
MICROPHONE
PHONE

SENSORS
SMS

STORAGE

Permissions

READ_CONTACTS
WRITE_CONTACTS
GET_ACCOUNTS
ACCESS_FINE_LOCATION
ACCESS_COARSE_LOCATION
RECORD_AUDIO
READ_PHONE_STATE
READ_PHONE_NUMBERS
CALL_PHONE
ANSWER_PHONE_CALLS (must request at runtime)
READ_CALL_LOG
WRITE_CALL_LOG
ADD_VOICEMAIL
USE_SIP
PROCESS_OUTGOING_CALLS
BODY_SENSORS
SEND_SMS
RECEIVE_SMS
READ_SMS
RECEIVE_WAP_PUSH
RECEIVE_MMS
READ_EXTERNAL_STORAGE
WRITE_EXTERNAL_STORAGE

Based on this list of risky permission groups, the technical evaluation algorithm classified them into minor and
major threats, assigning to them an appropriate score, as shown in Table 5.
Table 5: Scores for each permission group
Permission Groups

Minor/Major

Score
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'android.permission-group.CAMERA'

major

2

'android.permission-group.CALENDAR'

minor

1

'android.permission-group.MICROPHONE'

major

2

'android.permission-group.CONTACTS'

major

2

'android.permission-group.LOCATION'

major

2

'android.permission-group.STORAGE'

major

2

'android.permission-group.PHONE'

major

2

'android.permission-group.SMS'

major

2

'android.permission-group.SENSORS'

minor

1

Max Score

16

The Technical Analysis Algorithm for the smartphone application uses these separate scores in order to estimate
the total technical score. More specifically, for each permission request of the evaluated application, the
algorithm checks whether it belongs to any risky permission group.
If it does, it is assigned the corresponding score, as given in shown in Table 5. Finally, the algorithm estimates the
scores as shown in Table 6:
Table 6: The PrivacyFlag SmartPhoneApp score table
Score

Output

0 - 6 points

Green

7 - 10 points

Orange

11 - 16 points

Red

7.5 The PrivacyFlag Crowdsourcing Mechanism
The Privacy Flag project intents to raise awareness about the privacy issues that beset the World Wide Web, the
smart phone applications on mobile devices and the IoT systems, in order to engage more users to participate in
the Privacy Flag collaborative effort. To achieve this goal, it is necessary to “address and evaluate” a sufficiently
large number of web sites, mobile phone apps and IoT installations.
Likewise, to ensure maximum participation of interested users and to offer them sufficient value for their
participation, it is important to provide an acceptable number of assessments for existing websites and
applications.
To succeed in this goal, the final version of the Privacy Flag Evaluation Component has been reoriented towards
a horizontal crowdsourcing model. In other words, it is preferred for the Privacy Flag project to provide incentives
to users to evaluate the largest possible number of different web sites instead of having them to concentrate
only on the most popular. A necessary provision is to have the required mechanisms to produce a final
assessment when users provide contradicting evaluations. A simple rule of two-thirds majority (the 66% rule) is
used in order to generate evaluations with a minimum level of consensus.
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Table 7: The PrivacyFlag 2/3 majority rule
66 %rule no users evaluations- simple
Green > 66%

Green

Orange > 66 %

Orange

Red > 66%

Red

Table 8: The PrivacyFlag final evaluation score system
Technical Analysis Types

WebAddON

SmartPhoneApp

IoTPlatform

UPRAAM/Technical Analysis

Green

Orange

Red

Green

Green

Orange

Red

Orange

Orange

Orange

Red

Red

Red

Red

Red
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8. Early Warning System
The Privacy Flag Early Warning System was a subset of the Technical Analysis which was performed by the Privacy
Flag AddOn and the Privacy Flag SmartPhone App. The results of this analysis could indicate a problematic
situation regarding the privacy protection mechanisms. The Privacy Flag system would inform accordingly the
users in order to take the necessary precautions.
The Privacy Flag Early Warning System was heavily based on the previous version of the evaluation algorithm,
which was complex and sophisticated. The redesign of the Evaluation Component in order to be compliant with
the new simple and effective evaluation algorithm made imperative the revaluation of the status of the Privacy
Flag Early Warning System. It was concluded that a separate panel with warnings and other outputs of the Early
Warning System in the Privacy Flag WebAddOn or the Privacy Flag SmartPhone App could, potentially, confuse
the users. Therefore, it was decided that it is better instead of presenting two different sources of information,
one technical and one based on the human UPRAAM analysis, to unify every possible result into a common
scoring system. Consequently, the new UI of the Privacy Flag WebAddOn and the Privacy Flag SmartPhone App
is confined to one indication regarding the privacy status of the assessed objects.
As described in the previous section, the importance of the technical analysis remains high as it can degrade the
final ranking to the Orange or Red level even if the human evaluators did not spot obvious problems or privacy
threats. As the goal of Privacy Flag is towards a combination of the maximum possible accuracy of human
evaluations and the automated technical analysis, it is clearly required to have the final privacy ranking as “simple
and easy to understandable” as possible. A single colour-based indicator is the best solution for all non-expert
casual users that are not able to invest time and effort to understand what are the different input feeds to the
evaluation algorithm and how they contribute to the final ranking decision.
Otherwise, two or more distinct evaluation results may confuse the users especially if the technical outcome is
in conflict with the user-provided UPRAAM score. The minimal approach consisting in having a simple Green,
Orange or Red ranking indicator is easy for everyone to understand. Therefore, although the Technical Analysis
process continues to play a decisive role in the outcome of the final ranking for a website or a smart phone
application, the different input feeds that lead to the estimation of the privacy threat are transparent and hidden
form the user.
Hence, in the final edition of the Privacy Flag enablers and tools, the Privacy Flag Early Warning System is not
anymore considered as a separate Privacy Flag subsystem or component. Instead, it is now embedded into the
Technical Analysis framework of the system. Some of the implemented algorithms for the detection of outliers
and abnormal behaviour of a web site or a mobile application are still used in an optimised form. In the final
version of the Privacy Flag Observatory, the output of the Early Warning System related functions will be
incorporated into a special section of the displayed information and therefore they will remain available to the
public. As a result, all users will have the possibility to check for outliers not only in the limited set of websites
and applications that they use but also in the whole Privacy Flag DataBase of the Privacy Flag project. The
previous version of the Privacy Flag Early Warning System would require the user to navigate to a specific website
or an application in order to check if it is classified as an outlier. In the next version, the outliers will be shown in
the Privacy Flag Observatory.
Hence, another possible outcome of the decision to discontinue the Early Warning Service as discrete subsystem
is to direct the majority of the experienced technical users to the Privacy Flag Observatory. The Privacy Flag
Observatory provides all the required details and information on all the technical checks that take place during
the automatic analysis by the PrivacyFlag WebAddOn, the Privacy Flag SmartPhone App and the Privacy Flag
Server. The volume of the data that are stored and analysed in the Privacy Flag Server as well as the visualisation
provided by the Privacy Flag Observatory are available to scientists, researchers and power users in order to
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enable them to extract trends of normal and abnormal privacy related activities. A systematic study of the
adoption of privacy friendly technologies based on the Privacy Flag Observatory would, also, help to shed light
in various direct or indirect privacy threats.
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9. Database and Server Implementation
9.1 PrivacyFlag Databases
In order to support all the new and enhanced functionalities, the database schemas have been appropriately
modified during the third year of the project.
For instance, the UPRAAM questionnaires of the tools have been translated into eight (-8-) languages (i.e.:
English, Greek, French, German, Italian, Serbian, Spanish and Swedish). Also, according to the new Evaluation
Algorithm, some new data needed to be stored in the database while some other attributes were no longer
useful and thus, they were deleted from the database. When the new (and final) Evaluation Algorithm was
designed and implemented, the database was flushed in order to store only real data.
The database schemas for the three supported tools are given in the pages that follow (Figure 7).
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Figure 7: The database schemas for the supported tools
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9.2 Git Server
During the 2nd year of development work, the git server presented in Deliverable D4.1 was still running and all
related information provided in D4.1 is still valid, except the server’s IP address which has changed.

9.3 APIs
Several APIs that had already been developed in the 2nd year of the project have been modified during the 3rd
year while some new additional APIs were implemented in order to provide various functionalities for the Addon, the Smartphone application and the IoT evaluation component.
In general, the APIs are used as a point-to-point communication channel between the services and the
corresponding Privacy Flag databases.

9.4 API specifications: Browser Addon
Regarding the Add-on, the following functionalities were developed:
1.

Get the existing evaluation of a website.

2.

Get the latest questionnaire in all eight (8) languages.

3.

Send user’s answers to the questionnaire and some of the evaluated website threat scores.

The API specifications are the following:

9.4.1 Retrieve existing evaluation for a specific url
Method: POST
Request URL: http://app.privacyflag.eu:xxxxx (the link is not reported for security purposes)

Request_Body:
Description:request evaluation of specific website
Example:
{
"website": "www.bbc.com"
}
Response_Body:
Description:

returns the evaluation of the website

Answer:
1

safe

green

0

undecided

orange
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-1

unsafe

red

Example:
{
"website": "www.bbc.com",
"evaluation": "1",
}

9.4.2 Get Latest Questionnaire
Method: GET
Request URL: http://app.privacyflag.eu:xxxxx/questionnaire_english (the link is not
reported for security purposes)

Response_Body
Description:

Json with the questionnaire users will answer

Example:
{
"Questionnaire": [{
"id" : 1,
"title": "Is there clear and understandable information on: ",
"body": "Who is collecting the data?",
"group": 1,
"type": "boolean"
}, {
"id" : 2,
"title": "Is there clear and understandable information on: ",
"body": "What is their content details?",
"group": 1,
"type": "boolean"
}]
}
Explanation:
{
"id" : id of the question,
"title": the subject of the question,
"body": the actual question,
"group": in which page will the question be printed,
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"type": type of question (“boolean” or “multiple”)
}
We have also implemented additional links to retrieve the latest questionnaire in other languages but these links
are not reported for security purposes.
The supported languages are the following:
1.

English

2.

French

3.

German

4.

Greek

5.

Italian

6.

Serbian

7.

Spanish

8.

Swedish

9.4.3 Send User Evaluation
Method: POST
Request URL: http://app.privacyflag.eu:xxxxx (the link is not reported for security purposes)

Request_Body
Description:

User’s answers to questionnaire and some automatic technical scores that are
estimated on the addon (the rest technical scores are estimated directly on the
backend server)

Example:
{
"website": "www.bbc.com",
"user" : "user3",
"answerlist": [{
"id": "1",
"answer": "1"
}, {
"id": "5",
"answer": "-1"
}, {
"id": "6",
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"answer": "-1"
}],
"threats": [{
"threat": "Does the website use HTTP cookies?",
"value": "0"
},
{
"threat": "Does the website use Third party cookies?",
"value": "0"
},
{
"threat": "Does the website provide data encryption (SSL/TLS)?",
"value": "1"
}]
}

9.5 API specifications: Smartphone App
Regarding the Smartphone Application, there are developed APIs that support the following functionalities:
1.

Get the existing evaluation of all installed applications.

2.

Get the latest questionnaire in all eight (8) languages.

3.

Send user’s answers to the questionnaire and some additional information for the evaluated application
(the application name, the package name, the list of permissions, the groups and categories that each
permission belongs to and the username of the user).

4.

Submit user’s security preferences (i.e. assign a threat level of each one of the 9 most dangerous permission
categories according to user’s security priority)

The API specifications are the following:

9.5.1 Get existing evaluation
Method: POST
Request URL: http://app.privacyflag.eu:xxxxxx (the link is not reported for security purposes)

Request_Body
Description:List of user’s installed apps on his device
Example:
{
"applist": [{
"package": "com.test1.google",
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"name": "Google+"
}, {
"package": "com.test1.viber",
"name": "Viber"
}, {
"package": "com.test1.whatsup",
"name": "Whatsup"
}, {
"package": "com.katana.facebook",
"name": "facebook"
}, {
"package": "com.pay.pal",
"name": "Paypal"
}],
"username":"username"
}
Response_Body:
Description:

The same aforementioned list with an extra field “evaluation” with the following 3
possible values
Answer:
1

safe

green

0

undecided

orange

-1

unsafe

red

Example:
{
"applist": [{
"package": "com.test1.google",
"name": "Google+",
"evaluate": "0"
}, {
"package": "com.test1.viber",
"name": "Viber",
"evaluate": "1"
}, {
"package": "com.test1.whatsup",
"name": "Whatsup",
"evaluate": "-1"
}, {
"package": "com.katana.facebook",
"name": "facebook",
"evaluate": "0"
}, {
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"package": "com.pay.pal",
"name": "Paypal",
"evaluate": "1"
}]
}

9.5.2 Get Latest Questionnaire
Method: GET
Request URL: http://app.privacyflag.eu:xxxxx/questionnaire_english (the link is not
reported for security purposes)

Response_Body
Description:

Json with the questionnaire users will answer

Example:
{
"Questionnaire": [{
"id": "1",
"question": "When using a service are you aware of the terms and conditions related to your personal
data "
}, {
"id": "50",
"question": "Do you know if your data are being used communicated to third parties ? "
}, {
"id": "51",
"question": "Are privacy agrements comprehensibly explained to you?"
}, {
"id": "52",
"question": "Do you know if your data are being used communicated to third parties "
}, {
"id": "53",
"question": "Are privacy agrements comprehensibly explained to you?"
}]
}
We have also implemented additional links to retrieve the app’s latest questionnaire in other languages but these
links are not reported for security purposes.
The supported languages are the following:
1. English
2.

French
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3.

German

4.

Greek

5.

Italian

6.

Serbian

7.

Spanish

8.

Swedish

9.5.3 Send User Evaluation
Method: POST
Request URL: http://app.privacyflag.eu:xxxxx (the link is not reported for security purposes)
Request_Body
Description:

User’s answers to questionnaire and evaluated app’s permission info

Example:


Answer : 1 = Yes, -1 = N0 , 0 = I D/N

{
"answerlist": [{
"id": "1",
"answer": "1"
}, {
"id": "2",
"answer": "-1"
}, {
"id": "3",
"answer": "0"
}, {
"id": "4",
"answer": "-1"
}],
"app_name": "Viber",
"app_package": "com.test1.viber",
"permissions": [{
"permission": "android.permission.CAMERA",
"permission_group": "android.permission-group.CAMERA",
"category": "camera"
},{
"permission": "android.permission.WRITE_CALENDAR",
"permission_group": "android.permission-group.CALENDAR",
"category": "calendar"
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},{
"permission": "android.permission.READ_CALENDAR",
"permission_group": "android.permission-group.CALENDAR",
"category": "calendar"
}],
"username": "name"
}

9.5.4 User Preferences
Method: POST
Request URL: http://app.privacyflag.eu:xxxxx (the link is not reported for security purposes)
Request_Body
Description:

User’s security preferences (i.e. assign a threat level of each permission category
according to user’s security priority)

Example:
{
"username": "name",
"userpreferences": [{
"categoryName": "calendar",
"value": "1"
}, {
"categoryName": "camera",
"value": "5"
}, {
"categoryName": "contacts",
"value": "4"
}, {
"categoryName": "location",
"value": "2"
}, {
"categoryName": " microphone",
"value": "5"
},{
"categoryName": "phone",
"value": "9"
},{
"categoryName": "sensors",
"value": "8"
},{
"categoryName": "sms",
"value": "5"
},{
"categoryName": "storage",
"value": "3"
}]
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}

9.6 API specifications: IoT
Regarding the IoT, there are developed the following functionalities:
1.

Get the existing evaluation of an IoT device.

2.

Get the latest questionnaire in all eight (-8-) languages.

3.

Send user’s answers to the questionnaire and some information for evaluating a device (the device may
either already exist or it may be a new one).

The API specifications are the following:

9.6.1 Get existing evaluation
Method: GET
Request URL: http://app.privacyflag.eu:xxxxx (the link is not reported for security purposes)
Response_Body:
Description:

return all existing IoT devices that exist in the database and their existing evaluation

Example:
{
"devices": [{
"name": "device1",
“id”: 1,
"latitude": -31,
"longitude": 151,
"evaluation": 1
},{
"name": "device2",
“id”: 2,
"latitude": -31,
"longitude": 151,
"evaluation": -1
}, {
"name": "device3",
“id”: 3
"latitude": -31,
"longitude": 151,
"evaluation": 0
}]
}
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9.6.2 Get Latest Questionnaire IoT
Method: GET
Request URL: http://app.privacyflag.eu:xxxxx/questionnaire_english (the link is not
reported for security purposes)
Response_Body
Description:

Json with the questionnaire users will answer

Example:
{
"Questionnaire": [{
"id": 1,
"question": "When using a service are you aware of the terms and conditions related to your personal data "
}, {
"id": 50,
"question": "Do you know if your data are being used communicated to third parties ? "
}, {
"id": 51,
"question": "Are privacy agrements comprehensibly explained to you?"
}, {
"id": 52,
"question": "Do you know if your data are being used communicated to third parties "
}, {
"id": 53,
"question": "Are privacy agrements comprehensibly explained to you?"
}
]
}
We have also implemented additional links to retrieve the app’s latest questionnaire in other languages but these
links are not reported for security purposes.
The supported languages are the following:
1. English
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2.

French

3.

German

4.

Greek

5.

Italian

6.

Serbian

7.

Spanish

8.

Swedish

9.6.3 Send User Evaluation for Existing/New Device
Method: POST
Request URL: http://app.privacyflag.eu:xxxx (the link is not reported for security purposes)

Request_Body
Description:

User’s answers to questionnaire and evaluated IoT network

Example:
{
"answerlist": [{
"id": "1",
"answer": "1",
}, {
"id": "2",
"answer": "-1"
},{
"id": "3",
"answer": "0"
},{
"id": "4",
"answer": "0"
},{
"id": "5",
"answer": "-1"
}],
"id: 1,
"lattude ": -31,
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"longitute": 151,
"name": "device1",
"username": "username"
}
Note that if in the above id is 0 it means that it is a new entry that needs to be added in the DB.
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10. Website and backend management
platform
The Privacy Flag website was developed and it is continuously updated in order to make available the tools
developed during the lifetime of the project to the target audience (i.e.: users and professionals). Its goal is to
provide assessment results stemming from the security and crowd source analysis of the websites and
smartphone applications in a ranking as well as to allow administrator users to report on project activities. Users’
tools, the Voluntary Commitment tool (Privacy Pact) and the In-depth Evaluation tool (Privacy certificate) were
developed as separate units, isolated from the rest of the website environment.
The following sections presents the website frontend and backend, giving their key features and architecture.

10.1 Frontend
The website frontend is composed of several components with a focus on presenting the Privacy Flag tools to
the end-user, on attracting user’s engagement and on making available the result of the assessment of websites
and smart phone applications to the public. The list of assessed websites is given with limited list of criteria, thus
just a fragment of real assessment mechanism (criteria) is presented that might be of interested to the nontechnical users.
The assessment list presented in Figure 8 provides a better insight into different assessed websites based on the
following criteria:
Whether the website uses a Secure Sockets Layer (SSL) certificate;
whether the website uses a trusted certification chain, i.e. whether the certification chain is valid, and;
whether the website tracks the user using different user activity patterns.
A SSL certificate may be deployed by a website but it may use obsolete SHA-1 certificates36 to ensure the security
and privacy of visitors. SHA-1 was deprecated in favor of SHA-2 and websites that are using SHA-1 are considered
not privacy friendly, something indicated to the visitors of such a website by the Privacy Flag Addon.
The issued SHA-1 certificates are still required by older legacy systems, thus some websites will be flagged by our
tools as not privacy friendly until they have upgraded to a new version of the SHA algorithm.

36

For more details also see, for example: https://en.wikipedia.org/wiki/Secure_Hash_Algorithms.
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Figure 8: Websites risk assesment list on the website
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User engagement (see Figure 9), as an important facet of user experience that emphasises the positive aspects
of interaction wiith the Privacy Flag platform (in particular, the aspet of users captivated by technology 37) is
ensured through special Facebook and Twitter social networks widgets embedded in the website.
This attracts users that visit our web page through social media links.

Figure 9: User engagement

A main goal of retaining our user basis is to ensure an as wide visibility as possible of the final version of the
PrivacyFlag Tools in the Privacy Flag landing web page.
The tools being present in this page are shown in Figure 10.

37

M. Lalmas, H. O’Brien and E. Yom-Tov. "Measuring user engagement", 22nd International World Wide Web Conference
(WWW 2013), Rio De Janeiro, 2013.
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Figure 10: PrivacyFlag End-user Tools presentation
Also, a short description of the tools and the Privacy Flag platform benefits are given with a link to the full
description as well as an embedded video that explains what Privacy Flag provides to the end-users and what
the users could achieve by understanding and deploying the Privacy Flag tools.
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10.2 Backend
One of the main goals of the Privacy Flag project is to combine the potential of crowdsourcing, the latest ICT
technologies and privacy-related legal expertise in order to protect peoples’ privacy when they visit websites or
use smartphone applications.
In order to fulfil the fundamental legal requirement about preserving users’ privacy when they use the project’s
technologies and services, although there are anonymizations mechanisms created within the context of WP2,
one of our approaches was to avoid keeping records of users’ data by not requiring user accounts for using our
tools and knowledge base.
There are several types of backends in the Privacy Flag platform. First, there is a backend for consortium
members that allows them to generate and manipulate content, which is based on the open source platform
WordPress (available at www.wordpress.org).
Then, for administrative users, we have a backend which was developed independently of the first in order to
enable complementary features for the company tools. In this backend, we have the Website/Smartphone
application privacy risk list, which is a module that shows a list of assessed websites and applications. This list
enables the administrator to manipulate the lit of websites and applications that can be seen through the
frontend. Administrators can, also, change the disclaimer popup and review potential requests for the removal
of a specific website or smartphone application if certain conditions are satisfied.

10.3 Architecture
The Architecture of the front end and the backend management platform (as explained in D1.3 and can be seen
from Figure 11) is based on the php/MySQL Apache technology. The website backend is composed of two
different sub-backends. One is used for the generation of the frontend content and it is based on the WordPress
Content Management System (CMS). It runs in separation from the rest of the platform components (i.e.
database and APIs) due some known security issues (see https://www.cvedetails.com/vulnerabilitylist/vendor_id-2337/product_id-4096/). The other sub-backend was developed from scratch using
html/css/javascript/php and MySQL.
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Figure 11: The PrivacyFlag Website and backend management platform architecture
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12. Annex – Overview and qualitative
assessment of privacy related
enablers
In the context of Privacy Flag, several approaches for the privacy enablers have been addressed in order to
identify the most suitable implementation plan for the Privacy Flag browser add-on and Smart phone application.
One of the Flagship project38 for Future Internet (FI) applications has been taken into consideration, namely the
FIWARE project. FIWARE offers a set of enablers related to privacy and security. In this Annex, a qualitative
overview and high-level assessment is provided for the correlation of the FIWARE Enablers and the Privacy Flag
browser add-on and Smart phone application.
The overview of FIWARE enablers attempts to identify design aspects and presents the “key features and
approaches”, which were taken into consideration in the early stage of Privacy Flag’s enablers design and
implementation.
In sections 12.1-12.3, an overview of the FIWARE39 and FISPACE40 security and privacy enablers’ key features are
presented. Based on the qualitative characteristics of the enablers, an overview of key enablers’ features
assessment is discussed in section 12.4.

12.1 FIWARE Privacy Enabler Open Specification
FIWARE provides a Privacy Enabler Open Specification, in an authentication process, using privacy-enhanced
attribute-based (Privacy-ABC) credentials. This is described in detail in the following sections.
In a nutshell, the user obtains credentials, which are certified attribute-value pairs, from an issuer who vouches
for the correctness of the certified attributes; the user can subsequently authenticate towards a verifier by
sending a presentation token, which is derived from her credentials.
A single presentation token can selectively reveal attribute values from one or more credentials. It can also prove
that a given predicate, which may involve one or more attributes, holds, without revealing the full attribute
values.

38

See: http://ec.europa.eu/citizenship/european-year-of-volunteering/flagship-projects/description-flagshipprojects/index_en.htm.

39

See: https://www.fiware.org/.
See: https://www.fispace.eu/.

40
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Figure 12: Main entities in a Privacy-Enhanced Attribute-based Credentials (Privacy-ABC) system
The main entities are users, issuers and verifiers. The user collects credentials from various issuers and controls
which information from which credentials is presented to which verifiers. The issuer issues credentials to users,
vouching for the correctness of the information contained in the credential with respect to the user to whom the
credential is issued. Each issuer generates a secret issuance key and publishes the issuer parameters that include
the corresponding public verification key. The verifier protects the access to a resource -or service- that it offers,
by imposing restrictions on the credentials that users must own.
Optional entities are inspectors (a trusted authority who can de-anonymize presentation tokens under specific
circumstances) and revocation authorities (responsible for revoking issued credentials, so that they cannot be
no longer used to generate a presentation token). In essence, an attribute-based credential contains attributevalue pairs that are certified by a trusted issuer. Using her credentials, a user can generate a presentation token
that contains a subset of the certified attributes. Upon receipt of a presentation token from a user, a verifier
checks whether the presentation token is valid with regard to the relevant issuers' public keys. If the verification
succeeds, the verifier can rest assured that the corresponding issuers vouch for the attributes that are contained
in the presentation token.
In such a Privacy-ABC system, -unlike traditional public-key cryptography in which users generate a private/public
key pair-, users may generate as many public keys as they wish from a previously generated secret key. By
generating a different pseudonym for every verifier, users can thus be known under different “unlinkable”
pseudonyms to different sites, yet use the same secret key to authenticate to all of them. Although it is sufficient
for users to generate a single secret key, they can also have multiple secret keys. A secret key can be generated
by a piece of trusted hardware (e.g., a smart card) that stores the key and uses it in computations (e.g., to
generate pseudonyms), but never reveals the key. The key is thereby bound to the hardware, in the sense that
it can only be used in combination with the hardware.
There are situations, however, where the possibility to generate an unlimited number of unlinkable pseudonyms
is undesirable. For example, in an online opinion poll, users should not be able to bias the result by entering
multiple votes under different pseudonyms. In such situations, the verifier can request a special pseudonym
called a scope-exclusive pseudonym, that is unique for the user’s secret key and a given scope string. Scope-
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exclusive pseudonyms for different scope strings remain unlinkable. By using the URL of the opinion poll as the
scope string, for example, the verifier can ensure that each user can only register a single pseudonym to vote.
To authenticate to a verifier, the user first obtains the presentation policy that describes which credentials the
user must present and which information from these credentials must be revealed. If the user possesses the
necessary credentials, he/she can derive from these credentials a presentation token that satisfies the
presentation policy. The presentation token can be verified by using the issuer parameters of all credentials
underlying the presentation token.
Presentation tokens derived from Privacy-ABCs only reveal the attributes that were explicitly requested by the
presentation policy – all the other attributes contained in the credentials remain hidden. Moreover, presentation
tokens are cryptographically unlinkable (meaning no collusion of issuers and verifiers can tell whether two
presentation tokens were generated by the same or by different users) and untraceable (meaning that no such
collusion can correlate a presentation token to the issuance of the underlying credentials). Of course,
presentation tokens are only as unlinkable as the information they intentionally reveal.

12.2 FIWARE Security and Privacy Generic Enablers and
Architecture
Besides the Privacy Enabler Open Specification, FIWARE has developed a number of Software Modules, i.e.
Generic Enablers, which implement Security and Privacy functions and can be integrated in different types of
architectures.
The Generic Enablers, which have been developed are listed below:
Authorization PDP - AuthZForce41
Identity Management - KeyRock42
Policy Enforcement Points (PEPs) Proxy - Wilma43
Privacy GE44
Trustworthy Factory45
Cyber Security GE – CyberCAPTOR46
Security Monitoring GE47
Some of the above-listed Generic Enablers (GEs) have been constantly updated and incorporated in the main
FIWARE Security and Privacy architecture, while some others have been deprecated are no longer utilized as part
of the overall architecture. However, they can be deployed as separate, stand-alone modules in different types
of architectures.
41
42
43
44

45
46
47

See, for example: https://catalogue.fiware.org/enablers/authorization-pdp-authzforce .
See, for example: https://catalogue.fiware.org/enablers/identity-management-keyrock.
See, for example: https://www.slideshare.net/flopezaguilar/idm-accpmex-v1.
See, for example: https://forge.fiware.org/plugins/mediawiki/wiki/fiware
/index.php/FIWARE.OpenSpecification.Security.Privacy_Generic_Enabler.
See, for example: http://factory.readthedocs.io/en/latest/.
See, for example: https://catalogue.fiware.org/enablers/cyber-security-ge-cybercaptor.
See, for example: https://catalogue.fiware.org/enablers/security-monitoring.
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The FIWARE Security and Privacy architecture is built around two main topical areas, i.e.: (i) Identity Management
and Control, and; (ii) Access Control Decision and Enforcement.
It is comprised of a number of modules - enablers, which implement the overall functionality, along with a
number of required interfaces between the several modules. The component diagram below provides a detailed
overview of the FIWARE approach:

Figure 13: FIWARE Security Architecture
FIWARE Security and Privacy architecture consists of three (-3-) primary Generic Enablers: Identity Management
GE, Authorization PDP GE and PEP Proxy GE.
The Identity Management GE (IdM) provides user, organization, as well as application identity (and credentials)
management and authentication. Furthermore, it introduces, as well as address new requirements for identity
management for the Internet of Things (IoT). Via providing a REST API for managing user identities in multi-tenant
cloud-based applications and services, the Identity Management GE is fully compliant with IETF System for Crossdomain Identity Management 2.0 Specification (SCIM 48). It also provides flexible management of organizationspecific and/or application-specific roles and associated permissions (on specific URLs and actions), as well as
user-role assignments.
The IdM is used by developers (application owners) for registering their applications, as well as managing their
application’s security (credentials, roles, authorization policy); end-users interact with IdM to self-register, as
well as manage their profiles and organizations. Finally, all users and client applications (e.g. service consumers)

48

See, for example: https://tools.ietf.org/html/rfc7644.
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interact with the IdM for authentication and possibly delegate access to a third-party client application (using
the OAuth2 flow49).
Finally, Policy Enforcement Points (PEPs) (such as the PEP Proxy GE presented afterwards) interact with the IdM
in order to validate access tokens issued by the IdM and presented by access requesters when requesting access
to the protected backend applications.
Any application with security requirements related to access control (authentication, authorization) can use the
Identity Management GE, -along with OAuth2 protocol-, in order to secure their frontend and backend parts.
Using OAuth2, a single sign on mechanism can be implemented, which allows every user to login in their web
applications. Furthermore, and together with the PEP Proxy GE and the Authorization PDP GE (which will be
presented afterwards), application developers can add an authorization level to their backend services.
The main role of the Authorization PDP Generic Enabler (PDP) is to manage authorization policies and enforce
decisions based on them when requested by Policy Enforcement Points to authorize or deny access to requests
to services. The authorization policies are defined in the eXtensible Access Control Markup Languages (XACML)
v3.0 format. The particular format –which uses a multi-tenant RESTful PAP/PDP API-, provides advanced and
flexible policy target matching capabilities, extensible attribute categories, dynamic obligations (actions to be
fulfilled by the PEP), as well as possibility to use obligations in rules. The Authorization PDP Generic Enabler is
used by the Identity Management GE for policy management (for policies defined by developers for their
application).
The Policy Enforcement Points Proxy has the role of a PEP, in the form of a HTTP reverse-proxy, in front of the
protected REST services. PEP’s functionality is described in detail, as follows: PEP intercepts requests to the
service and authenticates the access request, by requesting IdM to validate the attached access token;
afterwards, it authorizes the request by requesting PDP with the client access request information and tokenrelated information (such as user attributes retrieved in previous step from the IdM), for the PDP to decide
whether to permit or deny based on the current authorization policy enforced by the PDP for the requested
resource. The Policy Enforcement Point Proxy actually applies the PDP’s decision to permit/deny the access
request. As also shown in the component diagram above, different Policy Enforcement Points Proxies may be
used instead of the PEP Proxy GE for specific types of applications, such as non-RESTful services or non-HTTP
services.

12.3 FISPACE Project Security and Privacy design
FISPACE (Future Internet space) platform was implemented for Business-to-Business (B2B) Collaboration, in the
context of the FIWARE projects, which took advantage of FIWARE Generic Enablers, in order to implement
several modules of the platform’s architecture. One of these modules was the Security, Privacy & Trust (SPT)
module.
The aim of the Security, Privacy & Trust framework of the FISPACE platform is to provide secure and reliable
access and, where needed, exchange of confidential business information and transactions using secure
authentication and authorization methods that meet required levels of security assurance. Authentication,
authorization and accounting (AAA) technologies will provide user management & access control features.
The main features of the SPT framework have been driven by an initial analysis of the SPT functionalities that will
be required by industrial actors that are the targeted users of the FISPACE platform, and industrial technology
suppliers who will exploit the FISPACE platform to provide Apps and associated services to the industrial actors.
The main feature categories that have been considered in the design of the SPT framework for FISPACE and were
also taken into account for the Privacy Flag project are:
49

See, inter-alia: https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2.
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Identity and Trust: Current situation is that often two business actors establish identity and trust to exchange information based on some previous knowledge of one another, having been in physical
communication. In more advanced and eventually more common scenarios, actors will not be able to rely
on having physical contact with other FISPACE actors, and strategies such as exploiting online profiles,
reputation (ranking), certification or registration databases, etc., will be supported.
Access Control: This includes features in order to validate a user’s identify and thus only allow individuals
and organizations that are authorized to connect and that they can only access the information and data
they are allowed to access.
Authentication: This includes facilities for authenticating individual users, third-party systems, networked
resources, and it will need to go down to fine-grained events, and data objects to ensure that only authentic
entities are allowed to connect and communicate with the FISPACE platform.
Data Security: These mechanisms ensure that data is being encrypted and does not leave the FISPACE
premises unencrypted, as well as that data can only be accessed by users with the respective credentials.
Security Assurance: FISPACE provides strong security assurance that commercial information and
transactions are secure, can be trusted and are not vulnerable to malicious actions. FISPACE uses a
compositional security assurance and accounting process, separating concerns where possible. In a
component based design process, independently developed components are assessed and matched to
specific system security requirements to determine if they meet the system security objectives. For
independently developed components such as Apps it is possible to provide assurance provided we can
verify an App adheres to a set of system-wide and App-specific security policies. As the cost of full
verification of independent Apps is costly and time consuming, FISPACE complements the verification of
security policy adherence by Apps with monitoring mechanisms to detect and prevent unacceptable or
unexpected App behavior.
Developer support to ensure correct usage of necessary security mechanisms in FISPACE: SPT patterns and
guidelines in order to ensure that SPT issues are considered by App developers.

12.4 Assessment overview
The main features that can be identified and discussed between FIWARE/FISPACE and Privacy Flag privacy
enablers can be summarized as follows:
The focus of FIWARE/FISPACE enablers is on the user identification and authentication, while in Privacy Flag
a user-centric framework for the privacy risk identification is supported.
FIWARE/FISPACE enablers “address” more security-related aspects rather than privacy-related aspects,
thus the two basic approaches are complementary in the user security and privacy domain.
Privacy Flag focuses upon web site privacy aspects (e.g., cookies, used technologies and potential security
issues, HTTPS, etc.), while FISPACE and FIWARE adopt complementary approaches relevant to B2B
transactions security and isolation, or user traffic security and malicious behaviors.
Privacy Flag enablers are “activated” based on a crowd sourcing mechanism for risk analysis, while
FIWARE/FISPACE enablers are more dependent on legacy mechanisms for security and privacy empowered
by trust mechanisms between the interacting parties.

Deliverable D4.3: “Third year report on Technical enablers’ development”

Enabling Crowd-sourcing based privacy protection for smartphone applications, websites
and Internet of Things deployment (Privacy Flag) GRANT AGREEMENT No.653426

Privacy Flag also focusing on prioritizing server access risks by host location (e.g., Europe based Tor servers),
while FIWARE/FISPACE enablers do not support such an explicit requirement.
In FIWARE/FISPACE users may generate as many public keys as they wish from a previously generated secret
key. By generating a different pseudonym for every verifier, users can thus be known under different
“unlinkable” pseudonyms to different sites, yet use the same secret key to authenticate to all of them.
Although it is sufficient for users to generate a single secret key, they can also have multiple secret keys. In
Privacy Flag, an anonymization mechanism is used.
Based on the above discussion points, it becomes apparent that Privacy Flag’s enablers have clear
complementary targets and approaches compared to the FIWARE/FISPACE enablers.
The main differentiator of Privacy Flag approach is the support of crowdsourcing mechanisms for privacy risk
analysis and user warning features. FIWARE/FISPACE are addressing a more “traditional” approach to security
and privacy, focusing on “securing” the user to user, user to service communication and data exchange.
On the other hand, Privacy Flag operates in “higher” level, based on a more user-oriented approach, and could
exploit an underlying framework of enablers like the ones offered by FIWARE/FISPACE.
In a similar way, the Privacy Flag add-on could complement the set of FIWARE/FISPACE security and privacy
mechanisms, leading to a more robust privacy framework.
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